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Operator of the .nl TLD

Stichting Internet Domeinregistratie Nederland (SIDN)

Critical infrastructure services

 Lookup IP address of a domain name (almost every interaction)
* Registration of all .nl domain names

 Manage fault-tolerant and distributed infrastructure

Increase the value of the Internet in the Netherlands and
elsewhere

 Enable safe and novel use of the Internet
* Improve the security and resilience of the Internet itself

.nl = the Netherlands

17M Inhabitants
5.9M domain names

3.2M DNSSEC-signed
1.3B DNS queries/day
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(i) Pressure sensor (iv) Stool camera
(i) Motion sensor (PIR) (v) Anus camera
(iif) Urinalysis strip (vi) Uroflow camera
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The “S” in IoT
stands for
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Security and Privacy for
In-home Networks (SPIN)
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* reverse firewall user interfaces user interfaces

* preference manager
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< C 0O ‘ @ turris/luci-static/spin/graph.html

tr|

sﬂ’. Lags SPIN Traffic monitor prototype

8 Unlock view Show filter list Connected

Ignore this node
Rename this node Block node

Node: 35

Connections seen: 2

Traffic size: 1850

Last seen: Tue Jun 20 2017

10:14:35 GMT+0200 (CEST)

IP:
104.244.42129,104.244,42,193,104 ..
DNS: twitter.com,www.twitter.com
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Beta-release by SIDMN Labs.
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Manufacturer Usage Description Specification

Abstract

This memo specifies a component-based architecture for Manufacturer
Usage Descriptions (MUDs). The goal of MUD is to provide a means for
end devices to signal to the network what sort of access and network
functionality they require to properly function. The initial focus
1s on access control. Later work can delve into other aspects.

This memo specifies two YANG modules, IPv4 and IPv6é DHCP options, a

Link Layer Discovery Protocol (LLDP) TLV, a URL, an X.509 certificate
extension, and a means to sign and verify the descriptions.

Status of This Memo









Q&A

spin.sidnlabs.nl
github.com/sidn/spin
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