Fighting DDoS attacks together on a
national scale

SNiC ResillT Conference
Tue Nov 26, 2019
Amersfoort, The Netherlands

Cristian Hesselman (SIDN)
Jair Santanna (University of Twente)




DDoS examples
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‘The natian state has a single peint of failure fiber, recently instalied in 2011, and it ceuld spell disaster for dozens of
other countries.
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De golf van DDoS-aanvallen op Nederiandse instellingen houdt aan. Vandaag is
de Belastingdienst tweemaal getroffen, en sinds 15.45 uur heeft ook DigiD last
van een DDoS-aanval waardoor de site slecht bereikbaar is.
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Dutch anti-DDoS coalition

Objective: further improve the protection of Dutch critical services by sharing
expertise, experiences, and operational data on DDoS attacks
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Reinforced DDoS
resilience of Dutch glu NCSC-NL

critical services

Gov’t agencies

University of Twente

Working groups:

e (Clearing house

* Emergency exercises
e Outreach

e Ground rules and incident response NBIP-NaWas
e Sustainable collaboration

Dutch Continuity Board

NoMoreDDoS



Status and next steps

* Pilotin the Netherlands (short-term)
— Approach: start small and iteratively scale up to more partners
— Key challenge: data sharing agreement clearing house

* DDoS clearing house for Europe P
— Part of CONCORDIA project (www.concordia-h2020.eu) CONC 5
— Development of a clearing house “cookbook” ey comperenestor
— Second pilot in Italy

* Envisioned long-term growth paths
— Netherlands = Europe > global
— Extend to “non-critical” service providers



Technical (and scientific) challenges

Classification
Reduction
Anonymization
Cconversion
Distribution
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DDoS Clearing House Pilot The Netherlands
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| ddos_dissector
DDos Dissector repository -- for the development of a tool responsible for
| (1) dissecting a network traffic (pcap, pcapng, netflow v5, v9, IPFIX, and
sflow), (2) identifying and generating DDoS attack fingerprints (json file with
a summary of the netwerk characteristics of an attack vector) for each found
attack vector, and (3) filtering and an...
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DoSDB repository -- for the development of (1) a script to install a database
that intend to store: DDoS attack fingerprints, anonymised network traces of
DDosS attacks, and rules/signatures for detecting and mitigating DDoS
attacks; (2) a script to connect a local DDeSDB with the public DDoSDB
instance (at https://ddosdb.org); and (3) scripts f...
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ddos_fingerprint_converters

DDosS Fingerprint Converters repository -- for the development of converters
of DDo$ attack fingerprint into existing hardware/software for improving the
detection and mitigation of DDoS attacks
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Definition of DDoS attack

N@#S%”

LARGE/ABNORMAL frequency of incoming network traffic with same characteristics
aiming to deny legitimate users to access a computational/network resource.
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Anon Cannon null | THIS IS FUCKING BETA AND IT HAS IT'S RIGHTS TO CRASH.

anoy

A Select your target. Ready?
Eﬂ”ﬂafy IP/Host 192.168.0.100 80 LOCK ON
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Selected Target
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Attack Options status

Message State
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Threads 4 Open

Failed
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The Classification Challenge

“The DDoS Dissector”

DDoS Dissector is tool for identifying (multi)vectors of attack
in post-mortem network trace
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DDoS Dissector is based on a ranking algorithm o @Q/ O
N
DDoS Dissector is NOT an anomaly-based detection tool! S P



The Reduction Challenge
“The DDoS Dissector”

The main output of the DDoS Dissector is
a summary of the characteristics of a DDoS attack,
called DDoS fingerprint

Each attack vector is one DDoS fingerprint (with one “key")

Multiple attack vectors in a network trace are linked (“multivector_key")



The Anonymization Challenge

“The DDoS Dissector”

The DDoS Dissector removes ANY information related to the attack target,
remaining ONLY source IP add. information



The Conversion Challenge

“The DDoS Fingerprint Converters”
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DDoS Fingerprints are converted to detection/mitigation specific “boxes"

Candidates: NetFilter/IPTables, SNORT, SURICATA, BRO/ZEEK, MODSECURITY, BGP
Flowspec, XDP+eBPF, IETF DDoS Open Threat Signaling (DOTS),
<what else do YOU consider important?>

Check the impact of a mitigation rule (to YOUR network) BEFORE deploying it!



The Distribution Challenge
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Mitigation Rules

“DDoSDB”’

I What?
Public? Private?

N
| . Open? Closed?
L.J With whom?

Automatic? Manual?

NOSQL database (Elasticsearch) + “FileSystem”

Feed? To CERTs/CSIRTs?

Malware Information Sharing Platform (MISP)?
Common Attack Pattern Enumeration and Classification (CAPEC)?
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UNIVERSITY 5
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Research challenges: DNS security and resilience, detection of domain name-
related abuse, DDoS mitigation and IoT device security, Internet evolution, open
networking, emerging types of internets

Facilities: real-world data sets, measurement and data analysis tools, lab
network for prototyping, operational expertise



Questions and discussion
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Plus NoMoreDDoS and Dutch Continuity Board
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