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SIDN Labs is the research arm of SIDN

• Goal: further increase the security of the Internet, 
with a special focus on .nl and the Netherlands

• Applied technical research: large-scale Internet 

measurements, prototyping new Internet systems, 
evaluating them, contributing to standards

• Results are public and generic (e.g., measurement 
methods and insights, designs, software) plus 

SIDN-specific adaptations for SIDN teams









Quantum computers and cryptographic keys





1180 physical qubits



Algorithm Key size Security Logical qubits Physical qubits Time to break

RSA 1024 bits 80 bits 2.290 ~ 2.560.000 bits 3.5 hours

RSA 2048 bits 112 bits 4.338 ~ 6.200.000 bits 29 hours

RSA 4096 bits 128 bits 8.434 ~ 14.700.000 bits 10 days

ECC 256 bits 128 bits 2.330 ~ 3.210.000 bits 11 hours

Source: National Academies of Sciences, Engineering, and Medicine 2018. Quantum Computing: 
Progress and Prospects. Washington, DC: The National Academies Press. 
https://doi.org/10.17226/25196. Tabel 4.1
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DoH, DoT, DNScrypt
https://dns4all.eu/

X25519Kyber768 

DNSSEC

https://dns4all.eu/
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PQC standards
available

DNSSEC vulnerable
(perhaps)

5 years
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Time to deploy new algorithm in DNSSEC, +- 10 years

Timeline showing deployment of ECDSA256, from ‘Making DNSSEC Future Proof’ by dr. Moritz Müller.



Requirements



M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.



Jürgen Henn – 11foot8.com
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Post-quantum 
Algorithms
Testing and 
Analysis for the
DNS



PATAD testbed: plan and experiment

.

.nl

example

Sign 100x, verify 100x, calculate
the averages

1) Test infrastructure

2) The PQC algorithm that
we want to test

3) The measurements we want
to perform



PATAD testbed: building a testbed

.

.nl

sidnlabs



exp1-resolver

exp1-nl

exp1-sidnlabs

exp1-root

exp1-resolver-dnssec

example_mayo_examplenet

Authoritative
nameserversResolvers

Supported PQC algorithms:

251: Falcon-512
250: SQISign-1
249: MAYO-2

PATAD testbed: experiment with MAYO-2

laptop



Demo?



PATAD testbed is available as open source software

• Specify your own topology.

• Run your own experiments!

• More information: patad.sidnlabs.nl



Next steps

Develop more PQC DNSSEC 
components

Improve testbed infrastructure

Perform experiments on our testbed

Encourage others to use testbed and to 
work together

PATAD blog appeared on:

Research partners:



Do your master’s project at SIDN Labs? 
https://www.sidnlabs.nl/en/graduating

Other vacancies (B.Sc. and M.Sc.): 
https://www.sidn.nl/en/work-at-sidn

Wanna know more? Contact Inge Loeff at our HR team at inge.loeff@sidn.nl



Thanks for your attention

Caspar Schutijser

caspar.schutijser@sidn.nl

https://www.sidnlabs.nl
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