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SIDN

… is the registry and operator of the Netherlands’ .nl country-
code top-level domain (ccTLD).

… is a not-for-profit private organization with a public role 
based in Arnhem, the Netherlands.

… aims to increase society’s confidence in the Internet.

.nl = the Netherlands
18M inhabitants
6.0M domain names
3.7M DNSSEC-signed
5.3B DNS queries/day
8.6B NTP queries/day



SIDN Labs
Technical experts, divers in 
seniority and nationality

Help SIDN teams, write open-
source software, analyze large 
amounts of data, conduct 
experiments, write articles, 
collaborate with universities

M.Sc students help us advance 
specific areas



Post Quantum Cryptography in the DNS
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Command line example (1)
$ dig +nodnssec www.example.nl AAAA 
@k.root-servers.net

;; AUTHORITY SECTION:

nl. 172800 IN NS ns1.dns.nl.

nl. 172800 IN NS ns3.dns.nl.

nl. 172800 IN NS ns4.dns.nl.

;; ADDITIONAL SECTION:

ns1.dns.nl. 172800 IN A 194.0.28.53

ns1.dns.nl. 172800 IN AAAA 
2001:678:2c:0:194:0:28:53

ns3.dns.nl. 172800 IN A 194.0.25.24

ns3.dns.nl. 172800 IN AAAA 
2001:678:20::24

ns4.dns.nl. 172800 IN A 
185.159.199.200

ns4.dns.nl. 172800 IN AAAA 
2620:10a:80ac::200

;; Query time: 7 msec

;; SERVER: 
2001:7fd::1#53(k.root-
servers.net) (UDP)

;; WHEN: Tue Nov 11 09:49:01 
CET 2025

;; MSG SIZE rcvd: 221

We ask for 
AAAA 
record

Results are 
NS records

Glue 
records

TTL



Command line example (2)
$ dig +nodnssec www.example.nl AAAA @ns1.dns.nl

;; AUTHORITY SECTION:

example.nl. 3600 IN NS ex1.sidnlabs.nl.

example.nl. 3600 IN NS ex2.sidnlabs.nl.

example.nl. 3600 IN NS anytest1.sidnlabs.nl.

;; Query time: 31 msec

;; SERVER: 2001:678:2c:0:194:0:28:53#53(ns1.dns.nl) (UDP)

;; WHEN: Tue Nov 11 09:53:26 CET 2025

;; MSG SIZE rcvd: 111

How do we know 
the IP address of 
this name server?



Command line example (3)
$ dig +nodnssec www.example.nl AAAA @anytest1.sidnlabs.nl

www.example.nl. 3600 IN AAAA 2a00:d78:0:712:94:198:159:35

;; Query time: 4 msec

;; SERVER: 2001:678:8::53#53(anytest1.sidnlabs.nl.) (UDP)

;; WHEN: Tue Nov 11 10:49:39 CET 2025

;; MSG SIZE rcvd: 99





DoH, DoT, DoQ, DNScrypt DNSSEC

User Resolver Name servers





User
Resolver

DS: fingerprint of public key
DNSKEY: public key
RRSIG: signature

.

delegation info nl.
DS-record of .nl

signed by root

.nl
delegation info sidn.nl.
DS-record of sidn.nl
DNSKEY of .nl

signed by .nl

sidn.nl

RRSIG(answer)
DNSKEY of sidn.nl

signed by sidn.nl

Where is 
www.sidn.nl?

Fun fact:
delegation is not 

signed

root keys (trust 
anchor) in OS



Command line example DNSSEC
$ dig +dnssec +nocrypto nl NS @k.root-servers.net

nl. 172800 IN NS ns1.dns.nl.

nl. 172800 IN NS ns3.dns.nl.

nl. 172800 IN NS ns4.dns.nl.

nl. 86400 IN DS 17153 13 2 ([omitted] )

nl. 86400 IN RRSIG DS 8 1 86400 (

20251124050000 20251111040000 61809 .

[omitted] )

[………]

delegation is not 
signed at this level



Command line example DNSSEC (2)
$ dig +dnssec +nocrypto nl NS @ns1.dns.nl

nl. 172800 IN NS ns1.dns.nl.

[…]

nl. 172800 IN RRSIG NS 13 1 172800 (20251120235718 
20251106230727 12711 nl. [omitted] )

;; ADDITIONAL SECTION:

ns1.dns.nl. 3600 IN A 194.0.28.53

ns1.dns.nl. 3600 IN RRSIG A 13 3 3600 (20251120083310 
20251106050725 12711 nl. [omitted] )

delegation is 
signed here

also records are 
signed



Source: https://stats.sidnlabs.nl/en

DNSSEC for .nl

~62% ~60%

https://stats.sidnlabs.nl/en


Jürgen Henn – 11foot8.com





Quiz









Quantum computers and cryptographic keys



1180 qubits



Algorithm Key size Security Logical qubits Physical qubits Time to break

RSA 1024 bits 80 bits 2.290 ~ 2.560.000 bits 3.5 uur

RSA 2048 bits 112 bits 4.338 ~ 6.200.000 bits 29 uur

RSA 4096 bits 128 bits 8.434 ~ 14.700.000 bits 10 dagen

ECC 256 bits 128 bits 2.330 ~ 3.210.000 bits 11 uur

Source: National Academies of Sciences, Engineering, and Medicine 2018. Quantum Computing: 
Progress and Prospects. Washington, DC: The National Academies Press. 
https://doi.org/10.17226/25196. Tabel 4.1





https://stats.sidnlabs.nl/en/web.html#websites%20secured%20with%20pqc%20algorithm

.nl websites HTTPS secured with PQC algorithm
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Time to deploy new algorithm in DNSSEC, +- 10 years

Timeline showing deployment of ECDSA256
from ‘Making DNSSEC Future Proof’ by Moritz Müller.



Post-quantum
Algorithms
Testing and 
Analysis for the
DNS



Hardware 
support
(AVX2)

Proof of 
nonexistence

4 algorithms 3 zone files



Algorithm Public key size Signature size
RSA-1280 162* 160
ECDSA-P256 64 64
Falcon-512 897 666
MAYO-2 (R1) 5488 180

all numbers are in bytes





Zone sizes

Unsigned ~1 GB

ECC (alg 13)
~3 GB

Falcon ~12 GB

Mayo ~5 GB

RSA (alg 8)
~4.5 GB



Signing time of entire .nl zone

RSA ≈ Falcon
ECC ≈ MAYO



Validating the entire .nl zone

RSA ≈ MAYO
ECC ≈ Falcon







Falcon for .nl: padded or unpadded

Fabrizio et al, PQC for DNSSEC: a format size 
analysis on Falcon signatures
In: ANRW 2025.

https://doi.org/10.1145/3744200.3744767



Impact of more TCP on authoritative nameservers



Measuring impact on resolvers



Add more algorithms to our testbed
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Time to deploy new algorithm in DNSSEC, +- 10 years



Thank you for your attention!

Elmer Lastdrager
Research Engineer SIDN Labs
elmer.lastdrager@sidn.nl




