Increasing Internet security
by bridging research and
operations

Cristian Hesselman

TALK.CYBERcni.fr
Dec 7, 2022

s@}



Internet security focused on availability (as in CIA)

\

Birthplace of the Internet
UCLA, Sep 2017
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The ARPANET in December 1969

Date

https://www.cidr-report.org/as2.0/

(Originally published in Proc. SIGCOMM ‘88, Computer Communication Review Vol. 18, No. 4,

The Design Philosophy of the DARPA Internet Protocols

David D. Clark®
Institute of T
Laboratory for Computer Science
Cambridge, MA. 02139

August 1988, pp. 106-114)

Abstract

The Internet protocol suite, TCP/IP, was first proposed
fifteen years ago. It was developed by the Defense
Advanced Research Projects Agency (DARPA), and
has been used widely in military and commercial
systems. While there have been papers and
specifications that describe how the protocols work, it is
sometimes difficult to deduce from these why the
protocol is as it is. For example, the Internet protocol is
based on a connectionless or datagram mode of service.
The motivation for this has been greatly misunderstood.

architecture into the IP and TCP layers. This seems
basic to the design, but was also not a part of the
original proposal. These changes in the Internet design
arose through the repeated pattern of implementation
and testing that occurred before the standards were set.

The Internet architecture s still evolving. Sometimes a
new extension challenges one of the design principles,
but in any case an understanding of the history of the
design provides a necessary context for current design
extensions. The connectionless configuration of ISO
protocols has also been colored by the history of the
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Internet communication . must .continue
despite loss of networks or gateways.

The Internet must.support multiple types
of communications service.

The Internet architecture
accommodate a'variety of networks:
The Internet architecture ~must permit
distributed management of its resources.
The  Internet architecture must be cost
effective,

The Internet architecture must permit host
attachment with a lowlevel of effort.

The resources used in the internet
architecture must be accountable.
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Today’s goal

« Showcase how we increase security of the Internet infrastructure by bridging research
and operations and get your feedback on our work

 Targeted result: inspiration for the technology transfer paragraph of your project
proposal or how to engage in that type of work yourself
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The Internet
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High-level operation of the Internet

www.utwente.nl
web pages

Vodafone—'
Libertel

O Network
— Inter-network connection == Actual data stream

Data stream as seen by user

 Routers: tens to tens of thousands per network
 Connection points: one to hundreds per network

» Engineers: a handful to hundreds per network

* Per-AS planning and coordination, no central authority

References: [1-4]

o«
o=
Google Cloud
Premium
l Internet
Google Cloud Service
Platform Reglon PoP Provider
Out of region Traffs transit
Standard (159) metwork to reach GCP

Google Cloud
Platform Region
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The invisible foundation of our digital world

Infrastructure (hw, sw)

Data

Holistic, System-Wide Qualities

Ecosystems of
Data and App Markets

Development Platforms

Runtime Engines

Resource Management

Operating and Foundational
Services

Compute, Memory, Storage, &
Network Infrastructure

Manageability
Simplicity and Maintainability
Responsibility
Dependability, Trust, and Security
Sustainability
Energy Efficiency & Climate Reposibility

1

Usability
Digitalization, link EU tech platforms & societal goals

A. Tosup and F. Kuipers (Editors), “Future Computer Systems and
Networking Research in the Netherlands: A Manifesto”, May 2022

Recommended viewing: Henning Schulzrinne (Columbia University), “Networking: The Newest Civil
Engineering Challenge”, SIGCOMM Lifetime Achievement Award keynote, SIGCOMM 2022, Amsterdam,
August 2022, https://www.youtube.com/watch?v=5lvXIql_mQ4
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Under the hood: protocols and services

NETFLIE  facebook Services
[P J{swre ] (e $‘ s I

/m’
-

Orgs such as SIDN, ;

RIPE, ICANN, IETF

Most people

Names, addresses,
routes, transports

e Transmission
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What can happen when it’s insecure under the hood?

References: [5]

1. D, where’s www.example.net? 2. Searching authoritative servers:

www.example.net is at 93.184.216.34 . .
Authoritative

3. Answer: it's at 93.184.216.34 DNS DNS server A
\\ resolver D
Client C F \ > E< >

Naming

n i P

¥
Routing and
forwarding
system
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What can happen when it’s insecure under the hood?

References: [5]

Authoritative

| 3. Answer: it's at 203.0.113.1 DNS DNS server A
\ resolver D
Client C F'_'_'_'_'__'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'Zf < >
Naming
system (DNS)
1t fl .

$
Routing and
forwarding
system

I 1. D, where’s www.example.net? I 2. Searching authoritative servers:
\ www.example.net is at 93.184.216.34

Malicious DNS "
resolver M S m’ LABS



SIDN and SIDN Labs
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SIDN is the operator of the .nl top-level domain

SIDN
 Not-for-profit private organization for the Operations
benefit of Dutch society .nl DNS ’T‘Ill{(i geglstratmn

 Securely manage .nl, the Dutch national
extension on the internet (63% market share)

« Critical service provider: DNS infrastructure

and domain name registration (6.3M names) Dutch Internet

Community

« Increase the value of the Internet in the SIDN Fonds SIDN Labs
herland d el h Project funding Technical research
Net eriands anda elsewnere Focus: users Focus: infrastructure
TRL3-7 TRL2-6

19.nl s



Increasing Internet security at SIDN Labs

“Distance” from
SIDN’s core task

D4: Services (e.g., sites,

i : tats.sidnlabs.nl
emall, cyberthSICaD stats.sidnlabs.n

D3: Internet access SPIN, DRR

D2: time and TaaS pilot, NTP
certificate system measurements

D1: Routing P BGPsec testbed Path validation
system (BGP) ASIS SCION webbrowser
Hybridized DNS
Do: Naming anycast, Logomotive, DIESIIG ezl DNS quantum-

monitoring, DDoS
clearing house

system (DNS) fake web shop safeness

detector Potential impact

(TRL8-9 + deployment)

Short term Medium term Long term

(=< 2 years) (2-5 years) (5-10 years) s ‘5. LABS



Our way of working: applied and open security research

Researchers
Teachers
Students

Academic
Community

.| Industry expertise, embedded researchers,
investments

Scientific rigor, students, verification,
emerging technologies

Open results: measurements, prototypes,
recommendations, papers

Feedback, operational needs and experience

=l o = >

DNS engineers
Support experts
Software engineers

Product owners

SIDN

Operations,
engineering

SIDN Labs
Technical
research

Research
engineers

Internet
community

S m LABS



Internet security: 7 case studies

Details: www.sidnlabs.nl
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Case study #1: online impersonation

en |
« We developed Logomotive, a tool that crawls the " g‘mm"m"

GGD Online

.nl zone and detects logo usage

Met de DigiD app
De makkelijkste manier om veilig
in te loggen

Met een sms-controle

* Pilots with Dutch Government (DPC) and S
Thuiswinkel Waarborg

Kunt u niet verder? Download dan de DigiD app
{opent in een nieuw venster] of activeer de sms-
controle [opent in een nieuw venster]

Nog geen DigiD? Vraag uw DigiD aan

e Results: =

Vraag en antwoord
Ik ben mijn gebruikersnaam vergeten

e Several sites removed from the zone

. s . Label Full-Zone Newly-Registered

° - Total 12862 (100.00%) 53
Dashboard in use at SIDN’s anti-abuse desk e 7] e Q00007 oo
With gov. logo (TP) 11698 (90.95%) 53 (100.0%)

. ) . Benign 10595 (82.37%) 32 (60.38%)

[ ) Government impersonation 151 (1.17% 17 (32.09%
Logomotive part of SIDN’s BrandGuard service oyermment impersonao ) 55550
Potential threat 73 (0.57%) 9 (16.98%)

o Other (false endorsements, satire, etc.) 75 (0.58%) 5 (9.43%)

° - Govi t domai 952 (7.40%) 4 (7.55%)
Peer-reviewed paper at PAM2022, blogs Guernment domains 3% (101% 2 (0.00%)
Not in portfolio 316 (2.46%) 2 (3.77%)

Added 109 (0.85%) 1 (1.89%)

Pending 207 (1.61%) 1 (1.89%) ‘~
S I : | I ’ LABS



Case study #2: fake web shops

« Sales of fake shoes was a big problem in the .nl
zone back in 2016-2018

« Developed tools to detect fake shops, partnered
with registrars and ISC to remove them

 Results:
 Fake shops virtually gone from the .nl zone
* Increased online safety for users
« Dashboard in use at SIDN’s anti-abuse desk

 Peer-reviewed paper at PAM2020, blogs

192
224
481

4,340
~12,000

NOS Nieuws + Dinsdag 6 november 2018, 05:29

-] SIDN en .nl-registrars haalden vorig jaar 4340
=~ frauduleuze webwinkels offline

‘Consumenten voor 5 miljoen euro opgelicht via
nepwinkels op sociale media’

Kleding, make-up en technische gadgets: mensen kopen het steeds vaker via

Detecting and Taking Down Fraudulent Webshops

SIDN, van het nl-domain, 340 ma.
webwinks!
‘gebrekkige vertalingen en zonder keurmerk.




Case study #3: registration checker (RegCheck)

 Abuse regularly involves recent registrations

« We developed RegCheck for and with SIDN’s
abuse analysts to quickly inspect such domains

e Results:

* Daily used “production prototype”

« 3 machine learning models based on abuse
reports (phishing, fake webshops, etc.)

 User interface that gives hints about
algorithm’s decisions (explainable ML)

* Follow-up research project with DNS Belgium

(.be registry)

$ Intervention

Publish Dashboard
_—

Annotate

=

RegCheck classifier | New ground truth
Retrain

Ingest

New registration
example.nl

Show 25 ¢ entries O Select All

Registered
Domain name Score Registrar on ¥ Name

verylegit-payments.nl 0.41 2022-08-17 John Doe

get-bitcoins-free.nl 0.66 2022-08-17 Jane Doe

E-mail Label

jj.doe@example.com Unlabeled

mrs.doe@example.com  Unlabeled

S w LABS



Case study #4: anycast testbed

 Send traffic any of a set of the same nodes at
different locations => increase availability

« SIDN Labs’ anycast testbed
* 30 sites across the globe
* Dynamically add/remove nodes
» Catchment heatmaps
« any.time.nl and other experimental services

* http://dnstest.nl/anycast2020/

* Blueprint for .nl’s production anycast
infrastructure, measurements with academia




Case study #5: large-scale DNS measurements

» Help operators to make empirically-grounded
DNS engineering choices (RFC9199)

« We carried out 6 studies with University of Twente
and University of Southern California

 Results:
» Reengineering of SIDN’s DNS infra
« Recommendations for Dutch government’s DNS
 Anteater tool for DNS operators

* 6 peer-reviewed papers, RFC9199, blogs

Independent Submission G. Moura
Request for Comments: 9199 SIDN Labs/TU Delft
Category: Informational W. Hardaker
ISSN: 2070-1721 J. Heidemann
USC/Information Sciences Institute

M. Davids

SIDN Labs

March 2022

Considerations for Large Authoritative DNS Server Operators
Abstract

Recent research work has explored the deployment characteristics and
configuration of the Domain Name System (DNS). This document
summarizes the conclusions from these research efforts and offers
specific, tangible considerations or advice to authoritative DNS
server operators. Authoritative server operators may wish to follow
these considerations to improve their DNS services.

It is possible that the results presented in this document could be
applicable in a wider context than just the DNS protocol, as some of
the results may generically apply to any stateless/short-duration
anycasted service.

This document is not an IETF consensus document: it is published for
informational purposes.

Status of This Memo

This document is not an Internet Standards Track specification; it is
published for informational purposes.

This is a contribution to the RFC Series




Case study #6: TimeNL

 Accurate time is crucial for many security
applications (e.g., DNSSEC, OTTP)

* Public NTP services often poorly documented
(e.g., used time sources, support levels)

« We set up TimeNL, our transparent and well-
managed public NTP service

 Results: time.nl, nts.time.nl, ntp.time.nl
(located in Arnhem, NL), any.time.nl (anycast)

ublic internet (NTP Pool service! )]

 More NTP traffic than DNS traffic for .nl © S )y fLABS




Vision: assured time for the EU through TimeNET @

TimeNET
Multi-operator PTP
Backbone

e
EEEEEEER

T:la"aSPl Client
(e.gf, an ISP)

V4 ¢ ATS: Assured Time Source (Time
. Source with a holdover clock)
———————————— 7 ¢ TaaSP: Time as a Service Provider

\\\\\\\\\ *  PTP backbone: multi-operator L2
~~~~~~~~~~~~~~~~~~~ network, available at PoPs such as
"""""""""""""""" data centers and IXPs
*  GB = the TimeNET Governance

B mine d Board, members are ATS operators,
. = PTP PoP = L2 network == - PTP timing data backbone operators, and TaaSPs



Anti-DDoS-Codlitie
No More DDoS

Case study #7: DDoS Clearing House

supplementary services

* Increase level DDoS proactiveness for (critical)
service providers

{IP Address Analyzer} [ DDosS Visualizer }

{ MISP Exporter }{DDOSTOM Analyzer}

W e T Y,
\ core components o,:é;s [ 4
« Joint work with: SURF, UT, Telecom Italia, Uni s S DDoSDB N

Zirich, Siemens, FORTH, NL-ADC

\_} H mitigation mitigation
- rules device

* Results: I

.
P
o

o
-
o
S

IS
&
3

4] Incident report Attack traffic 5

» Transition to production at NBIP (in progress) e S
 Testbed, also to be used as a “cyber range” %@%@ e tu

Incident reporter DDoS-DB Dissector

 Technical pilots in the Netherlands and Italy

Incident Clearing House Misp DDoS Clearing House

* DDOS Clearing house COOkbOOk eCONCORDIAThreatIntelligencePlatform

l‘ LABS
This work was funded by the European Union’s Horizon 2020 Research and Innovation program S m’

under Grant Agreement No 830927. Project website: https://www.concordia-h2020.eu/



https://www.concordia-h2020.eu/

Vision on the Internet
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Vision: the responsible Internet

« Transparency: logical, cryptographically
verifiable “map” of data paths and the macro-

Relying parties
level structure of the Internet

High-level
descriptions

» Controllability: route data paths “around” Transparency ﬁ;' <"
. # an W‘éi Data path or
untrusted networks or modify networks to « n

network
. oy measurements
increase resilience / 2

 In addition to existing Internet properties, such 4 l ; i <
as open, generic, distributed and decentralized Network

measurements

Resilience
management

1)

" Internet

Data paths
* Hypothesis: benefits individuals, critical infra,

network operators, public policy makers

S w LABS
References: [6] (concept) and [7] [8] [9] [10] (potential benefits)



Path Visualizer (PathVis)

« The Internet’s routing system is a black box

 PathVis enables ordinary users to get a feel for
how their traffic traverses the Internet

« Shows the entire path to endpoints for
connections that a host establishes

- Dynamically generates alerts on path changes

« Open source later this month

)
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Experiments with SCION

* SCION aims to improve security of inter-
domain routing and isolation of compromise

» Our goal: assess to what extent SCION
concepts can improve Internet security

» Results

« Implementation of SCION data plane
protocol in P4, feedback to ETH Zurich ¢ —

Client constructs end-to-end
path using segments 1, 2, 3
(interacts with path servers)

« Taught students about SCION and other types
of architectures (University of Twente)

« Connection to SCIONIlab

s w LABS



CATRIN project: a small-scale responsible Internet

« www.catrin.nl: 1.9M Euros from NWO, 7 Ph.D.
students, 11 partners from NL, 8 international

RIPE NCC

RIPE Atlas
 Developing value-added service designs for

Open gLl 4"
network operators and enabling them to enhance

the pUbliC Internet BGP Internet
_— | AN V| s
« Validation with organizations and individuals SCION ntemet

(e.g., via browser extensions) References: [11]

@ Sw LABS

NYVO)

 Design and prototyping of network descriptions,
protocol extensions, evaluation via test networks

|
-

This research received funding from the Dutch Research Council
(NWO) as part of the CATRIN project



What do we need in the Netherlands and Europe?

Scope 1: energy

« A strong technical Internet community with a 2STIC
clear vision on the Internet that combines : tc;ﬁtriaut}tqn,lo-ﬂfsul)n;ly]
. . e A critical inira) |12
research, policy and operations Federations
of ASes \
« An open data platform for ongoing Internet \ i @

. o o [¢)

measurement, with sustainable funding and 2\% \%
. . . Scope 3: =2\%E | =
opportunity for experimentation browsing, 5)z E’f
streaming /)& |

3

~

« An open nationwide test network t.o develop, Scope 2: air
evaluate and translate technology into services traffic control,
. . . il transactions
and sustainable funding for it retal ©
5 (type B critical The responsible
infra) [12] internet?
* ICT curricula with more attention to topics such E&
S w LABS

as social values and digital autonomy



Lessons learned
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A few lessons learned about technology transfer

* Define problems and validate preliminary results with (external) users/domain experts

* Set up long-term relationships with academia and research labs (e.g., by seconding staff)
» Combine scientists, engineers, and operators (in one team/under one roof if possible)

* Set up a dedicated (joint) research network, such as for measurements, prototypes, pilots
» Make results generic and public, apply them yourself (“eat your own dogfood™)

 Keep in mind that peer-reviewed publications are a means, not a goal

S w LABS



Volg ons

€) SIDN.nl

) @sIDN Q&A and discussion

m SIDN www.sidnlabs.nl | stats.sidnlabs.nl
Director of SIDN Labs Sw LABS
cristian.hesselman@sidn.nl | +31 6 25 07 87 33 | @hesselma
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