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Where are we now?
date time lecture lecturer

April 28 3+4
6+7

Introduction
Exercises 1/5

Mattijs

May 3 1+2
3+4

Applications and Multimedia
Exercises 2/5 + Lab 1/4 

Mattijs

May 12 3+4
6+7

Naming and Addressing
Exercises 3/5 + Lab 2/4 

Mattijs

May 19 3+4
6+7

Multiple Access and Wireless Networks
Exercises 4/5 + Lab 3/4 

Mattijs

June 2 3+4
6+7

Internet of Things (IoT)
Exercises 5/5 + Lab 4/4

Elmer

June 9 3+4
6+7

Security and Privacy
Lab wrap-up (report dd. June 9 at 23:59)

Ramin

June 16 Exam

July 7 Resit



Securing 
the  
IoT

Elmer Lastdrager     2 June 2022





• Objective: increase society’s confidence in the 
Internet

• Provide secure and fault-tolerant registry services 
for .nl
• Anycasted DNS services with DNSSEC support
• Registration and domain protection services

• Increase the value of the Internet in the Netherlands 
and elsewhere
• Enable safe and novel uses (SIDN Fonds, IRMA)
• Increase infrastructure security and 

trustworthiness (SIDN Labs)

• Not-for-profit private organization with a public role 
based in Arnhem

.nl = the Netherlands 
17M inhabitants

6.2M domain names

3.4M DNSSEC-signed

2.5B DNS queries/day

8.6B NTP queries/day

Stichting Internet Domeinregistratie 
Nederland (SIDN)



Heterogeneous and fault-tolerant 
DNS infrastructure 



• Technical experts, divers 
in seniority and 
nationality

• Help SIDN teams, write 
open-source software, 
analyze large amounts of 
data, conduct 
experiments, write 
articles, collaborate with 
universities

• M.Sc students help us 
advance specific areas

SIDN Labs



Most people

Us

Services

Transmission





















What does i.Con do with its data? Can I 
use it anonymously?

“Absolutely! All data will be kept anonymous 
but users will have the option to share their 
recent data with friends, or, indeed the world. 
You will be able to anonymously access stats 
that you can compare with i.Con users 
worldwide.”













Why?



Mirai vs

1.2 Tbps

From ‘only’ 100.000 devices






































Demo



Security and Privacy for  
In-home Networks (SPIN)

























Elmer Lastdrager 
Research Engineer

elmer.lastdrager@sidn.nl

@elmerlastdrager


Q&A
https://spin.sidnlabs.nl  

https://github.com/sidn/spin


