Internet Technology



Where are we now?

May 3 1+2 Applications and Multimedia Mattijs
3+4 Exercises 2/5 + Lab 1/4

May 19 3+4 Multiple Access and Wireless Networks Mattijs
6+7 Exercises 4/5 + Lab 3/4

June 9 3+4 Security and Privacy Ramin
6+7 Lab wrap-up (report dd. June 9 at 23:59)

July 7 Resit

2022-06-02 IntTech HC6



loT
»

O)
3
= 0
)
O =
O
N

2 June 2022

Elmer Lastdrager






Stichting Internet Domeinregistratie
Nederland (SIDN)

e Objective: increase society’s confidence in the
Internet

e Provide secure and fault-tolerant registry services
for .nl
e Anycasted DNS services with DNSSEC support
e Registration and domain protection services

.nl = the Netherlands
17M inhabitants
6.2M domain names

e Increase the value of the Internet in the Netherlands 3-4M DNSSEC-signed
2.5B DNS queries/day

and elsewhere 8.6B NTP queries/day
e Enable safe and novel uses (SIDN Fonds, IRMA)

e Increase infrastructure security and
trustworthiness (SIDN Labs)

e Not-for-profit private organization with a public role
based in Arnhem




Heterogeneous and fault-tolerant
DNS infrastructure
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SIDN Labs

e Technical experts, divers
in seniority and
nationality

R . e Help SIDN teams, write
open-source software,
analyze large amounts of
data, conduct
experiments, write
articles, collaborate with

universities
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—— e M.Sc students help us
e advance specific areas
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Most people Services

Us

Transmission
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Hair Health
YOUR HAIR IS FRAGILE
DAMAGLE BREAKAGE
TANGLING DRYNESS









Como Huggies TweetPee funciona

Design ergonémice







Welcome tg U by Moen

Demo the Controller and learn how easy It s to precisey
control temperature, select shower outiets, and save

your perrfect shower as a preset for laler.

Demo the Smartphone App 10 se¢ how the same ¢asy
controls are avallable in the palm of your hand, along
~ith up 10 10 additional presets
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: . Bring the flavor
SMALT with voice g
SMALT dispenses salt with

Connect SMALT with a shake/pinch of your
Amazon Echo and simply smartphone screen or
say “Alexa, dispense half a simply turning the dial

teaspoon of salt”, manually.




at does i.Con do with its data? Can |

Il be kept anonymous
e option to share their
ds, or, indeed the world.
onymously access stats
> with i.Con users
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~ YOU GET CONNECTED!™
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ANII YOU Bﬂ CIINNEOT Ell!‘

'EVERYTHING GETS ennutcnm




Thé internet of insecure things: Thousands of
internet-connected devices are a security
disaster in the making

" mu‘{i'}‘:;':;.’si-v;r}l.




The “S"™ in IoT
stands for

SECURITY







Miraivs (| Dyn

1.2 Tbps
From ‘only’ 100.000 devices






This guy's light bulb performed a DoS attack on his
entire smart house
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alf'S TECHNICA 4

Bf.iéke'rBot, the permanent denial-
of-service botnet, is back with a
vengeance

New botnet squadrons wage fiercer, more intense attacks on unsecured IoT devices.

DAN GOOOIN - 424020017, 1043 P
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= COMPUTERWORLD

About »
e SECUR'TY .S SEXY Mot securty news i about rmecunty, hackrg
) By Dawre S1orm, Computerworkd and cySer threatts, borderng on scary . But when
SECLIMY I SoNe NgNE 115 2 DaauS AL thing . evy

even Secunty 15 seay

Hacker hijacks wireless Foscam baby monitor, talks
and freaks out nanny

MORE LIKE THIS

Hacker Stries againe Creep hijacks baby
OO 80 scream a8 infant and.

4 more wiredess bady monitor
hacked Hackers remotely
spied on Dabies and

Eere muusic coming from
wirtiessDabw canx st a
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PROPOSED STANDARD
Errata Exist

Internet Engineering Task Force (IETF) E. Lear
Request for Comments: 8520 Cisco Systens
Category: Standards Track R. Drons
ISSN: 2070-1721 Google
D. Romascanu

March 2019

Manufacturer Usage Description Specification
Abstract

This nemo specifies a component-based architecture for Manufacturer
Usage Descriptions (MUDs). The goal of MUD is to provide a means for
end devices to signal to the network what sort of access and netwvork
functionality they require to properly function. The initial focus
is on access control. Later work can delve into other aspects.

This neno specifies two YANG modules, IPv4 and IPvé DICP options, a
Link Layer Discovery Protocol (LLDP) TLV, a URL, an X.509 certificate
extension, and a means to sign and verify the descriptions.

Status of This Memo
This is an Internet Standards Track doecument.

This document is a product ©of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
received public review and has been approved for publication by the
Internet Engineering Steering Group (IESG). Further information on
Internet Standards is available in Secticon 2 of RFC 784).
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CAUTION

KEEP OUT
QUARANTINE




Demo

" AND THEN YOUD

(1F IT HAD A USER |
INTERFACE YOU
WOULD SEE SOME-
THING HERE. ..

HERE . . . AND SOME -

THE TECHNOLOGY DEMO

BE SAYING, I
GOTTA GET Mt

SOME OF THAT.'J
o \

Sprdmate e
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QUESTIONS?
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Security and Privacy for
In-home Networks (S
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@ URoC<VCn STWWARELY 1A COrmMeesso

smuos SPIN Trafflc monlitor prototype
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The Internet of ransomware things...

MACKER 400
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Q&A

spin.sidnlabs.nl
github.com/sidn/spin

Elmer Lastdrager
Research Engineer
elmer.lastdrager@sidn.nl

@elmerlastdrager S@? LS



