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Operator of the .nl TLD

» Stichting Internet Domeinregistratie Nederland (SIDN)

e Critical infrastructure services
» Lookup IP address of a domain name (almost every interaction)
 Registration of all .nl domain names

« Manage fault-tolerant and distributed infrastructure

e Increase the value of the Internet in the Netherlands and elsewhere
* Enable safe and novel use of the Internet

» Improve the security and resilience of the Internet itself

.nl = the Netherlands

17M inhabitants
5.8M domain names
3.1M DNSSEC-signed
1.3B DNS queries/day

SIDNfonds
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SIDN Labs = research team

« Goal: advance operational security and
resilience of end-to-end Internet comms
through world-class measurement-based
research and technology development

« Challenges: DNS resilience and security,
domain name abuse mitigation, IoT
security, collaborative security, Internet
evolution, AAA infrastructures (new)

 Daily work: help operational teams, write
open source software, analyze vast
amounts of data, run experiments, write
academic papers, work with universities S @5’ LABS



Doel van vandaag

* Discussiéren over redenen om de kern van het internet aan te passen (of juist niet)
 Leerdoelen:

» Werking van het internet opfrissen (voor wie het nodig heeft)

» Gevoel geven voor wat er gebeurt aan nieuwe soorten netwerken-van-netwerken

» Helpen gedachten aan te scherpen over waarom naar een nieuw netwerk of niet

« Aanpak: uitleg concepten (+ 25 min), discussie (+ 15 min)
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Waarom nu?

« Mogelijk momentum en meerwaarde voor nieuwe netwerkinfrastructuren
* Nu nog experimenteel ("lab stage”), maar kunnen wellicht naar echte deployment

* Bijv. gedreven door programmeerbare netwerken, securityeisen, centralisatie

 Nieuw project: NL aansluiten op nieuwe inter-netwerken, net als in de jaren 80/90
 Focus op security en resilience, want maatschappelijk relevant en past bij SIDN
 Focus op initiatieven met testbed en actieve community (bijv. NDN, SCION)
 Focus op inter-domain (/inter-netwerk/inter-AS) aspecten

» Lange-termijn onderzoek met hands-on en experimentele aanpak
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How the Internet works
(in 5 slides)
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Domain names

www,example.nl
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example.nl ’ . otherdomain.nl

www.example.nl . . ftp.example.nl
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DNS example
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BGP announcement
Internal BGP announcement
Data flow

—_— Peering (configured)
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Routing and forwarding

12.13.14.0/24

is at AS5 Network ID = 12.13.14.0/24

connect to
12.13.14.15
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Under the hood: protocols and services

MOSt people N ETELLX facebook SeI'ViceS
_ [HTTP] [DHCP)
*;

DHCP

Internet core
protocols

Many of you
guys and us

El DOCSs|
| Fiber Transmission
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Rate of change
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New inter-network

Slow!
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Examples:

SCION

RINA

NDN

ManyNets

XIA

MobilityFirst

Nebula

Service-centric networking
FII

A quick overview of emerging

inter-domain networking systems

)
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TCP/IP’s design

The ARPANET in December 1969

Birthplace of the Internet ‘

UCLA, Sep 2017 . . e
¢ ep Design decisions N
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TCP/IP lessons learned

 Thin waist enabled worldwide deployment
 Simple network layer (IP+BGP), weak demands on underlying networks

» Stateless, unreliable, unordered, best-effort delivery

* Issues investigated include:
* Designed for point-to-point applications (“conversations”), not for multipoint (dissemination)
* Security is an add-on, not an integral part of the core protocols -> DDoS, route hijacks, etc.
 Does not support mobility (movement between networks)
» No support for quality guarantees (e.g., latency guarantees for autonomous vehicles)
 Local incidents may have global effects (e.g., a CA compromise)

» No path control and verification for applications that need it
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Types of changes proposed

Type 2: frameworks Type 3: comms concepts
Type 1: functional New generic structures for Network provides other
Put functions not in TCP/IP protocol stacks and/or comms abstraction than
in the (TCP/IP) network (protocol) interfaces TCP/IP’s host-based model
Services Services Services
1 Move T Comms :
5 i 5 : concept
Add functions E E i p
functions :
eantg Inter-network [ Inter-network [ Inter-network |
SCION RINA (layers) Data-centric
RINA XIA (addresses) Service-centric
MobilityFirst FII (interfaces) XIA, FII (future concepts)
XIA ManyNets
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SCION

» Goal: increase control over and transparency, security, and availability of end-to-end
communications for “high-end” applications (e.g., energy, finance, airports, medical)

» Isolation domain (ISD) = group of networks (autonomous systems)
* Set of CAs per ISD to supports heterogeneous trust (no single trust root)

» Isolates failures (e.g., effects of CA compromises) and control plane message flooding

 Key functions
 Application and operator-controlled AS-level routing with path verification
* Global certificate verifiability using chaining of ISD-specific CAs + trust agility
« Name resolution by mapping domain names to <ISD_ID, AS_ID, (local IP address)>

S m LABS

https://www.scion-architecture.net/



= beaconing (regularly)
= domain name lookup

SCION routing and forwarding

AW NHO

= send data

AS path (S-P-M-...

packet headers +
message auth code
validation

ISD core (trust
anchor of ISD)

Beacons flood the
ISD from core to
non-core AS-es

-~ -
-
-
- - \
-~
- \
-

Beaconing to
discover paths, S
selects its valid

= get up/core/down segments from local path server
= select up/core/down path

in data
- 8 bit
for path

AS paths to core

7 3
/l Name: www.e

Client constructs end-to-end
path using segments a, b, ¢

(interacts with path servers)

i B P
DstISD DstAS | srersp | SreAS

DstHostAddr
(IPv6)

SrcHostAddr (IPv4) | Padding

xample.net

Address: <ISD_ID, AS_1ID, (loc_addr)>
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SCION deployment

» Open source software
« Active testbed (36 nodes)
* Papers, tutorials, related IRTF WG

» ~75FTE for about 7 years (2009-2016)

 IP-over-SCION, SCION-to-IP gateway,
SCION islands through IP tunnels, etc.

S m LABS

http://www.scion-architecture.net/status/



Named Data Networking (NDN)

 Goal: better support for content
dissemination (multi-point comms)

» Approach:

 Content is authentic if it has been signed
by the source (e.g., a newspaper)

 Content can reside anywhere (incl. in the
network) -> new distribution models

* Need content? Just name it and the
network will get it for you from wherever

* So, named data instead of named hosts

http://named-data.net/

Interest packet Data packet

$ Content Name é $ Content Name $
Selector Signature
(order preference, publisher filter, scope, ... (digest algorithm, witness, ...)

Nonce | $ Signed Info

(publisher ID, key locator, stale time, ...

Data

get(/livingroom/thermostat/status)
get(/com/youtube/starwars/trailer)
get(/acm/sigcommi17/video/monday/_f45/_s23)

applications and
application protocols,

link layer
cluding IP/TCP/UDP

link layer

transmission transmission
media media

Data is the Thin Waist
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NDN routing and forwarding i R

F

NDN Forwarding Deamon:

» FIB: where to forward Interests
(upstream via >=1 interfaces)

* PIT: where to return Data packets
(downstream via >=1 interfaces)

* CS: cache Data packets J—

data producer

Icom/youtube/sw7trailer

data consumer
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NDN deployment

» Open source software
* Active testbed (46 nodes, 128 links)

* Papers, workshops, IRTF WG (ICN)

e NSF co-funded ($13.5M in 2010-2016)

 [P-over-NDN support

S ‘? LABS
http://ndnmap.arl.wustl.edu/

https://datatracker.ietf.org/rg/icnrg/about/



ManyNets

 Objective: de-ossify the Internet and turn it
into a “ManyNet”

Populatlng:"g

. Configuration: ﬁ .
« TCP/IP + other types of internets, all P4 Program Installing and |
i . . é querying rules;  Clagsic
sharing the same hardware (virtualization) z —
Compiler . Openflow

* For instance for specific “verticals” such as
autonomous cars, medical, financial

Target Switch

* Status: programmable switches hitting the
market, deployment far away though

S @ LABS



Discussie: naar een nieuwe soort
inter-network? Of juist niet?
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Volg ons

€l) SIDN.nl
) @sipN Dankjewel!
m SIDN www.sidnlabs.nl | stats.sidnlabs.nl

Cristian Hesselman | Head of SIDN Labs
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