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Na banken nu ook
Belastingdienst en DigiD
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DigiD Je eigen

Handige links
® Wachtwoord vergeten?
® Nieuw mobiel nummer opgeven?
® Herstelcode ontvangen?
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® Veranderingen in nieuwe versie Dig0.
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websites van de overheid en van organisaties die
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De golf van DDoS-aanvallen op Nederlandse instellingen houdt aan. Vandaag is
de Belastingdienst tweemaal getroffen, en sinds 15.45 uur heeft ook DigiD last
van een DDoS-aanval waardoor de site slecht bereikbaar is.

Volgens een woordvoerder van DigiD "gebeurt een aanval wel vaker, maar dit is

wel zwaar". Er wordt hard gewerkt aan een oplossing. Hoelang dat nog gaat
duren, kan de woordvoerder niet zeggen.
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DDoS clearing house concept
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Cooperative DDoS mitigation -
existing idea, but no deployment
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Zoom in: fingerprint generation
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Collecting and Sharing the most important
information of DDoS attacks
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Anchor point: Dutch anti-DDoS coalition

Objective: further improve the resilience of Dutch critical services by
sharing expertise, experiences, and operational data on DDoS attacks

% ISPs
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IXPs
Banks
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Gov’t agencies
University of Twente

Working groups: Dutch Continuity Board

e (Clearing house

* Emergency exercises
e Outreach

e Ground rules and incident response
* Sustainable collaboration

NoMoreDDoS

NBIP-NaWas



DDoS clearing house for Europe: CONCORDIA®

* Objective: pilot a DDoS
Clearing House with European
industry for Europe to
proactively and collaboratively
protect European critical
infrastructure against DDoS
attacks

Key challenge: increase to
TRL 5-7 and grow

* Key outputs: pilotsin NL >> IT, deployment

DDoS clearing house cookbook

* Build on existing components

CONCERDIA

Cyber security cOmpeteNCe fOr Research anD InnovAtion
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Status Dutch DDoS clearing house

Experimental setup (ddosdb.nl) pilot NL

Draft data sharing agreement for pilot phase 1
Draft organizational structure

Draft overall architecture

System requirements (funded by NBIP, SURF, NCSC-NL, Dutch
Payment Association)

Extensive dissemination (e.g., One Conference, Open Door Event)



Lessons learned so far

Much more than a technical challenge

Need for a DDoS clearing house widely acknowledged

Value of clearing house community goes beyond fingerprints
Clearing house needs to be anchored in an “anti-DDoS coalition”
Organization required working groups with clear charters

Start with a small trusted group, then grow (trust scaling)

Keep initial data sharing agreement crisp, simple, and scalable

Working across disciplines early on is even more important



Next steps

NL pilot: sign data sharing agreement, start sharing in non-
production setting, improve software, blog on lessons learned

Examples of future work:
— DDoS fingerprint parsers to convert fingerprints to rule suggestions and
share them with clearing house users
— Apply rules to different mitigation boxes in the network with different
levels of specificity to mitigate DDoS attacks
— Evaluate effectiveness of the suggested rules using attack traffic (rule set
mitigates p% of attack, depending on network box)

Set up an instance of the clearing house specifically for
experiments in CONCORDIA (ddosdb.eu)
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