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DDoS Examples
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Mirai botnet: Dyn, OVH
(hosting provider), Krebs
On Security (website),

Deutsche Telecom (ISP)

De goif van DDoS-aanvallen op Nederlandse instellingen houdt aan. Vandaag is
de Belastingdienst tweemaal getroffen, en sinds 15.45 uur heeft ook DigiD last
van een DDoS-aanval waardoor de site slecht bereikbaar is.

Volgens een woordvoerder van DigiD "gebeurt een aanval wel vaker, maar dit is
wel zwaar". Er wordt hard gewerkt aan een oplossing. Hoelang dat nog gaat
duren, kan de woordvoerder niet zeggen.

January 2018
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DDoS Clearing House Concept

* Continuous and automatic sharing
of “DDoS fingerprints” buys
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DDoS Protection
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T3.2 Objectives

* Pilot a DDoS Clearing House with
European industry for Europe to
proactively and collaboratively
protect European critical
infrastructure against DDoS attacks

Key challenge: increase to
TRL 5-7 and grow
deployment

* Key outputs: pilots in NL >> IT, DDoS
clearing house cookbook

* Build on existing components
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Starting Point: Pilot in the Netherlands
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Y1 Accomplishments

* Experimental setup (ddosdb.nl) pilot NL

 Draft data sharing agreement for pilot phase 1
* Draft organizational structure

 Draft overall architecture
 System requirements (funded by NBIP, SURF, NCSC-NL)
* Extensive dissemination (e.g., One Conference, Open Door Event)
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Y1 Lessons Learned

* Key lesson learned: much more than a technical challenge

* Need for a DDoS clearing house widely acknowledged

 Clearing house needs to be anchored in an “anti-DDoS coalition”

* Value of clearing house community goes beyond sharing fingerprints
* An anti-DDoS coalition needs a legal working group

e Start small, then grow (personal trust is crucial in early stages)

* Keep initial data sharing agreement crisp, simple, and scalable

* Early collaboration with legal experts and ops teams is a must

* CONCORDIA partners play a challenging bridging role
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* NL pilot: blog on lessons learned, sign data sharing agreement, start
sharing in non-production environment, improve software

e Set up an instance of the clearing house at specifically for T3.2
(ddosdb.eu), run experiments, translate the data sharing agreement
from Dutch to English

e Further reinforce collaboration within Task 3.2 as well as with other
related tasks in CONCORDIA (Tasks 1.1., 1.2, 3.1, 3.3, and 3.5)
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Demo: Clearing House Prototype

Collecting and Sharing the most important
information of DDoS attacks
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Contact

Research Institute CODE
Carl-Wery-StralRe 22
81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

&

www.concordia-h2020.eu

o

www.twitter.com/concordiah2020

f/

www.facebook.com/concordia.eu

mTM

www.linkedin.com/in/concordia-h2020
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Backup Slides
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Input: Network Traffic

» Captured traffic (.pcap) includes attack traffic as well as legitimate traffic
containing private info about the target network

network_traffi

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN @@ RE QL >V i< ENCRGR::

(R]Apply a display filter ... <Ctrl-/> =3 -] Expression... +

Destination Protocol Length Info
Oxa35a A

20. 172.31. DNS 103 Standard query Oxdfcc AAAA ip-172-31-28-132.
{ 30. 172.31. DNS 119 Standard query response ©xa35a A ip-172-31-28
4 0.000339 172.31. DNS 164 Standard query response Oxdfcc AAAA ip-172-31
5 0.008700 172.31. DNS 103 Standard query 0xe5e® A ip-172-31-28-132.us-We
6 0.008722 172.31. DNS 103 Standard query ©x7ccd AAAA ip-172-31-28-132.u
7 0.008941 172.31.0.2 alff ol DNS 164 Standard query response 0x7ccd AAAA ip-172-31
8 0.008956 172.31.0.2 172.31. DNS 119 Standard query response ©xe5e@ A ip-172-31-28
91.018197 172.31.28.132 172.31.8.2 DNS 103 Standard query 0x28al A ip-172-31-28-132.us-w
10 1.018222 172.31.28.132 172.31.0.2 DNS 103 Standard query 0x0b5c AAAA ip-172-31-28-132.u

“« >
» Frame 1: 103 bytes on wire (824 bits), 103 bytes captured (824 bits)

» Ethernet II, Src: 06:9a:6c:66:90:33 (06:9a:6c:66:90:33), Dst: 06:90:f4:0e:e0:ff (06:90:f4:0e:e0:ff)

» Internet Protocol Version 4, Src: 172.31.28.132, Dst: 172.31.0.2

» User Datagram Protocol, Src Port: 55487, Dst Port: 53

» Domain Name System (query)

06 90 f4 0e ed@ ff 06 9a 6¢c 66 90 33 08 00 45 00 1f-3--E
10 00 59 c7 a4 40 00 40 11 fe 2a ac 1f 1c 84 ac 1f Y @@ -*
2 00 02 d8 bf 0@ 35 00 45 75 1b a3 5a 01 00 00 01 S-Eu--Z
00 00 60 00 00 60 10 69 70 2d 31 37 32 2d 33 31 i p-172-31

2d 32 38 2d 31 33 32 09 75 73 2d 77 65 73 74 2d -28-132- us-west-
32 07 63 6f 6d 70 75 74 65 08 69 6e 74 65 72 6e 2. comput e-intern
61 6c 00 00 01 00 01 al

O 7 network_traffic.pcap Packets: 33946 - Displayed: 33946 (100.0%)  Profile: Default
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DDoS Dissector

* ddos_disector library filters, anonymizes and summarizes the input traffic and
provides a fingerprint (.json) and anonymized attack only trace (.pcap) as outputs

(©) EESEEIp - 2

& C & github.com/ddos-clearing-house r @

o Why GitHub? Enterprise Explore Marketplace Pricing Signin ‘ Sign up ‘

DDoS Clearing House

] Repositories 6 Packages People Projects

N Dismiss
Grow your team on GitHub
GitHub is home to over 40 million developers working together. Join them to grow your own
teams, manage i 1s, and on projects.
Type: All » Language: All v

ddos_dissector Top languages

DDosS Dissector repository -- for the development of a tool responsible for (1) Shell @ Python @ TeX

dissecting a network traffic (pcap, pcapng, netflow v5, v9, IPFIX, and sflow), (2)

identifying and generating DDoS attack fingerprints (.json file with a summary of

the network characteristics of an attack vector) for each found attack vector, and

People >

(3) filtering and an
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DDoS Dissector

* ddos_disector library filters, anonymizes and summarizes the input traffic and
provides a fingerprint (.json) and anonymized attack only trace (.pcap) as outputs

user@host: ~

File Edit View Search Terminal Help

user@host:~$ python3 ddos_dissector/src/ddos_dissector_cli.py --input network_traffic.pcap
input file: /tmp/tmpgnild9go

output file: output/7f1b6c1816803c714cf58af762e57816.pcap

28495 packets (40580268 bytes) written

DDoS dissector completed task! Please check: output/7f1b6c1816803c714cf58af762e57816.1log

user@host:~$
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Output: Attack Trace

* Anonymized and filtered attack only trace (.pcap)

7F1b6c

803c714cF58af762e57816.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @NREGQAC >V IESS @ e @ E

[m]Apply a display filter ... <Ctrl-/> =3 ~| Expression +
No. Time Source Restination Protocol Length Info =
.000000 .0.0.1 4030 Standard query response Oxfé6fa fkfkfkfz.
2 0.000039 216.118.109.24 .6.68.1 DNS 4030 Standard query response Oxféfa ANY fkfkfkfz.gu
3 0.002066 216.118.109.24 .6.68.1 DNS 4030 Standard query response 0xféfa ANY fkfkfkfz.gu
4 0.002517 216.118.109.24 Gh)oal DNS 4030 Standard query response 0xféfa ANY fkfkfkfz.gu
5 0.003383 216.118.109.24 Goal DNS 4030 Standard query response 0xféfa ANY fkfkfkfz.gu
6 0.003857 216.118.109.24 .0.0.1 DNS 4030 Standard query response 0xfé6fa ANY fkfkfkfz.gu
7 0.004892 216.118.109.24 .0.6.1 DNS 4030 Standard query response Oxf6fa ANY fkfkfkfz.gu
8 0.005144 216.118.109.24 .0.6.1 DNS 4030 Standard query response Oxf6fa ANY fkfkfkfz.gu
9 0.007648 216.118.109.24 .0.0.1 DNS 4030 Standard query response Oxf6fa ANY fkfkfkfz.gu
10 0.009154 216.118.109.24 .0.0.1 DNS 4030 Standard query response Oxf6fa ANY fkfkfkfz.gu =
4 »
» Frame 1: 4030 bytes on wire (32240 bits), 1500 bytes captured (12000 bits)
» Ethernet II, Src: 06:90:f4:0e:e0:ff (06:90:f4:0e:e0:ff), Dst: 06:9a:6c:66:90:33 (06:9a:6c:66:90:33)
» Internet Protocol Version 4, Src: 216.118.109.24, Dst: 127.0.0.1
» User Datagram Protocol, Src Port: 53, Dst Port: 61548
» Domain Name System (response)
[Packet size limited during capture: DNS truncated]
06 9a 6c 66 90 33 06 90 f4 Oe ed ff 08 00 45 00 1f-3 E e
9016 of be 6e ed 00 00 6c 11 ©Ob cd d8 76 6d 18 7f 00 n 1 vm
00 01 00 35 fO 6¢c Of 9c b3 d4 f6 fa 83 80 00 01 5-1
00 f5 00 00 00 01 08 66 6b 66 6b 66 6b 66 7a 04 f kfkfkfz
67 75 72 75 00 00 ff 00 01 cO Oc 00 01 00 01 00 guru
950 01 29 d3 00 04 cc 2e 2b cl1 cO® 6c 00 01 00 01 00 ) o+
01 29 d3 00 04 cc 2e 2b c2 cO Oc 00 01 00 01 0O ) o+
i 01 29 d3 00 04 cc 2e 2b c3 cO O¢c 00 01 00 01 0O ) o+
01 29 d3 00 04 cc 2e 2b c4 cO Oc 00 01 00 01 0O ) .+
01 29 d3 00 04 cc 2e 2b c5 cO O¢c 00 01 00 01 0O ) o+
01 29 d3 00 04 cc 2e 2b c6 cO Oc 00 01 00 01 0O ) o+
01 29 d3 00 04 cc 2e 2b c7 cO O¢c 00 01 00 01 0O ) o+
© 7 7F1b6c1816803c714cf58af762e57816.pcap Packets: 28495 - Displayed: 28495 (100.0%)  Profile: Default
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Output: DDoS Fingerprint

 Attack fingerprint (.json)

4» 7f1b6c1816803c714cf58af762e57816.json

&(['dns.qgry
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e Qutputs are stored in
DDOSDB database for data
sharing and proactive
mitigation of attacks

DDoSDB

|Il @ DDo!
<

SDE x

o :

C @ ddosdb.org/query?q=7f1b6c1816803c714cf58af762e57816
e

}
{
as: "8871"
ip: "212.15.86.12"
cc: "GB"
}
{
as: 1257
ip: "212.247.9.160"
cc: "SE"
¥
{
as: "3301"
ip: "212.181.80.6"
cc: "SE"
}
]
src_ports: [
53
]
dst_ports: [
61548
3187
27376
21898
23292
39143
43168
40751
37264

start_time: "2014-12-25 20:22:27"
duration sec: 34.77242922782898

ector_key: D6CIB16803Cc/ 14cTo0af762e57816"

Fingerprint - Attack trace Compare
ompare source IPs

Q

*
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Future Work

* Developing DDoS fingerprint parsers to convert fingerprints to rules
and share these rules with stakeholders

* These rules can be applied to different mitigation boxes in the
network with different levels of specificity to mitigate DDoS attacks
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