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Abstract—Distributed denial-of-service (DDoS) attacks con-
tinue to plague the Internet and are a risk to the availability
of critical digital systems that we increasingly depend on in
our daily lives, such as financial services and the Internet
infrastructure. To curb this problem, we propose the novel
concept of an Anti-DDoS Coalition (ADC), which is a group
of network operators that collaboratively increase their DDoS-
readiness by (1) sharing fingerprints of the DDoS attacks they
handle and (2) carrying out DDoS exercises together. The novelty
of an ADC is that it combines the technical systems for both of
these activities with the legal and governance means to deploy
ADCs in practice. This multidisciplinary approach is unlike
previous work on collaborative DDoS mitigation that focused
on technology development (and largely failed).

We make three contributions. First, we develop a multi-
disciplinary blueprint for ADCs, in terms of their activities
(sharing DDoS fingerprints and carrying out DDoS exercises)
and supporting legal agreements and governance mechanisms.
Second, we design two open-source technical systems for ADCs:
a “DDoS Clearing House” for sharing DDoS fingerprints, and a
“DDoS-CH Cyber Range” for carrying out small-scale DDoS
exercises, both of which extend network operators’ existing
scrubbing services and other standard anti-DDoS measures.
Third, we validate the concept of an ADC in practice with the
Netherlands’ national Anti-DDoS Coalition (Dutch ADC), a joint
effort of 22 network operators from industry, government, and
academia that are currently deploying the DDoS-CH and the
Cyber Range in production.

Index Terms—DDoS clearing house, collaborative DDoS miti-
gation, DDoS fingerprints, threat intelligence sharing, anti-DDoS
coalitions.

I. INTRODUCTION

HE digitalization of societal services eases our daily lives
but also introduces new risks and challenges. A common
threat in the modern Internet is a so-called Distributed Denial
of Service (DDoS) attack [1]. In a DDoS attack, malicious ac-
tors send a flood of network traffic toward a victim, disrupting
the legitimate traffic and services running on the target system.
Such disruptions are particularly crucial when the target is
a critical cyber-physical infrastructure, such as energy grids,
water management systems, or smart transport systems, which
increasingly rely on the Internet for their communications.
Network operators can employ various layers of defense
against DDoS attacks, such as DDoS scrubbing services or

IP anycast. They can utilize such mitigation solutions on-
premises or outsource them to a third-party provider. Outsourc-
ing DDoS mitigation is popular because handling large attacks
typically needs abundant resources and infrastructure, as well
as specialized expertise. Hybrid solutions also exist where
the low-profile attacks are dealt with on-premises and the
more powerful ones are handled through a scrubbing service.
Upstream network operators, such as Internet exchange points,
can also deploy DDoS protection for their customers as they
usually have high-capacity resources at their disposal.

Handling DDoS attacks this way has two downsides. First,
network operators tackling DDoS attacks themselves must do
so with their narrow view of the DDoS landscape and their
knowledge of DDoS attacks, which may be difficult to keep
current. Second, the outsourcing of DDoS mitigation has led
to centralization in DDoS protection services, with currently
a handful of large providers, such as Akamai and Cloudflare,
dominating the market. This confines knowledge on DDoS
attacks and detection and mitigation mechanisms to these
companies because they are typically reluctant to share their
knowledge for commercial reasons.

An alternative approach is one where network operators
collaboratively handle DDoS attacks and learn from each
other. In such setups, network operators form (cross-sectoral)
communities in which they share (meta)data [2] and expertise
on DDoS attacks. This allows them to increase the resilience
of their networks because they learn of (new types of) DDoS
attacks and mitigation procedures more quickly from their
peers, which reduces the pressure on their incident response
teams along with operational costs. For example, multiple
Dutch banks and other organizations in the Netherlands were
hit by DDoS attacks with the same characteristics one after
the other within a few days in 2018 [3]. If they had been
able to handle DDoS attacks collaboratively, they would have
been able to share the characteristics of the attack (e.g., what
protocols were being used) and subsequent targets could have
prepared their networks to mitigate the attack more effectively.

While the concept of collaborative DDoS mitigation has
existed for a long time [4], previous work focused solely on
the technical aspects of the problem and have not shown a
significant uptake. A reason behind this lag is that the legal
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and organizational requirements are at least as important as the
technical ones but previous initiatives did not consider them
in unison.

In this paper, we propose the concept of an Anti-DDoS
Coalition (ADC), which does collectively consider these three
different aspects: technological, legal, and organizational.

The contributions of our work are that:

- We develop a blueprint for network operators to collabora-
tively fight DDoS attacks by combining technical, legal, and
governance constructs.

- We design two open-source technical systems for ADCs: the
“DDoS Clearing House”, used to share DDoS intelligence
between network operators, and a “DDoS-CH Cyber Range”
for carrying out small-scale DDoS exercises.

- We validate both in practice in the Dutch ADC, which is an
example of a well-established ADC consisting of 22 network
operators from industry, government, and academia.

The two technical systems complement network operators’
existing DDoS mitigation services and do not replace them,
thus providing an extra layer of security intelligence.

This paper provides an overview of the tools and the
legal and governance structures that are required to move
collaborative DDoS mitigation from the drawing board to
use in practice. We therefore do not discuss each component
(technical, legal, organizational) in depth. The use case we
describe in this paper serves as an example of how an
ADC can be set up with the blueprints we provide. For a
comprehensive account of all (implementation) details, we
refer to the DDoS Clearing House (DDoS-CH) Cookbook [5],
which we developed under the EU’s Horizon-2020 project
CONCORDIA.

The remainder of this paper is structured as follows. In
Section II we explore the related work on collaborative DDoS
mitigation. In Section III we introduce the concept of an ADC
and elaborate on their requirements. In Section IV we outline
the technical systems that we design for ADCs. We discuss the
validation and deployment of our work in Section V. Finally,
we draw conclusions in Section VI.

II. RELATED WORK

A fundamental drawback of the existing collaborative ar-
chitectures is that they only focus on providing a technical
solution. Based on our work, we learned that the legal and
organizational barriers are at least as important. To the best
of our knowledge, we are the first to propose and validate
in practice a solution that combines these three perspectives
for collaboratively mitigating DDoS attacks. We do this by
introducing a technical platform, addressing legal requirements
with template agreements, and implementing the platform in
an operational environment.

In a recent research, Wagner et al. [6] explore the benefits of
detecting and mitigating DDoS attacks based on a coordination
among multiple Internet Exchange Points (IXPs). They intro-
duce a central platform called a DDoS Information Exchange
Point (DXP) to facilitate collaboration between IXPs as DDoS
mitigation entities. Their work is complementary to ours, as
it proposes a method to collaboratively detect and mitigate

DDoS attacks across IXPs and also proposes a governance
framework, though they do not validate it in practice.

The Internet Engineering Task Force (IETF) has developed
DDoS Open Threat Signaling (DOTS) [7] architecture, which
is a standardization effort to cope with the heterogeneity of
the Internet infrastructure. DOTS aims at real-time signaling
of DDoS-related telemetry data among various applications,
devices, and entities involved in the detection and mitigation
of a DDoS attack. At a high level, DOTS works by establishing
a signaling channel between a DOTS client (e.g., a network
under a DDoS attack) and a DOTS server (a centralized entity
managing the mitigation) to deal with the management and co-
ordination of DDoS attack mitigation, as well as a data channel
responsible for exchanging DOTS-related configuration and
policy information.

Team Cymru’s Unwanted Traffic Removal Service
(UTRS) [8] and DDoS peering initiated by CenturyLink and
AT&T [9] are examples of technically mature BGP-based
solutions for collaborative DDoS mitigation. However, they
do not address legal agreements or a governance structure
and have also not become widely adopted.

Another category of collaborative mitigation techniques sig-
nal DDoS-related data in a distributed way, such as through a
blockchain and smart contracts [10]. Similarly, DefCOM [11]
is a distributed framework that leverages an overlay network
to communicate control messages.

A similar paradigm of solutions are those that rely on
Software-Defined Networking (SDN) and Network Function
Virtualization (NFV), which decouple the data plane from
the control plane. Hameed and Khan [12] propose an SDN-
based DDoS mitigation scheme that allows SDN controllers in
different Autonomous Systems (ASs) to communicate attack
information and efficiently filter attack traffic close to its
source.

III. ANTI-DDOS COALITIONS

The goal of our work is to address the limitations of
traditional soloistic DDoS mitigation techniques. To accom-
plish this, we propose the concept of an Anti-DDoS Coali-
tion (ADC): a group of network operators collaborating to
proactively increase the resilience of their infrastructures and
services against DDoS attacks. We envision three types of
activities for members of an ADC (see Fig. 1): Fingerprinting
DDoS attacks and sharing these “DDoS fingerprints” through
a so-called “DDoS Clearing House” (DDoS-CH), conducting
realistic large-scale collaborative DDoS exercises to evaluate
the resilience of ADC members against DDoS attacks, and
sharing knowledge around DDoS.

In this paper, we focus on sharing DDoS fingerprints
and collaborative exercises. We briefly discuss the technical
implementation of these activities and elaborate on their legal
and organizational requirements.

A. ADC Members

ADCs can be a community of cross-sector network opera-
tors (e.g., financial institutions, government agencies, telecom-
munications providers, ISPs), or sector-specific network oper-
ators (e.g., financial institutions across EU Member States).
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Fig. 1. An anti-DDoS coalition and its activities. Our work focuses on sharing
DDoS fingerprints and collaborative exercises.

Additionally, network operators may be a member of several
ADCs at the same time (e.g., a cross-sector national ADC and
a multi-national sector-specific ADC).

An ADC is also open to network operators who themselves
are not directly a target of DDoS attacks. For example,
DDoS mitigation providers that are willing to share their
knowledge and metadata about the attacks they handle and
law enforcement agencies that would like to use the DDoS
metadata for digital forensics and investigation of cybercrime.
We leave the latter scenario as future work because it will
require additional accuracy and integrity measures, such that
DDoS fingerprints may be used in court.

B. Sharing DDoS Fingerprints

The network operators in an ADC generate fingerprints of
the DDoS attacks targeted at them and share them with other
network operators in the ADC. A DDoS fingerprint is a JSON
file that summarizes the key features of a DDoS attack such
as source IP addresses, source and destination ports, protocols
and services, time, and duration of the attack, thus describing
the different attack vectors that make up a DDoS attack. Fig. 2
shows an example of a DDoS fingerprint that we generated
using the Dissector tool (see Section IV-Al), with traffic from
the DDoS-CH Cyber Range (see Section IV-B). Fingerprints
help ADC members learn of new (types of) DDoS attacks
that have not hit them yet and evaluate whether their deployed
defensive measures are suitable to handle these attacks. This
allows network operators to widen their perspective on the
DDoS landscape, which is important because DDoS attacks
are very dynamic and attackers continually change their at-
tack vectors to bypass countermeasures. Also, in the case of
sequential DDoS attacks, other ADC members receive an early
warning for attacks that might be underway.

Fig. 3 zooms in on the “Sharing data” activity in Fig. 1.
It shows the fingerprint information flow in an ADC with
three service provider members (SP1, SP2, SP3). In this ex-
ample, DDoS attack A hits SP2, which generates a fingerprint
(FP (A)), such as the one shown in Fig. 2, and shares it
through a DDoS-CH with other network operators in the ADC
(SP1 and SP3). Based on the shared fingerprint, SP1 and SP3
can deploy filtering rules (R1 and R3) in their infrastructure

"attack_vectors": [

"service": null,

"protocol": "UDP",

"fraction_of_attack": 1.0,

"source port": "random",

"destination_ports": {
"3650" 1.0

}

"tcp_flags"™: null,
"nr_packets": 59770,
"nr_megabytes": 2,
"time_start": "2022-10-26T11:32:58.263795+00:00",
"duration_seconds": 18,
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"key": "f2b689051c7a22dff37ff663f47h4133",
"time_start": "2022-10-26T11:32:58.263795+00:00",
"time_end": "2022-10-26T11:33:16.398928+00:00",
"duration_seconds": 18,

"total_packets": 59770,

“total_megabytes": 2,

"total_ips": 4,

"avg_bps": 1115706,

"avg_pps™ 3320,

"avg_Bpp": 42

Fig. 2. Example fingerprint of a UDP flood DDoS attack.
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Fig. 3. Anti-DDoS Coalition DDoS fingerprint information flow.

to block similar attack traffic if it targets them later on.
Receiving attack fingerprints in advance helps the operations
teams of member network operators to make decisions before
they are overloaded and under pressure to mitigate the attack.
Because the fingerprints contain sensitive information, such
as IP addresses, we require data sharing agreements to share



them across organizations (see Section III-D).

C. Collaborative DDoS Exercises

An ADC facilitates large-scale collaborative DDoS exer-
cises, during which its members practice their resilience to
DDoS attacks in realistic attack scenarios, such as volumetric
attacks (Tbps-levels of traffic), and application-layer attacks.

We distinguish between four roles during the exercises:
Red Team, Blue Team, Observer, and Coordinator. These are
established common practices for cyber security tests, such
as penetration testing internal networks or applications. The
Red Team made up of employees of participating network
operators, is responsible for coming up with an attack plan
and carrying out the attacks at the time of the exercise. Blue
Teams are the defending teams of each ADC member — they do
not know in advance which attacks will be targeted at them.
Besides these two main roles, there is a team of Observers
who evaluate the exercises on site. The Red Team and at least
one Blue Team representative of each network operator are
present in person to facilitate communication. Lastly, every
participating ADC member appoints one Coordinator, who
oversees the exercise from their network’s point of view.

D. Legal Agreements and Governance

An ADC needs several agreements to manage various “as-
sets®, such as the fingerprints in the DDoS-CH. Examples are
data sharing agreements for sharing DDoS fingerprints through
the DDoS-CH, membership rules that network operators need
to adhere to (e.g., regarding the confidentiality of data), and
agreements to waive liability for potential damage caused in
DDoS exercises.

A well-defined governance model outlining responsibilities,
powers, and duties is necessary to guarantee the cohesion of
an ADC. This includes a governance body that oversees its
members’ participation, a funding model for the ADC (e.g.,
member contribution and funds distribution), the process for
new network operators to join the ADC, and managing the
coalition’s assets such as the DDoS-CH.

One of the challenges in cross-operator collaborations is to
establish mutual trust. With mutual trust, governance can be
based on unanimous decision-making, but this may become
ineffective as ADCs grow to dozens of members. As ADCs
grow, personal trust among coalition members must shift to
impersonal trust in the procedures and governance mechanisms
of the coalition [13].

We developed templates for ADC governance and legal
agreements, which are publicly available in the appendices
2-8 of the DDoS Clearing House Cookbook [5].

IV. TECHNICAL SYSTEMS OF AN ADC

In this section, we provide an overview of the two technical
systems that we designed for ADCs: the “DDoS Clearing
House”, used to share DDoS fingerprints between network
operators, and a “DDoS-CH Cyber Range” for carrying out
small-scale DDoS exercises. The technical details of both sys-
tems are described in the DDoS Clearing House Cookbook [5].
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Fig. 4. The DDoS Clearing House schematic overview.

A. DDoS Clearing House

One of the cornerstones of an ADC is a DDoS-CH. This is
a platform through which ADC members share fingerprints of
DDoS attacks that hit their infrastructure.

Fig. 4 depicts a schematic overview of the DDoS-CH and
its components, which covers the “Clearing House” block
in Fig. 3. The DDoS-CH consists of two core components:
the Dissector and the DDoS DataBase (DDoS-DB). It also
comes with four supplementary components, meant to enrich
the services of the DDoS-CH. For brevity, we only discuss
the Dissector and DDoS-DB in this paper and refer to the
DDoS Clearing House Cookbook [5] for a discussion on the
supplementary components. We designed the DDoS-CH in
such a way that ADCs can choose which components they
want to use and which they want to leave out of their setup.
We publish the open-source code of DDoS-CH components
on GitHub [14].

The focus of our work is to enable the use of our technical
systems in any operational environment. In the development
of the techincal systems we considered the interoperability
of components and their building blocks and valued their
open-source availability. Concretely, the technical novelty is its
generic, modular, and customizable implementation, making it
usable by many ADCs, each imposing different policies, and
by many network operators, each running different network
implementations.

1) Dissector: The Dissector generates DDoS fingerprints
(see Fig. 2) by inspecting samples of DDoS network traffic.
The Dissector can work with packet captures or network flows
(e.g., NetFlow, IPFIX) to facilitate deployment in different
network setups. The Dissector looks for outliers in the traffic
traces by inspecting various features such as source port and
network protocol, and summarizes them in distinct attack
vectors. DDoS fingerprints can be uploaded to an instance of
DDoS-DB and/or MISP, to simplify use by network operators
already using MISP.

To comply with the policy defined by the governance of an
ADC, operators may choose to anonymize the target of the
attack.

2) DDoS-DB: DDoS-DB is the repository that stores DDoS
fingerprints. We designed DDoS-DB so that it can be run in
a centralized or decentralized setup, depending on an ADC’s
requirements. For example, each network operator in an ADC
can run their own instance of DDoS-DB with one central
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Fig. 5. An example of a hybrid deployment of DDoS-DB.

coalition instance for sharing. Instances of DDoS-DB can
synchronize with each other to exchange fingerprints.

An ADC may also opt for a fully decentralized deploy-
ment model in which each member hosts their own instance
of DDoS-DB that shares fingerprints with other DDoS-DB
instances at other network operators in a peer-to-peer way.
Fig. 5 visualizes an example hybrid topology and zooms in
on the “DDoS-DB” component in Fig. 4. In the example,
some network operators exchange fingerprints peer-to-peer,
while others synchronize with a central DDoS-DB instance.
Each network operator is in charge of their own data, and
they choose exactly what information they (do not) share with
the rest of the coalition. This lowers the bar to deployment in
production.

We implemented DDoS-DB using a MongoDB database and
a Django web application. In the web application, users can
browse and search for fingerprints based on attack characteris-
tics. An authenticated API enables network operators to upload
fingerprints from the Dissector to DDoS-DB and synchronize
it with other instances of DDoS-DB or MISP.

B. DDoS-CH Cyber Range

Cyber ranges are platforms that simulate cyber threats in a
realistic and controlled way to train cyber security profession-
als. The DDoS-CH Cyber range enables network operators to
run smaller-scale DDoS exercises at their own convenience,
next to the cross-operator large-scale exercises organized by
an ADC (see Section III-C). The Cyber Range is a web-
based dashboard through which users can customize their
attack traffic (e.g., by choosing from a number of well-known
predefined DDoS traffic patterns) and launch these attacks
from a few Virtual Machines (VMs) distributed across the
world on a cloud platform. Fig. 6 shows the DDoS-CH Cyber
Range dashboard.

We configured the VMs in such a way that they are limited
to sending only up to 2Mbps of Internet traffic. This is enough
for users to notice incoming attack traffic and practice its
mitigation by generating and sharing the attack fingerprint,
but too little to bring down a target network or induce any
strain on the networks of upstream providers.

Importantly, participants on the Cyber Range each get their
credentials to their own dashboard, from which they can only
send DDoS traffic to themselves. This avoids the necessity of

DDoS Clearing House Simulation Dashboard SIDN

Orchestrate test traffic for SIDN Stop traffic

WARNING

Fig. 6. DDoS-CH Cyber Range dashboard.

waiver agreements between network operators, as are required
for large-scale exercises (see Section III-D).

V. VALIDATION WITH THE DUTCH ADC

In this section, we elaborate on the validation of the concept
of ADCs and the DDoS-CH in practice. The Dutch ADC is a
well-established, cross-sectoral, national anti-DDoS coalition.
It consists of 22 network operators of critical infrastructure
from the Netherlands, including ISPs, IXPs, banks, and gov-
ernment bodies. We also ran a pilot with the DDoS-CH in a
smaller ADC in Italy, for which we refer to the DDoS Clearing
House Cookbook [5].

A. Clearing House Deployment

We validated the DDoS-CH in a pilot with six members
of the Dutch ADC: NBIP (a Dutch non-for-profit scrubbing
service provider), SIDN (the operator of .nl top-level domain),
KPN (large ISP in the Netherlands), the University of Twente,
the National Payments Association, and the Dutch Tax and
Customs Administration. Together they form a representa-
tive delegation of the entire coalition, with members from
academia, industry, and government.

The goal of the pilot was to: (1) enable us to further improve
the technical system, and (2) show the members of the Dutch
ADC the maturity of the platform and the viability of sharing
DDoS fingerprints using it.

During a period of three months, NBIP created 269 DDoS
fingerprints from real DDoS attacks they handled with their
scrubbing service. They shared these fingerprints with the
other pilot participants through DDoS-DB, who could then use
the information to obtain a better view of the DDoS landscape.
We also used the fingerprints extensively in this period to
further develop the Dissector.

The DDoS-CH is currently being deployed as a production-
level service for the members in the Dutch ADC, hosted and
managed by NBIP.

B. Joint DDoS Exercises

The Dutch ADC hosts large DDoS exercises twice a year,
coordinated by the Dutch Tax and Customs Administration.



The motto for the exercises is “test your anti-DDoS measures
before others do it for you”.

To prepare network operators in the Dutch ADC for real
DDoS attacks, the exercises aim to reproduce real DDoS
attacks as accurately as possible. The Red Team (see Sec-
tion III-C) therefore constructs custom relevant DDoS attacks
for each participating network operator, targeting particular
services, websites, and networks they host. The Red Team
sends large traffic volumes of hundreds of Gbps to participat-
ing members. More often than not, at least one participant
experiences real downtime as a result. Thus, to limit the
impact on users, the exercises are carried out at night on the
weekend. Providers of large network infrastructure capable
of sending out such large volumes of traffic volunteer their
services to act as a DDoS source to enable the exercises
for the coalition. Examples are SURF, the operator of the
Dutch national research and education network, and Nikhef,
the National Institute for Subatomic Physics.

After an exercise, participating network operators discuss
results and improve their DDoS resilience measures to be bet-
ter prepared for real attacks. For example, the Dutch Tax and
Customs Administration has lately been targeted with DNS
PRSD (Pseudo Random Sub Domain) DDoS attacks, which
they could mitigate effectively because they had practiced this
in one of the exercises. Furthermore, during exercises, they
found design flaws in their perimeter which they could address
before they were exploited by malicious actors.

More details about the setup and execution of the exercises
are available in our presentation at Black Hat Europe [15].

C. Legal & ADC Governance

The NL-ADC co-developed and used the templates for the
legal agreements outlined in Section III-D. For example, they
used the waiver agreement template for their collaborative
DDoS exercises.

The Dutch ADC is governed by a so-called “core team” with
an elected chair and two other representatives of participating
network operators, who are elected by the ADC’s members.
The Dutch ADC contracted a support organization (ECP) to
act as a legal anchor point and to oversee the various legal
agreements required for the functioning of the coalition (see
Section III-D).

The Dutch ADC has quarterly plenary meetings in which
representatives of all coalition members gather. During plenary
meetings, the coalition shares experiences and makes organi-
zational decisions by voting, for example on the admittance
of new members or changes in managerial positions.

The detailed work takes place in five working groups,
including “Legal Affairs” (supports the other working groups
with legal advice and requirements), “Clearing House” (gov-
erns the further development and deployment of the DDoS-CH
in the Dutch ADC), and “Exercises” (prepares and runs the
bi-yearly large-scale DDoS exercises and manages the DDoS-
CH Cyber Range). Each of the working groups meets on a
monthly basis to discuss any updates relevant to their task
and report to the entire coalition during the plenary meetings.

The governance of the NL-ADC is expressed in internal
policy and requirements, which are implemented through the

relevant working groups in the technical systems. For example,
the NL-ADC chose the centralized deployment model, which
is realized by the Clearing House working group by hosting
a central DDoS-DB instance.

VI. RECOMMENDATIONS & FUTURE WORK

We proposed the novel concept of an Anti-DDoS Coalition
(ADC), which enables groups of network operators to col-
laboratively and proactively combat DDoS attacks and form
an additional layer of security on top of existing mitigation
facilities such as scrubbing services. We discussed the activi-
ties ADCs engage in and proposed two technical platforms to
support them: the DDoS Clearing House and DDoS-CH Cyber
Range. We showed the viability of our approach by validating
it with the Dutch national ADC, which involves 22 network
operators and has engaged in collaborative DDoS mitigation
since 2019. The DDoS-CH is currently being deployed at
NBIP as a production-level service for the members of the
Dutch ADC.

Based on our work, we formulate four recommendations.
The first is that researchers and system designers should con-
sider their technical work on collaborative DDoS mitigation
in unison with the design of a suitable governance model and
clear and simple (data sharing) agreements. We found this
is key for the concept to work in practice, because it is as
much a legal and organizational endeavor as it is technical, as
exemplified by the Dutch ADC.

Second, we recommend that researchers and system design-
ers work in multidisciplinary teams with experts on DDoS
attacks, operational practices, legal matters, and governance
constructs. For example, we introduced the legal experts in
the Dutch ADC to the types of information the DDoS-CH
would exchange. As a result, they delivered a less complex
and less conservative data sharing agreement than initially.

Our third recommendation is that researchers develop ini-
tiatives for collaborative DDoS mitigation in close interaction
with participating network operators to understand the opera-
tors’ requirements. For example, we found out the members
of the Dutch ADC did not want to disclose the IP addresses
of DDoS targets in their networks for legal reasons.

Finally, we recommend a new ADC to start with a limited
group of network operators and grow from there, for example
by starting with a pilot with a few interested parties as we did
with the Dutch ADC. This allows ADC members to build up
trust and fine-tune the legal agreements and governance model
before going to a larger production phase.

Our future work is to finish transferring our knowledge to
the Dutch ADC so they can further promote the creation of
more ADCs in other communities. At the time of writing,
the Dissector is being further matured at Delft University
of Technology, and the Dutch Tax Authority is extending
the Cyber Range with attack presets specifically made for
members of the Dutch ADC. The Dutch ADC also recently
set up a new working group to explore the use of fingerprints
in criminal investigations.
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