
Securing the IoT using SPIN
Elmer Lastdrager

13 september 2018



Problem







‣ Better practices for manufacturers? 
‣ Free secure software stacks? 
‣ International policy, regulation, certification? 
‣ Clear up accountability issues? 
‣ Generate market demand for secure products? 
‣ Quarantine bad actors (e.g. at ISP)? 
‣ Educate users? 
‣ Empower users? “Yes”

What to do?



 
Internet



Critical Internet services 
‣ Lookup IP address of a domain name (almost every 

interaction) 
‣ Domain name registration 
‣ Manage fault-tolerant and distributed infrastructure 

“Catalyst” of the Internet in the Netherlands 
‣ Enable safe and novel use of the Internet 
‣ Improve the security and resilience of the Internet 

itself

.nl = the Netherlands 

17M inhabitants 

5.8M domain names 

2.8M DNSSEC-signed 

1.3B DNS queries/day

Stichting Internet Domeinregistratie 
Nederland (SIDN)



Goal: thrust operational security and 
resilience of the Internet through world-
class measurement-based research and 
technology development 

Challenges: DNS and Internet security 
and resilience, Internet evolution, inter-
domain AAA infrastructures 

Daily work: help operational teams, write 
open source software, analyze vast amounts 
of data, run experiments, write academic 
papers, work with universities 

SIDN Labs







Security and Privacy for  
In-home Networks (SPIN)
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Thanks

https://spin.sidnlabs.nl
elmer.lastdrager@sidn.nl
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