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Goal

– Comprehensive statistical comparison of rates of DNS 

abuse in new and legacy gTLDs
 Spam 

 Phishing

 Malware

– Statistical analysis of potential relationship with abuse 

drivers
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Motivation

– New Generic Top-Level Domain (gTLD) Program 

enabled hundreds of new generic top-level domains
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Data Providers

Blacklists

- Anti Phishing Working Group
• Phishing URLs

- StopBadware
• Malware URLs

- SURBL (4 blacklists)
• Phishing domains

• Spam domains

• Malware domains
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Data Providers

Blacklists

- Spamhaus
• Spam domains

- CleanMX (3 feeds)
• Phishing URLs

• Malware URLs

• Defaced URLs
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Data Providers

WHOIS data

- Whois XML API
• All new gTLDs

• Subset of legacy gTLDs

- DomainTools
• Providing missing domains

Domain data

- Zone files
• Per gTLD

• Per day

• 3 year period
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Security metrics

– Distribution of malicious content: *

• Number of unique domains

– E.g. malicious.com

* “Reputation Metrics Design to Improve Intermediary Incentives for Security of TLDs”, Maciej

Korczyński, Samaneh Tajalizadehkhoob, Arman Noroozian, Maarten Wullink, Cristian Hesselman, and

Michel van Eeten, in the IEEE European Symposium on Security and Privacy (Euro S&P)
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Security metrics

– Distribution of malicious content:

• Number of unique domains

– E.g. malicious.com

• Number of FQDNs

– E.g. connect.secure.wellsfargo.malicious.com, 

bankofamerica.com.malicious.com, (…)

• Number of URLs

– E.g. malicious.com/wp-content/file.php,

malicious.com/wp-content/gate.php, (…)

* “Reputation Metrics Design to Improve Intermediary Incentives for Security of TLDs”, Maciej

Korczyński, Samaneh Tajalizadehkhoob, Arman Noroozian, Maarten Wullink, Cristian Hesselman, and

Michel van Eeten, in the IEEE European Symposium on Security and Privacy (Euro S&P)



Statistical Analysis of DNS Abuse in gTLDs

Security metrics for gTLDs

Phishing domains, FQDNs, and URLs (APWG) per legacy

gTLDs
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Security metrics for gTLDs

Phishing domains, FQDNs, and URLs (APWG) per legacy

gTLDs

Three measures reflect attackers’ profit-maximizing behavior. They

abuse free legal services and affect the reputations of such

associated services.
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Security metrics for gTLDs

Phishing domains (APWG) per new and legacy gTLDs



Statistical Analysis of DNS Abuse in gTLDs

Security metrics for gTLDs

Phishing domains (CleanMX ph) per new and legacy gTLDs
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Security metrics for gTLDs

Phishing domains (SURBL ph) per new and legacy gTLDs
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Security metrics for gTLDs

Malware domains (SURBL mw) per new and legacy gTLDs
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Security metrics for gTLDs

Malware domains (CleanMX mw) per new and legacy gTLDs

While the number of abused domains remains approximately 

constant in legacy gTLDs, we observe a clear upward trend in 

the absolute number of phishing and malware domains in new 

gTLDs.
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Security metrics for gTLDs

Spam domains (Spamhaus) per new and legacy gTLDs
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Security metrics for gTLDs

Spam domains (SURBL ws) per new and legacy

gTLDs

The absolute number of spam domains in new

gTLDs higher than in legacy gTLDs at the end of

2016
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Security metrics for gTLDs

– Size matters!

Phishing domains (APWG) per new and legacy gTLDs
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Size

– Size estimate: Number of 2nd–level domains in each 

gTLD zone file
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Size

– Size estimate: Number of 2nd–level domains in each 

gTLD zone file

– Rates: (#blacklisted domains / #all domains) * 10,000
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Abuse rates

– Time series of abuse rates of phishing domains in legacy 

gTLDs and new gTLDs based on the APWG feed
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Abuse rates

– Time series of abuse rates of phishing domains in legacy 
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Abuse rates

– Time series of abuse rates of phishing domains in legacy 

gTLDs and new gTLDs based on the APWG feed

Top 5 most abused new 

gTLDs collectively 

owned 58.7% of all 

blacklisted domains in 

all new gTLDs

.com (82.5%),  .net,  .org, 

.info, and  .biz legacy gTLDs
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Abuse rates

– Time series of abuse rates of malware domains in legacy 

gTLDs and new gTLDs based on the StopBadware feed
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Abuse rates

– Time series of abuse rates of spam domains in legacy 

gTLDs and new gTLDs based on the Spamhaus feed



Statistical Analysis of DNS Abuse in gTLDs

Compromised and maliciously registered 
domains

– Distinguishing between compromised and maliciously 

registered domains is critical because they require different 

mitigation actions by different intermediaries

– Assumption: maliciously registered domains are involved in 

a criminal activity within a short time after the registration.

– Other heuristics: if a given domain name contains a string 

of a brand name or its misspelled version indicating 

malicious registration, URLs indicating compromised 

content management systems, etc.
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Compromised and maliciously registered 
domains

– Distinguishing between compromised and maliciously 

registered domains is critical because they require different 

mitigation actions by different intermediaries
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Compromised domains
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Compromised domains

– Rates of abused 

domains in legacy 

gTLDs (StopBadware

URL blacklists) are 

driven by 

compromised domains
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Maliciously registered domains

– Rates of abused 

domains in new 

gTLDs (StopBadware

URL blacklist) are 

driven by maliciously 

registered domains
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Maliciously registered domains

…and can be driven by 

single campaigns 

(domains registered in 

bulk, common patterns in 

domain names)  

– Rates of abused 

domains in new 

gTLDs (StopBadware

URL blacklist) are 

driven by maliciously 

registered domains
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Privacy or Proxy Services

• Why use PP services
– Protecting your personal data

– Blocking Spam

– Stopping unwanted solicitations

• Analyzing use of PPs’es
– Extract list of registrants

– keyword search using “privacy”, “proxy”, “protect” etc

– Manual inspection

• How many?
– We found 570
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Privacy or Proxy Services

Image source: https://www.name.com/whois-privacy 
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Privacy or Proxy Services

Usage for newly created domains per month



Statistical Analysis of DNS Abuse in gTLDs

Privacy or Proxy Services

StopBadware
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Privacy or Proxy Services

Spamhaus
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Geographical Location

• Using domain registrar location from WHOIS
– Registrant details not reliable

• Method
– Extract unique "registrar name" from WHOIS data.

– Combine the registrar name with the country information for ICANN-

Accredited Registrars.

– Match remaining name variants

– Manually lookup the country information for missing registrars 

• Result
– 5,985 registrars 

– 99.99% of domains
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Geographical Location

Registrar distribution
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Geographical Location

Domain distribution
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Geographical Location

SURBL distribution
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Registrar Reputation

• Method
– Filter out registrars designed for sinkholing domains. 

– Count number of incidents per registrar.

– Calculate percentage of total abuse linked to registrar.
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Registrar Reputation
SURBL
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Registrar Reputation

Nanjing Imperiosus Technology Co. Ltd. 
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Schedule 

• Final report available July 2017

• Incorporate WHOIS data information from Domain Tools

• Inferential analysis of potential relationship with abuse 

drivers (Regression analysis of abuse in gTLDs)
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Questions?


