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DDoS Clearing House Concept

e Continuous and automatic sharing of “DDoS fingerprints” buys
providers time (proactive)

* Extends DDoS protection services that critical service providers
use and does not replace them
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Technical progress: DISSECTOR ..,
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How can I test the software?

First steps:

1. Download the Virtual Machine DOWNLOAD (¥

2. Run the Virtual Machine using the software Virtual Box
3. Connect to the IP using your browser: http://IP/

4. Generate fingerprints using Dissector

5. List the fingerprints generated on Web Interface

https://github.com/ddos-clearing-house/dddosdb-in-a-box
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Basic Overview

The software is responsible for summarizing the DDoS attack traffic. The key point of this module is to develop
a heuristic/algorithm that can find similarities among different types of attacks. Performance and information
granularity is a trade-off that should be investigated by considering attacks type. For example, DNS reflection
attacks should consider DNS queries fields while TCP SYN flood attack might not require evaluating the TCP
packet payload.

» Input [PCAP]

» Output [Fingerprint]

Usage
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usage: new_dissector.py [options]

optional arguments:

-h, =--help show this help message and exit
--version print version and exit
-v, =-verbose print info msg
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https://github.com/ddos-clearing-house/dddosdb-in-a-box

FAQ

* Can I use the software without sharing my pcaps?
« (Can I share anonymized pcaps?

» Can I help you to code the software?

 https://github.com/ddos-clearing-house



https://github.com/ddos-clearing-house

RDoS extortion campaign

df _length

= (df.groupby(['srcport'])["udp_length'].max()).reset_index()

( (df_length.udp_length>468)):
label.append("UDP_SUSPECT_LENGTH")
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Summary

« New software dissector: new clusterization method and functions to evaluate
fingerprint matching rate

e Improvements on the repository (DDoSDB). Remco did a great job and now we
have a summarization page and other visualization enhancements

« We are tagging some attacks (amplification, fragmentation, etc)
« New DDosDB-in-a-box with auto-update function (for software components)
« We are writing a blog post to publicize our last achievements

« Everything is already on our public repository (Github)
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No More DDoS
Anti-DDoS-Coalitie
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program under Grant Agreement No 830927. Project website: https://www.concordia- h2020.eu/

CONCURDIA BB

Cyber security cOmpeteNCe fOr Research anD InnovAtion




