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Data leak caused by deleted domain name

The Problem



The Goal
• Informing the registrant when a deleted domain name is probably still being used for mail.

• Do this during the quarantine period

• Only registrant allowed to restore the domain name



LEMMINGS 
• Rule-based system for:

• Building filters

• Analyzing DNS MX query data 

• Sending alerts

• Main challenges:

• Filter noise caused by unimportant mail (Spam, social media etc.)

• Make sure registrants understand the problem

• Not all registrants can be contacted by mail

(deLetEd doMain MaIl warNinG System)



LEMMINGS 
• Data sources:

• Domainname Registration System

• DNS Resolver data (ENTRADA)

• SIDN Web Crawler

• Abuse Feeds (APWG/Spamhaus)

• Sinkhole domain names

(deLetEd doMain MaIl warNinG System)



LEMMINGS Filters
Only count legitimate mail traffic, remove noise using filters:

• Spamhaus/APWG

• Custom ASN/IP (known bulkmail senders)

• Open Resolvers

• New IP-addresses

• Senders to high % of no-mail domains

• Senders to high % of NXDOMAIN domains

• Keyword list (high risk professions) 

• List of NACE codes (high risk businesses)



Scoring Rules
• On day 30 of quarantine period, evaluate the previous 10 days

• 3 severity levels: low, moderate, high

• Based on average # of daily MX-queries over the previous 10-day period:
<= 5  then low

> 5 and <= 10 then moderate

> 10 then high

• Use amplifier for special conditions:
• When keyword OR NACE code  match then high

• When Email address published on website then at least moderate



LEMMINGS Workflow
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Alert Design
• Keep message short as possible

• Created webpage1 to provide more detailed FAQ

• Assume recipient has zero technical knowledge

• 3 severity levels (low <=5, moderate <=10, high >10)

• Multi-language (MIME) message

• Evaluation of message using survey among SIDN customers

1) https://www.sidn.nl/en/nl-domain-name/mail-traffic-to-cancelled-domain-names



LEMMINGS Statistics – in theory
• Monitoring active since: 2021-04-23

• Domain names classified: 430,408

• Potentially warned domain names: 25.184 

(5.9% of domain names classified)

• Potentially warned domain names per day: 

146 domains on average (max 765 on one 

day) 76%

14%

10%

Domains per risk category

Low Medium High



LEMMINGS Statistics – in practice
2 Pilots:

• Argeweb

• ~ 150.000 .nl domain names

• Since 2021-06-05

• Registrar.eu

• ~ 600.000 .nl domain names

• Since 2021-09-15
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Argeweb Pilot
• Medium scale registrar

• Actively informing registrants before cancelling a domain name

• 622 notified domain names

• 2 domains taken out of quarantine 



Argeweb Pilot
• Medium scale registrar

• Actively informing registrants before cancelling a domain name
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• 2 domains taken out of quarantine 



Registrar.eu Pilot
• Large scale registrar

• Many resellers

• 259 notified domain names

• 0 domains taken out of quarantine 



Registrar.eu Pilot
• Large scale registrar

• Many resellers

• 259 notified domain names

• 0 domains taken out of quarantine 



Pilots: The Good Side
• Number of complaints: 0

• Positive feedback from the community 
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Open Questions
• Do people read our email?

• Do people understand our email?

• Do people care?

• Did the domain names still receive relevant email?

• Are there other/better filters?



Next Steps
• Working together with people that care: CERTs

• Scale up pilot

• Contact registrants
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