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Machine learning in perspective

Artificial
intelligence

Machine
learning

Deep learning




Research agenda

« Apply ML to increase security of the Internet and DNS

« Approach: explore and integrate promising algorithms, papers and tools

Innovating with ML, not innovation of ML

« Target group: DNS actors (registries, registrars and DNS operators)




Research topics

N
% RQ1: How can we get even better at proactive abuse detection?
J
N
RQ2: How can we train shared abuse models without exchanging data?
J
- N
RQ3: How can we use ML to improve our anycast infrastructure monitoring and
| management?
. J
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Applying ML in a responsible way

Human-in-the-loop

Collaborate and publish

Monitor performance

Simple and interpretable models
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Article by: Thijs van den Hout, Thymen Wabeke, Cristian Hesselman
The original blog is in Dutch. This is the English
translation. s m



Remainder of presentation
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SIDN’s interest NOS e o e wmw 2 % -

e Consumer losses
* Trust in Internet may decrease

‘Consumenten voor 5 miljoen

Perfect vantage point: euro opgelicht via nepwinkels
op sociale media'

e Listofall .n1-domains

Kleding, make-up en technische gadgets: mensen kopen het steeds vaker

e Passive and active measurements E




KIP: Nuu RIPE Database (Whois) Website

RIPE NETWORK COORDINATION CENTRE Search IP Address or ASN Q

Login

Main results

You are here: Home > Publications > RIPE Labs > Giovane Moura > Detecting and Taking Down Fraudulent Webshops at the .nl ccTLD

Detecting and Taking Down Fraudulent Webshops
at the .nl ccTLD
* Detected thousands since 2016 S

In this article, we describe hoy
by SIDN Labs.

. hosted by
Zoek naar nieuws A TrU=

Suppose you're looking for son

» Protected users from being scammed TRV SIDN en nbregistrars haalden vorig jaar 4340

you ordered. Sounds familiar?

frauduleuze webwinkels offline
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_ }3 Fee Voorpagina Net binnen Populair

The RIPE NCC u
nrivacy nolic. Ve

[ ] PAM 2 O 2 O p ap er : :7::::-"2: ¢ 79C €1,737 | 502,29 TV gids 0li

i

SIDN heeft in i o & &5 & £

Webwinkels di€
vervolgens han

 BrandCounter (2018 Qi-2) oo sepir

daadwerkelijk t

In totaal heeft ¢

* FaDe (2019Q1) e

Beheerder van het .nl-domein haalt 4.340 malafide
webwinkels offline

Lastte update: 17 fabuar 2020 17:24 Do fy
SIDN, de beheerder van het .nl-domein, heeft het afgelopen jaar 4.340 ma
webwinkels offline laten halen, maakt de stichting maandag bekend op zijr
website. Volgens de organisatie gaat het vaak om websites met erg lage p1
gebrekkige vertalingen en zonder keurmerk.

Published at PAM2020: https://doi.org/10.1007/978-3-030-44081-7_10 S " LABS
Video at RIPE8o0: https://ripe8o.ripe.net/archives/video/322/ ’




« Support Vector Machine
» Optimized using grid search
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Testing samples Apply model

Samples Precision Recall

Train (cross-validation) 0.98 0.97

Test 1.0 1.0




[Lessons learned

« Registrar and ICS collaboration was key

« Detectors are simple yet effective

« Registries have perfect vantage point

« Suggests little pressure

, .
 It’s an ever-going whack-a-mole game

2018 ~12,000

2019 4,340
« Fewer takedowns = fewer scams? 2020 481

* Monitor features and evaluate model regularly

Number of counterfeit webshops taken down

)
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Malicious websites use well-known organizations' logos

1 Annuleren

Kunt u niet verder? Download dan de DigiD app

[opent in een nieuw venster] of activeer de sms-

controle [opent in een nieuw venster]

Nog geen DigiD? Vraag uw DigiD aan

Vraag en antwoord
Ik ben mijn gebruikersnaam vergeten
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Help analyst find suspect websites using logo detection

00@

1. Crawl and take screenshots
Should be efficient: skip duplicates

Using Selenium

2. Object detection algorithm
Should be flexible: no manual labeling

Based on YOLOvs5

3. Annotation dashboard

Should be easy-to-use and generic
LABS
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Filter
Label All
Status All

Logo's found

Show 10 ¢ entries

Domain name

sidn.nl
domainregistry.nl
dnsops.nl
dnssec.nl
6miljoen.nl
sidnlabs.nl

abuse204.nl

R A S

Select All

Screenshot date

2021-08-12 11:11

2021-08-12 11:11

2021-08-12 11:11

2021-08-12 01:11

2021-08-11 22:08

2021-08-11 10:18

2021-08-11 01:39
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Registrar

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...
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Bulk update

Label

Status

Registrant

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...

Stichting Interne...
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Select

Select

Registered on

1999-11-18

2001-03-27

2007-09-26

2001-03-26

2020-06-12

2010-05-10

2014-08-11
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Label

Correct use
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Search:

Status

Open

Open

Open

Open

Open

Open

Afgehandeld
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Logo found on sidn.nl

Screenshot date
Page also found on
Registrant
Registrar
Registration date

Screenshots

Clear label

Previous

12-08-2021 11:11

dnsops.nl, schijtbakkes.nl, domainregistry.nl, vdstbv.nl

Stichting Internet Domeinregistratie Nederland

Stichting Internet Domeinregistratie Nederland 2

18-11-1999 00:00

0.9/
Zorgeloos online

Comment

Comment...

Producten ~

Over SIDN + SIDN Labs + SIDNfonds Actueel + Contact EN

Label
O Correct use

O Incorrect use

O Geen logo

Status
® Open

O In behandeling
O Afgehandeld

Save and update all
related domains

Save and next




Can logo detection contribute to a safe .nl-zone?

« Evaluation study with Dutch government reLnieuws il i

Nieuws Economie Sport Entertainment

EXCLUSIEF

« Apply to .nl-zone (6.2M): discover government domains | Groef datalekbij
Jeugdzorg: dossiers

»  Unknown domains can be transferred or cancelled by accident duizenden kwetsbare
kinderen gelekt
« Unknown domains cannot be monitored Aangepast: 10 april 2019 22:30

« Apply to new registrations: find phishing attacks

« Runs for two months, cannot report results yet

Beeld ter illustratie.

Door een fout bij Bureau Jeugdzorg Utrecht

)
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Number of domains per label (total = 10935)

8000 7730

7000 {

6000 -
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4000 . .
17% of .nl-domains in

3000 - government’s website portfolio

2000 1

1000

Precision = .89
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DNSSEC adoption per label

DNSSEC available '™ False W= True

Likely goverment

Newly discovered

Detected + portfolio

Portfolio

Fraction




IPv6 adoption per label

AAAA-record available ™ False — mmm True

Likely goverment

Newly discovered

Detected + portfolio

Portfolio

Fraction




Lessons learned and future work

 Visual aspects like logo’s help us to detect abuse
« Logo’s also help to keep domain portfolio accurate

« Large gray area of unwanted, but not abusive content

Next steps:
 Pilot study with accreditation scheme for webshops
« Monitor and analyze new registrations

« Write academic paper and publish code
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Thymen Wabeke
Research engineer
thymen.wabeke@sidn.nl
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