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& example.nl

Example domain
name

This domain name has been registered by SIDN.

You may use it as an example of a domain name. Prior
permission is not required.

More about SIDN.
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Why is it when something happens, it's always you three?
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.nl = the Netherlands
17M inhabitants
6.3M domain names
3.8M DNSSEC-signed
4.0B DNS queries/day
8.6B NTP queries/day
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[. \dns v] Expression... + Test

No. Time Source Destination Protocol Lengtt Info

- 4 0.786990 94.198.158.3 10.20.7.40 DNS 83 Standard query ©0x4903 AAAA example.nl OPT
5 0.788696 10.20.7.40 94,198.158.3 Standard query response ©x4903 AAAA example.nl AAAA 2.
6 ©0.834830 94.198.158.3 10.20.7.40 DNS 84 Standard query ©0xa®3d AAAA sidnlabs.nl OPT
7 0.842772 10.20.7.40 94.198.158.3 DNS 100 Standard query response ©xa®3d AAAA sidnlabs.nl AAAA ..
8 ©0.887276 94.198.158.3 10.20.7.40 DNS 81 Standard query 0x1d23 AAAA pkic.org OPT
9 ©0.895848 10.20.7.40 94,198.158.3 DNS 153 Standard query response ©x1d23 AAAA pkic.org AAAA 260..

.- . .- .. - .. vovuvu = “Cply CUUCT .. WO <Tr1rrour AR\

Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: 1
Queries
example.nl: type AAAA, class IN
Answers
example.nl: type AAAA, class IN, addr 2a00:d78:0:712:94:198:159:35
Name: example.nl
Type: AAAA (IPv6 Address) (28)
Class: IN (0x0001)
Time to live: 3367
Data length: 16
AAAA Address: 2a00:d78:0:712:94:198:159:35
Additional records

0040 00 01 00 00 0d 27 00 1@ 2a 00 0d 78 @0 00 @07 12  ::::: ‘s ke
0050 00 94 01 98 01 59 00 35 00 00 29 04 dO 00 @0 @@ - - - - Y:5 ss)erees '

g O il Response Length (dns.resp.len),2 bytes Packets: 44 . Displayed: 6 (13.6%) - Dropped: 0 (0.0%) Profile: Default

30N

LABS




¥ T\?ﬁ /A A, |

DoH, DoT, DNScrypt
https://dnsgall.eu/
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https://dns4all.eu/

www.example.nl
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Prio

#1
#2
#3
#4

Requirement Good Accepted Conditionally
Signature Size =

Validation Speed —

Key Size > 64 kilobytes

Signing Speed —

Table 2: Requirements for quantum-safe algorithms.

M. Miiller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols:
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.
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. 86400 1IN SOA a.root-servers.net. nstld.verisign-grs.com. 2023103000 1800 900 604800 86400

86400 IN RRSIG SOA 8 0 86400 20231112050000 20231030040000 46780 .
gGBevaKYxLHOU)ktnOanY/nZSbeVszJGVJqu53+zU93210aZgc8859AJSDaKsz7erx7GNnK85AJI3chU0/dBEkX+610kt1EYcBy66w3]7za5FBSr9PVw3n/quIUmc
qodp5NbZ/CwkIA7CGGgXIYE9dTQkh8uNwjbmN2Cb540vt/1x1hh@f/4qibrbAVOSYG2ROXFi5D53yxqtRIss5dIwg L TMrUFsmLGoA==

- 518400 1IN NS a.root-servers.net.
. 518400 1IN NS b.root-servers.net.
. 518400 1IN NS c.root-servers.net.
. 518400 1IN NS d.root-servers.net.
. 518400 1IN NS e.root-servers.net.
. 518400 1IN NS f.root-servers.net.
. 518400 1IN NS g.root-servers.net.
a 518400 1IN NS h.root-servers.net.
. 518400 1IN NS i.root-servers.net.
. 518400 1IN NS j.root-servers.net.
. 518400 1IN NS k.root-servers.net.
. 518400 1IN NS l.root-servers.net.
. 518400 1IN NS m.root-servers.net.
518400 1IN RRSIG NS 8 0 518400 20231112050000 20231030040000 46780 .

KOSvh8dech07ﬁFSYz+vAkH68C+ZR4nGbEu0plshkZZX47oFXFpsHTJ/L1U7G7KXp69E+g+QDch/HPEl]GFNYSvazQaC]HGGOSBypr+Hu31vJ05R03fSwm1FALKZOEFNIZc
Z11yuyxiSqJhql+7tSkrL3AKhA4fItynJcBbZswdq3mVHPTARjUjby2WNt/M2clERoo+W/zYsZpkKamUpvTNm6gYnnt2xUV8F5/0w==
. 86400 IN NSEC aaa. NS SOA RRSIG NSEC DNSKEY ZONEMD

86400 IN RRSIG NSEC 8 © 86400 20231112050000 20231030040000 46780 .
AeHRqTJkaSfLBJpGX388pmwBRn2Ws1F83/C4FTO0NOW+NX7xNvPv6T4YFlFGsrmPZNYGQrAMJMlYCKuthPSzmr75rbIXYngzAbB7IngzEQGmQASHPEMhL18L97afc9hBH(
L9S5ds69hiBCIQ4/brP+Uh7cvvyCAu/01j9X2R7nQ4hmTKKMgOMIgMGOmME9yxopo@W8W+vBKkCTCCUSKMafnFYePVIQFSdxZq2fQlA=

172800 1IN DNSKEY 256 3 8
AwEAAddSQSRVSuUtkUCN7vyvpb0kDngtXwN55]/dOS+X7NDngWBabKthftr05Sx90UhKR39pMPIxac84Nou8Wzk1u2A/stP1F6KpCL8epgemdIZleATHE]pBOKHIQmD;‘
S/3U4p/bZarj tMFOHDThODE]jlywtRpkpPnge®3gmINoa2tz+Kff67kbQb@NhHIYZzPRpViaMEWZI9pgGHIZyuFdNrNRx68XS1i07sya7/i+c=

172800 1IN DNSKEY 257 3 8
AwEAAaz/tAmSyTn4Mfeh5ey196w5VexTBAkagJzkKTO1w1kabzxeF3+/4ng0q7HerlelFlExOLAJr5evaN7SWXgnLh4+BSxQINV28098kvAthNROxVQuCaSnIDdDSLH
5Apxz7LjVcluTIdsIXxuOLYA4/i1BmSVIzuDWfdRUThHdY6+cn8HFRM+2hMBANXGXws9555KrUB5qihy 1Ga8subX2Nn6UwWNR1IAKUTV74bU=

172800 1IN RRSIG DNSKEY 8 © 172800 20231111000000 20231021000000 20326 .
edSZMto/TSIDhBJRa7eXh7fCaDQQVVYGJSSXUCOJKGrD4YqunyZzpw6JKgBkPOSYWEMPbQEc+K1w93defL7pnyzOhWX8hY+onGxdfthmanoJbNTa1n151HrrBN6an4
otGrvY1fnzKpzH4WmZ j829BRGydkSPScqD9FnX3kHcoq/pHLu@TtGPP9bh9Uj /Lgd5ZHCGQtIGxJaNdzHsmg9F rrB6m5gd8nTXK0g==
. 86400 1IN ZONEMD 2023103000 1 241 B1EA1D45F5091E3A36C7C6DC3A251C39F193757A9A99F1FOFE8937ABA3B430B10154¢

86400 IN RRSIG ZONEMD 8 © 86400 20231112050000 20231030040000 46780 .
yACw9V181t3VOS4gYthDSQuab)thKBbZquLhLUhDe]41ryVWFBc+BcKOw6K74rkA)nUpF]GZhBSFFJyyrerTpr1quZH6sKUVG+0917kaxaTnR8K]wa0162970rOdJum
1gPsR544GULBVPVNVijtP8NrXHXIsD@hbx9cado3grFDatrhXj+JbR+wtFbo/8yhaZnm3gufbQnA6j9MxeXyw+DrCVoXz+tRX4uKQ==
aaa. 172800 1IN NS a.nic.aaa.
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Thank you for your attention!

Elmer Lastdrager
elmer.lastdrager@sidn.nl

@elmerlastdrager
@elmer@c.im

https://www.sidnlabs.nl/en




