Counterfighting Counterfeit

Detecting and taking down fraudulent webshops

Thymen Wabeke | RON++
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Who? Why?

« Consumer demand for counterfeit goods
* $1.2 billion seized at US border in 2017

« €670 million seized at EU border in 2016
* Low Investments, easy money

* Less attention by law enforcement
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https://www.cbp.gov/document/stats/ fy-2017-ipr-seizure-statistics | https://ec.europa.eu/taxation_customs/ node/976_en



Louis van Dijk on Twitter: "@k!c X +
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Louis van Dijk
@AllsenzA

@kleeman DM Hallo Mandy, 19 november B
heb ik via mandykleewein.nl een paar Dr. = NOS TELERERST ,;:;m M2
Martens schoenen besteld. Via creditcard
betaald maar schoenen zijn nooit geleverd en
maar de betaling van € 95 is bij mij wel
afgeschreven. Wil je voor mij uitzoeken waar
het is misgegaan.

8:11 AM - 7 Jan 2019

1 Like '
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mandy kleewein @kleeman - Jan 10

. Minimaal 1 op de 5 webshops i , denkt d
" Replying to @AllsenzA Raboygma PR TR WERRIRRS R RR e =

Vreemd. Deze domeinnaam is al een half jaar niet meer door mij in gebruik en umentenbond. Wereldwijd zijn er naar schatting 700.000

het is ook nooit een webshop geweest maar een site met mijn journalistieke VISA ps actief. Hoe kan het dat er online zoveel malafide
stukken. Ik zou contact opnemen met je bank en aangifte doen.

“ S zijn?
QO 2 T Q8 e

1 more reply nsumentenbond liet na eigen onderzoek 850 malafide

es verwijderen. Op die websites werden vooral

Werkproducten aangeboden voor spotprijzen. De producten

werden niet geleverd of bleken nep.

Webshopnamen overnemen

De werkwijze van de oplichters is inmiddels wel bekend, zegt




How to detect fake webshops at scale?

(.nl has over 5,9 million domain names)

LABS

B}




2016

2018

2019

2020

BrandCounter
Study with registrar (~3.7k domains removed)

Student project machine-learning based detection

Study with International Card Services (747 domains removed)
Development of FaDe (2088 domains removed)

Publication at PAM2020 ©
Future research...
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FaDe: a robust fake detector

Pro-active Accurate
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Photos: Marc A on Unsplash | TPapion Flickr | Sonja Langford on Unsplash



Adaptive by extracting rules

—- .
Rules Classical

Data —» programming

Knowledge-driven programming: — > Answers

Data Machine

Data-driven programming: — Rules

Answers ——» learning
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Source: Deep Learning with Python (Francois Chollet)



Machine-learning ingredients

Answers (i.e. ground truth):

« Examples found during earlier studies (469, Sept ‘19)

Data (i.e. features):
« WHOIS (registrar, registrant e-mail, re-registration)
* (Content (htmltitle, description, page type)

e Infrastructure(As, SMTP configured, TLS issuer)

Algorithm:

« Logisticregression
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Why logistic regression?

 Linear: interpretable by default

e (Calibrated: inferences have confidence measure

« Simple: less chance of overtfitting, computes fast

P(legitimate)
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Registrant e-mail domain

CounterSVvM

BrandCounter

100 1
50
0

4000
2000 1

sulewop snoididsng

[U"SA|
s9ooyeh
J3rooyeh
20'sbwumid
wod’|lewb
w02 ooyeA
1Uu'yeah
wod euls
wo>2 10936

WOD'€9T

wod xwb
wod ooyeA
W02 00ADS
wod'euls
wod’|lewxy
wod |lewb
19U'yeaA
Ww02'300[3n0
wo2’|lewjoy

Wod'€9T

s@}ms



Days betfore registration
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Hosting AS
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Fake Webshops

This page lists the domain names that are found by Padawans.

Show 100 jan‘mes

Copy = GSV

Domain Name

Added

2020-01-03
08:04:51.432482

2019-12-26
08:23:01.263207

2019-12-23

08:08:08.768590

2019-12-23

08:07:45.236334

2019-12-23
08:07:43.051879

2019-12-23
08:07:42.009627

2019-12-23
08:07:41.722979

2019-12-23
08:07:39.971509

2019-12-23
08:07:06.592282

2019-12-21

Registrar

Detect before they harm

Registrant Mail Feedback &

mail.com
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Search:

Phone

Whois
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Learn from feedback

E :{> | Intervention

Expert evaluation

@

Fake webshop ;Hétralning of

classification - ‘classification model
‘ New domain
example.nl LABS




Expert evaluation
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November peak: better model

* 458 found in November, overlooked in October

« 173 found in December, overlooked in November
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Next steps

Identify campaigns
Follow the money
Effective interventions

ﬂ - Expert evaluation ' E

Quality Score @
9.38

¢ -0.1% Fake websh'np ,Hétralning of
classification -. classification model

A

Publish results 4} Apply paradigm to
Share method S other use cases |
S ﬁ’ LABS

Photos: Roman Synkevych, Stephen Dawson and Michael Longmire on Unsplash

Better evaluation
Keep up-to-date
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