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Introduction

DDoS
« Distributed Denial of Services Attack
« Make service/machine unavailable

« Overwhelm the capacity of a site
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DDoS Examples

|y musT REaD: HTC's former CEO just launched this VR headset that comes with its own virtual world

RangeAmp attacks can take down websites and
CDN servers

Twelve of thirteen CDN providers said they fixed or planned to fix the

problem.
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Security

Mirai botnet: Dyn, OVH
(hosting provider),
Krebs On Security
(website), Deutsche
Telecom (ISP)
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DDoS attacks: ,
Amplification attacks
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SOME ATTACKS HAVE THE SAME CHARACTERISTICS




attacker

FBI kicks some of the worst ‘DDoS
for hire' sites off the internet

Zack Whittaker @zackwhittaker / 8:38 pm CET » December 20, 2018 E_] Comment

THIS WEBSITE HAS BEEN SEIZED

This domain has been seized by the Federal Bureau of Investigation pursuant to a seizure warrant issued by the United
States District Court for the Central District of California under the authority of 18 U.5.C. §1030(i)(1)(A) as part of
coordinated law enforcement action taken against illegal DDoS-for-hire services.

This action has been taken in coordination with the United States Attorney’s Office of the District of Alaska,
the Department of Justice Computer Crime and Intellectual Property Sect’n,

Natic w. fime Agency
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For additional information, see the FBI Public Service Announcement 1-101717b-PSA,
https://www.ic3.gov/media/2017/171017-2.aspx
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DDoS Clearing House Concept

Platform for sharing DDoS Characteristics (fingerprints)
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DDoS Clearing House Concept

e Continuous and automatic sharing of “DDoS fingerprints” buys
providers time (proactive)

* Extends DDoS protection services that critical service providers
use and does not replace them
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Project Objectives

* DDoS Clearing House with European
industry

. Key challenge: increase to
([ J
Pilot TRL 5-7 and grow
* Netherlands deployment 0
* Italy 3
* Cookbook
e Legal

e Technical



Starting Point: Pilot in the Netherlands
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Plus NoMoreDDoS and Dutch Continuity Board
http://www.nomoreddos.org/



2019 Accomplishments

* Experimental setup (ddosdb.nl) pilot NL
* Draft data sharing agreement for pilot phase 1
* Draft overall architecture

* Extensive dissemination (e.g., One Conference, Open Door Event)

* Key lesson learned: the legal part is much more time-consuming than
the technical part



2020 Plans

* NL pilot:
Translate the data sharing agreement from Dutch to English
Process DDoS attacks in regular basis

Share in non-production environment
Improve the software -

Login _mm

Collecting and Sharing the most important information
of DDoS attacks
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What is DDoSDB?

DDoSDB is a platform for helping victims of DDoS attacks, the academic
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Joins Us!

https://github.com/ddos-clearing-house/

CONC&ERDIA

Cyber security cOmpeteNCe fOr Research anD InnovAtion

joao.ceron@sidn.nl

SIDN, SURFnet, and the University of Twente were partly
funded by the European Union’s Horizon 2020 Research and
Innovation program under Grant Agreement No 830927.
Project website: https://www.concordia-h2020.eu/



https://github.com/ddos-clearing-house/

Thank you.




