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Introduction

DDoS
• Distributed Denial of Services Attack

• Make service/machine unavailable

• Overwhelm the capacity of a site

Are DDoS attacks a problem nowadays?



Mirai botnet: Dyn, OVH 
(hosting provider), 
Krebs On Security 

(website), Deutsche 
Telecom (ISP)

NETSCOUT report 2019 

https://www. https://www.zdnet.com/article/mirai-botnet-attack-briefly-knocked-an-entire-country-offline/ 
zdnet.com/article/rangeamp-attacks-can-take-down-websites-and-cdn-servers/

Amplification attacks
IoT

DDoS attacks: bigger, 
smarter and more frequent

DDoS Examples
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Botnet

attacker victim

victim

SOME ATTACKS HAVE THE SAME CHARACTERISTICS
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Botnet

attacker victim

victim
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DDoS Clearing House Concept

• Platform for sharing DDoS Characteristics (fingerprints)

attack 
summarization

central exchange

mitigation

investigation

research

attack 
data fingerprint

Detection

Mitigation
attack + legitimate

detection
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DDoS Clearing House Concept
• Continuous and automatic sharing of “DDoS fingerprints” buys 

providers time (proactive)

• Extends DDoS protection services that critical service providers 
use and does not replace them 

collaborator

neutral entity

Local
database

Central
database

collaborator

Local
database

Attack 
parser

Attack 
parser
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Project Objectives

• DDoS Clearing House with European 
industry

• Pilot 
• Netherlands
• Italy 

• Cookbook
• Legal
• Technical 

P-NL P-IT … EU

Key challenge: increase to 
TRL 5-7 and grow 

deployment
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Starting Point: Pilot in the Netherlands

Plus NoMoreDDoS and Dutch Continuity Board

CONCORDIA partner

CONCORDIA partner

CONCORDIA partner

http://www.nomoreddos.org/
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2019 Accomplishments
• Experimental setup (ddosdb.nl) pilot NL
• Draft data sharing agreement for pilot phase 1
• Draft overall architecture
• Extensive dissemination (e.g., One Conference, Open Door Event)

• Key lesson learned: the legal part is much more time-consuming than 
the technical part
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2020 Plans
• NL pilot:
• Translate the data sharing agreement from Dutch to English
• Process DDoS attacks in regular basis
• Share in non-production environment
• Improve the software 

DDoSDB
in-a-box

dissector converter



Joins Us!

https://github.com/ddos-clearing-house/

joao.ceron@sidn.nl

SIDN, SURFnet, and the University of Twente were partly 
funded by the European Union’s Horizon 2020 Research and 
Innovation program under Grant Agreement No 830927. 
Project website: https://www.concordia-h2020.eu/

https://github.com/ddos-clearing-house/


Thank you.


