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Background

» Short-bio:

» Data Scientist (SIDN Labs, NL)
» Previously: Post-doc (TU Delft, NL)
» Ph.D.: University of Twente (Advisor: Aiko Pras, NL)

» SIDN Labs:
1. Research arm of SIDN (.n1 registry)
2. Topics: DNS, Performance, Security and Stability
» E.g.: Giovane C. M. Moura, Ricardo de O. Schmidt, John
Heidemann, Wouter B. de Vries, Moritz Muller, Lan Wei and
Cristian Hesselman. Anycast vs. DDoS: Evaluating the
November 2015 Root DNS Event. ACM IMC 2016 [1]
» more on sidnlabs.nl
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Dyn DDoS October 21, 2016 attack: 1.2 Tbps

= €he New Pork Times c

TECHNOLOGY

Hackers Used New Weapons to
Disrupt Major Websites Across U.S.

DDoS attack that disrupted
internet was largest of its kind in
history, experts say

Schneier on Security

As more details emerge on last week's massive Dyn DNS DDoS, new analysis
indicated as few as 100,000 Mirai loT botnet nodes were enlisted in the
incident and reported attack rates up to 1.2 Tbps.
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Dyn DDoS October 21, 2016 attack: 1.2 Tbps

» Overloaded parts of Dyn DNS service

» Attacked the core infrastructure of the Internet
» Dyn is a DNS provider for:

>

vV vV VY VY VY VY

Twitter

Netflix

Spotify

Airbnb

Reddit

Etsy
SoundCloud
New York Times
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Other big DDoS

H briankrebs L & Follow
briankrebs

Holy moly. Prolexic reports my site was just hit
with DDOS the internet has ever
seelf. 665 Gbps. Jite's still up. #FAIL

020 e EOCEBRENEMN

6:02 PM - 20 Sep 2016

Figure: Brian Krebs (665 Gb/s) [2]

» Many other DDoS attacks lately: Root DNS [1] (35Gb/s), OVH
(1Tb/s), Rio2016 Olympic Games (540Gb/s) [3],
ProtonMail [4], and others.
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DDoS

Distributed Denial O+ Servioe
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Basics: what is a DDoS attack?

» A distributed denial-of-service is a coordinated attack to
slow/bring down a victim

» Done buy overloading some part of the system (pipe, cpu,
mem, etc.)

» There are many variations, but the basic idea is the same:
overload and bring it down

» Once down, they are prone to extorsion [5]
> It's an old type of attack; what’s new now it’s the economics

» Bad news is: they are getting bigger, cheaper, and more
frequent
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How is it taken place?
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How

What are the realistic current options ($):
1. Botnets: hijack other people computers
» cycles of infection and cleaning due to software updates

2. Booters: websites that sell DDoS for-hire, for few dollars [6]
3. loT botnets: brand new

» botnet on devices that are never updated
» Behind Brian Krebs [2], Dyn DNS 1.2 Tb/s attacks
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How: booters

theguardian

home ) tech UK world sport football opinion culture business lifes = all

Hacking
Teenage hacker jailed for masterminding
attacks on Sony and Microsoft

AdamMudd jailed for two years for creating attack-for-hire business responsible for
more than L.7mbreaches worldwide

‘Adam Mudd was 16 when he created Titanium Stresser, which was used to carry out more than 1.7 million
attacks. Photograph: Bedfordshire police/PA

Figure: The Guardian , 2017-04-25 https://www.theguardian.com/technology/2017/apr/
25/teenage-hacker-adam-mudd- jailed-masterminding-attacks- sony-microsoft "
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How: booters

v

Adam Mudd, then 16 yrs old, now 20
Jail time: 2 years

v

v

owner of booter known as Titanium Stresser

1.7 million DDoS attacks: Minecraft, Xbox Live and Microsoft
He made ~ US$ 400,000 in bitcoins

112,000 registered users!!! (demand)

v

v

v

v

One attack cost the victim 6 million pounds in defenses
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How: booters

vDos homepage

How do | purchase a vDos plan?

ot it o e
e Your i ety egion s e umency
s g ptra o

aecure art

More than
e

in two years

T A R with profit of

B e e, 0

"1999 "2009 "3999 "199.99

https://krebsonsecurity.com/2016/09/

israeli-online-attack-service-vdos-earned-600000-in-two-years/
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How: booters (DDoS as a service)

vV vV VvV v vV

Figure: nttp

empty-ddos-threa p—d(‘li rer-100k-to

Supplier: vdos and others

Clients: pay using bitcoin few dollars
Complexity cost: zero

Being caught: harder too

How to make money: extortion

INSIDER SignIn | Register

NEWS
Empty DDoS threats deliver $100K to extortion group
There's no evidence that companies that declined to pay extortion fees to the Armada

ve were attacked, researchers say

m/article/3061813/security/
xtortion-group.html
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 http://www.computerworld.com/article/3061813/security/empty-ddos-threats-deliv er-100k-to-extortion-group.html
 http://www.computerworld.com/article/3061813/security/empty-ddos-threats-deliv er-100k-to-extortion-group.html

How: loT botnet

v

Botnet of loT devices: cameras, TVs, thermometers, etc.

v

Once built, never updated
Asymmetrical incentives:
» those who built # those who suffer attacks

v

v

So once infected, never cleaned

v

Has been predicted for years (those “paranoids”)

v

It's a reality now: Mirai botnet
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How: loT botnet

Supplier: vdos and others

Clients: pay using bitcoin few dollars
Complexity cost: zero

Being caught: harder too

How to make money: extortion

Bruce Schneier l0T Essay: https://www.schneier.com/blog/
archives/2017/02/security_and_th.html

vVVvy vy VvV VY

Selling a spot on |OT botnet with 180k bots growing daily

ing uel: {URL] (/URL
MAIL] [/EMAIL)

Listin
Jabber: [E

° A - e [0

F|gu I€: nttp://www.forbes.com/sites/thomasbrewster/2016/10/23/
massive-ddos-iot-botnet-for-hire-twitter-dyn-amazon S mLABS
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Why is this happening now?
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Who? and why?

» who: many actors:

vV vy vy

v

school kids that don’t wanna do an exam

Gamers on other players

criminals for extortion [5]

activists trying to make a point (Wikileaks case back in
2011 [7])

Nation States (e.g.: North Korea has little too loose)

» Others
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Who? and why?

» why: many reasons:

1.

koD

6.

profit

revenge

cyber war

political reasons

diversion: distract from the real attack
reconnaissance

» Little risk in being caught

» Tools are simple — website & bitcoins
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Attacks to the core part: case study DNS
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Attacks to the core part: case study of DNS

v

The impact of a DDoS depends on how crucial is a target
» E.g.: gaming sites going offline lead to financial losses, and
users irritated
» Different form Government websites

v

However, there are some attacks that aim at the core parts of
the Internet

v

Those have the potential to impair many services/users

v

Let’s not forget about collateral damage: ProtonMail [4]
datacenter having issues during DDoS
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Case Study: DNS

» We will cover two attacks to the core of the Internet: The Root
DNS Event of November 2015 [1]
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Case Study: DNS

» There are two main types of DNS server:

1. DNS Resolvers: the ones who “ask” (e.g.: 8.8.8.8)
2. DNS Authoritatives: those who know the answers (e.g.: the
Root DNS).

DITIONAL: 1
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Root DNS: resolving a name

m (1) example.nl =

Figure: Resolving a Name
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Root DNS: resolving a name

) .nl?

Figure: Resolving a Name
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Root DNS: resolving a name

) .nl?

G (1) example.nl

Figure: Resolving a Name
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Root DNS: resolving a name

) .nl?

G (1) example.nl =

Figure: Resolving a Name
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Root DNS: resolving a name

) .nl?
@

4) example.nl ?

G (1) example.nl

(5) example.nl is .

Figure: Resolving a Name
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Root DNS: resolving a name

) .nl?

< ) (1) example.nl

(6) example.nlis  (5) example.nl is .

Figure: Resolving a Name
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TLD Operations and Datasets

Domain Registration
Registrar
Registrant / Registry
Reseller

Domain Resolution

DNS Re-
solvers

Authori-
tative
Name

Active Scans

Datasets

Figure: TLD Operations: registration (left), domain name resolution
(right), and derived datasets.
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DNS: tree-like structure

» DNS operates in a tree-like structure: to know where is the .nl,
you need to know where the Root DNS addresses are

» some domains have their own authoritatives servers (NS
records)

» Wikipedia.org has ns2.wikpedia.org, ns1.wikipedia.org, and
ns0.wikipedia.org
» They manage any *.wikpedia.org domain

» However, if the .org servers are not reachable, some users
may not be able to resolve wikipedia.org

» The same occur for the the Root DNS
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DNS: core part

» By attacking core Authoritatives servers, an attacker may
make unreachable many of their clients

» E.g.: Dyn DNS is a big DNS provider

» Their auth servers, who provide authortitative server for Netflix
and others, had problems during a DDoS

» Even though the web servers of their clients were fine, up , and
running, their DNS were not

» In other words: users could not map domains to IP address,
thus use their systems
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DNS: core part

» So what DNS operators have done to improve DNS
resiliency?

» Glad you asked!

» In short: layer after layer of redundancy. For example, the

Root DNS:
1. 13 root server letters (A-M), each of them authoritative for the
root zone
2. each letter has multiple sites (using IP anycast, 1 IP = multiple
locations)

3. each site has multiple servers (load balancers)
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IP Anycast Background and Terminology

Servers
(internal
load balancing)

Sites
(unique location
and BGP route)

| Root letters
I (unique IP
anycast addr.)

(recursive resolver
@ and its root.hints)
Figure: Root DNS structure, terminology, and mechanisms in use at each
level.




Root DNS: 500+ locations, 1000s servers

» 13 Root Server letters (13 IPv4 addrs, 13 IPv6 addrs, 500+
locations)

» 1000s of physical/virtual servers

Leaflst | Map data © OpenStreetMap contributors

Figure: Root Servers Geo-location (source: root-servers.org)
{DN
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Root DNS DDoS: Nov 30th, 2015

v

35 Gb/s direct attack on 10 of the 13 letters
It was a large attack back then

v

v

Due to lots of redundancy, impact on users was minimal

v

Last 1 hour, and a second event lasted another hour later
We analyze these attacks also using Ripe Atlas probes

» 9000+ small devices that carry out continuous measurements
» Maintained and supported by Ripe NCC

v

v

We showed how IP anycast behaved under stress [1]
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Root DNS DDoS: Nov 30th, 2015

sites sites
letter operator reported observed

A Verisign 5 (5, 0) 5
B USC/ISI 1 (unicast) 1
C Cogent 8 (8,0) 8
D U.Maryland 87 (18,69) 65
E NASA 12 (1,11) 74
F ISC 59 (5, 54) 52
G U.S. DoD 6 (6, 0) 6
H ARL 2 (pri/back) 2
I Netnod 49 (48,0) 48
J Verisign 98 (66, 32) 69
K RIPE 33 (15, 18) 32
L ICANN 144 (144,0) 113
M WIDE 7 (6,1) 6

Table: The 13 Root Letters, each operating a separate DNS service, with
their reported architecture (number of sites with local/global sites [8], B

unicast, H primary/backup), plus the count of sites we observe N
SB)’LABS



Root DNS DDoS: attack at letter level
5000 _U ' _U l’
m
ool U1

K — A D—L M —

0
0 51015202530354045 0 5 10 1520 25 30 35 40 45
hours after 2015-11-30t00:00 UTC

number of VPs with successful queries

Figure: Number of VPs with successful queries (in 10-minute bins). (All
plots are scaled consistently, with nearly 9000 VPs across 48 hours of
observation. In all graphs, dotted lines highlight approximate event start

N
times. Here they also show the lowest values for the dips.) SE“‘“‘BS



Root DNS DDoS: attack at letter level

350 T T T T T B-Rool —
L G-Root ——— C-Root
300 G-Root =—— |
h H-Root
K-Root =

250 b
m
£

200
E \ B-Root N
« 'l
c
8 150 Y
©
8 |
E H-Root

100 | “hoo

-— C-Root —_—
L -— K-R
50 ™ oot )\
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0 5 10 15 20 25 30 35 40 45
hours after 2015-11-30t00:00 UTC

Figure: Median RTT for some letters during the attacks. Letters with no
significant change (A, D, E, F, |, J, L, and M) are omitted.
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: attack at site level

Root DNS DDoS

» Some sites on the same IP are more affected than others
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Root DNS DDoS: attack at server level

800
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400
300 A A At b
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Figure: Reachability for individual servers from K-FRA (top) and K-NRT
(bottom).
smmss



What can we do?

S @ LABS



What can we do? Anycast (sites isolation)

@ . 1SP2
@ . ISP3

anycast sites

clients and attackers

i

AO+Al <sl: do nothing; H=4

A0 <sl and AO+A1 > s2: shed load; H=4
— vs. H=2 if do nothing
3. AO0>sl and AO+A1 <s3:

keep only big site; H=4
—  vs. H=2 if nothing

4. AO0+A1 > S3: do nothing (s1 is degraded
absorber); H=2

0

= with today’s uncertainty:
“do nothing” looks good

= future goal: what is needed
(measurement and control) to do better?
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What can we do? Anycast

99<1and 198> 1 1. AO0+Al <sl: do nothing; H=4
ar=w o 2. AO<sl and AO+AIl > s2: shed load; H=4
Rt O] — vs. H=2 if do nothing
ol gee” 3. A0>sl and AO+A1 < s3:
(] Q A keep only big site; H=4
— vs. H=2 if nothing

4.  AO0+A1 > S3: do nothing (s1 is degraded
absorber); H=2

= with today’s uncertainty:

@ @] “do nothing” looks good

= future goal: what is needed
anycast sites cliants and attackers (measurement and control) to do better?
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What can we do? Anycast

49>1and9.8<10 1. AO0+A1 <sl: do nothing; H=4
a=29 oo 2. A0 <sl and AO+A1 > s2: shed load; H=
— vs. H=2 if do nothing
3. A0>sl and AO+AL <s3:
keep only big site; H=4
— vs. H=2 if nothing

4. AO0+A1l > S3: do nothing (s1 is degradec
absorber); H=2

= with today’s uncertainty:
“do nothing” looks good

= future goal: what is needed
anycast sites clients and attackers (measurement and control) to do better?
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What can we do? Anycast

210 1. AO+Al <sl: do nothing; H=4
e 2. AO0<sland AO+AL > s2: shed load; H=4
— vs. H=2 if do nothing
3. AO0>sl and AO+AT <s3:

keep only big site; H=4

— vs. H=2 if nothing

4. A0+Al1>S3:do nothmg (sl is degraded
: = absorber); H=2

@ .c2 1SP2

= with today’s uncertainty:

@ @ “do nothing” looks good

= future goal: what is needed
anycast sites clients and attackers (measurement and control) to do better?
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What can we do (in general)

» Traditional on-the-fly filtering
» Cloud-based traffic scrubbing ($): big business
» Cloudfare, Akamai....

» Latest attacks: core infrastructure of the Internet — should
the government should be involved?

» NaWas: Dutch association for companies
» Enforce standards and practices: BCP 38

> Real issue with loT: asymmetry, not clear how to solve it
» DARPA loT Security Challenge: automate defenses

» http://www.nytimes.com/2016/10/17/technology/
security-internet.html

» Forecast: it nothing is done, it will get worse
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What can we do

» Bruce Schneier has a great essay on the subject:
https://www.schneier.com/blog/archives/2017/02/
security_and_th.html

» He advocates government regulation, like the auto industry
» Some not yet convinced

> Issue with market asymmetry: those making vulnerable loT devices
are not the ones experience the attacks

» Nowadays, filtering, cloud-based defense, and overcapacity are
your best options

» When is it all going to stop?
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Questions?

» Contact:

» http://sidnlabs.nl
» giovane.moura@sidn.nl

» Thank you for your attention
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