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SIDN

• … is the registry and operator of the Netherlands’ .nl country-code top-

level domain (ccTLD).

• … is a not-for-profit private organization with a public role based in 

Arnhem, the Netherlands.

• … aims to increase society’s confidence in the Internet.

.nl = the Netherlands

18M inhabitants

6.1M domain names

3.7M DNSSEC-signed

8B DNS queries/day

8.6B NTP queries/day



Heterogeneous and fault-tolerant DNS infrastructure



• Technical experts, diverse
in seniority and 
nationality

• Help SIDN teams, write 
open-source software, 
analyze large amounts of 
data, conduct 
experiments, write 
articles, collaborate with 
universities

• M.Sc students help us 
advance specific areas

SIDN Labs































Why?



Everaldo Coelho and YellowIcon, LGPL,

via Wikimedia Commons

Distributed Denial of Service (DDoS)



https://www.digitalattackmap.com

https://www.digitalattackmap.com/




Mirai vs

1.2 Tbps

From ‘only’ 100.000 devices



































































Caspar Schutijser

Research Engineer

caspar.schutijser@sidn.nl

Q&A
https://sidnlabs.nl

https://github.com/sidn/spin
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