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Today’s Goals

1. Security = Economics 2. Security = People

* two case studies * one case study

From an operator’s perspective

(But what is an operator?)
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« Data Scientist at SIDN Labs m
A JAALEL

* research team of SIDN, .nl registry
+ Assistant Professor at TU Delft

» Research focus on operations

(Slides will be online, content in red is a clickable link)
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In reality

INDUSTRY
Data
Experience
Problems

ACADEMIA

RQs [Sweet spot

Expertise

» Google has a nice paper on Industry/Academia collaboration P
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https://dl.acm.org/doi/pdf/10.1145/3503954.3503960

Example of Industry/Academia collaboration

» We (SIDN Labs) teamed up with SIDN OPs and B-Root OPs (USC/ISI)

» Goal: solve many open questions in DNS operations
» Outcome: 7 papers, and RFC9199

Independent Submission G. Moura
Request for Comments: 9199 SIDN Labs/TU Delft
Category: Informational W. Hardaker
ISSN: 2070-1721 J. Heidemann
USC/Information Sciences Institute

M. Davids

SIDN Labs

March 2022

Considerations for Large Authoritative DNS Server Operators

Recent research work has explored the deployment characteristics and
configuration of the Domain Name System (DNS). This document
summarizes the conclusions from these research efforts and offers
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Today’s presentation

Working on a DNS operator

Security = Economics
Case 1: Counterfeit webshops

Case 2: Online (logo) impersonation

Security = People

Case 3: Vulnerability Disclosure
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Working on a DNS operator

23
sE FUDelft
8



Common reactions when people hear “DNS”

Reaction #1

DO NOT CARE, GOODBYE

@EFFINBIRDS
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Common reactions when people hear “DNS”

Reaction #2

HERE WE H
/

memegeneratcr net 10
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Working for an operator taught me a lot

1. They know WAY more than any academic
2. They focus is to run their systems
3. They appreciate research contributions

4. Their feedback is better than any reviewer in papers | ever had
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DNS and college

CSE gets like what? 30min about DNS?

DNS in college:

DNS in an operator:
7.
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What is DNS?

+ several protocols

« distributed database

* client-server-server architecture
* routing

* governance

* security

* performance

» 2000+ pages of documentation (DNS Camel)
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https://powerdns.org/dns-camel/

DNS as a distributed database

e Each node in the tree

Root Zone is managed by a
registry: ICANN different organization
......................................................................................... o VVhy?

(.es RED.es
.com: Versign, .nl: SIDN)
top-level domains

example.com
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.com
.nl
.es

A DNS registry and .nl

Domain Registration Domain Resolution
Authori-
Registrar Tt DNS
Registrantf / Registry aive Re-
Name
Reseller solvers
Servers

Active Scans

Datasets

Figure 1: TLD operations: registration (left), domain resolution (right), and datasets.
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Security = Economics
Case 1: Counterfeit webshops

Case 2: Online (logo) impersonation
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Back in 2016 ... strange websites

« We stumbled on these websites
while looking for phishing

» They were rather odd

* We had many questions:

1.

does anyone even buy from
them?

. what is their business model?

how many they were (on .nl)?

. what can we do about it?

NIKE AIR MAX 1

Figure 2: Screenshot of 2016 .nl website
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Does anyone even buy from them?

* Yes, they were
» Scam: getting fake or no product

+ Dealing with financial losses

~"Consumenten voor 5 miljoen
euro opgelicht via nepwinkels op
sociale media’

Figure 3: NOS news (2018)
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https://nos.nl/artikel/2258095-consumenten-voor-5-miljoen-euro-opgelicht-via-nepwinkels-op-sociale-media.html

OK, so what to do about it

« SIDN is a Internet registry, not the
police

» But we have a mission to make the
.nl zone safer for users

» And we were sitting on the data
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OK, so what to do about it

« SIDN is a Internet registry, not the + Ethical dilemma:
police « Turn the blind eye OR

- But we have a mission to make the * Do something about it
.nl zone safer for users * We talked to our lawyers

« And we were sitting on the data » We need to conform to our

mandate and EU and NL laws
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OK, so what to do about it

« SIDN is a Internet registry, not the + Ethical dilemma:
police « Turn the blind eye OR

- But we have a mission to make the * Do something about it
.nl zone safer for users * We talked to our lawyers

« And we were sitting on the data » We need to conform to our

mandate and EU and NL laws

We decided to go ahead and measure it

23
sE FUDelft
19



What is their business model?

 Counterfeit (fake) industry is huge:
books, computers, shoes, bags
» Border seizures:

« EU 2022: €2B
+ US 2023: $ 1.5B

Prs —hd

» Luxury goods have a massive If you buy a fake from the street, you
demand know it

* but not online

* s0 we got involved
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What is their business model?

» The business model goes like this:

1. Consumer demand [7]

2. Manufacturing in China [3]

3. These webshops connect both of
them

Security is about Economics
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How many were on the .nl zone?

» Back to 2016: we stumbled on them
» We realized they all share a similar pattern:
1. long html <title> tags

1 <title>Vans Schoenen On Sale 70% OFF |Geen

verzendkosten</title>

2. tags listing many brands (Nike, Reebok, Gucci, you name it..)
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How many were on the .nl zone?

» Back to 2016: we stumbled on them
» We realized they all share a similar pattern:
1. long html <title> tags

1 <title>Vans Schoenen On Sale 70% OFF |Geen

verzendkosten</title>

2. tags listing many brands (Nike, Reebok, Gucci, you name it..)

* Question: Why this tactic?
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How many were on the .nl zone?

» Back to 2016: we stumbled on them
» We realized they all share a similar pattern:
1. long html <title> tags

1 <title>Vans Schoenen On Sale 70% OFF |Geen

verzendkosten</title>

2. tags listing many brands (Nike, Reebok, Gucci, you name it..)

* Question: Why this tactic?

» Search Engine optimization — more clicks, more money [8]
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Our measurements

1. Get all .n1 domain names (5.8M)
* private data
2. Scrape their websites (if they have)
» We used DMap [9], we are trying to open it
3. We deployed “state-of-the art” ML to detect
 simply count the number of brands on <title>
1 <title>Vans Schoenen On Sale 70% OFF |Geen

verzendkosten</title>

« if > 5, thenflag it

» (we precompiled a list of brands and discount words)
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They were taken down

« We could not take them 3 :Zggg [ N B #1‘ Suspicious domains 7
down £ SeEL Tl New domains
£ 10000 r Reg. A |
a0 g [}
 We notified registrars; they 3 8000 ¢ 1
could 3 6000 Notification #3 |
o
‘a
%)
« Scams removed from the g

.nl zone.

More info: See PAM2020 paper [6]
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https://www.sidnlabs.nl/downloads/6tIo0U3dqydRSP781LYgDP/44c1378c5ed5a66d649a1dcfbbf13930/wabeke20a.pdf

Working on a DNS operator

Security = Economics

Case 2: Online (logo) impersonation

Security = People
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Online Impersonation

» Many websites display numerous
logos.

» These logos often imply
endorsements.

» More logos, more money?
+ Security = Economics
» However, anyone can place any
logo on their website.

» This raises the question: Are
logos being misused?

Figure 4: Legit website with Logos



Detecting Logos != Detecting text

You need:
1. A list of websites

2. Visit them and “find” the logos:

« Download each element OR
e Generate a screenshot

3. Detect the logo somehow
* You can use ML for that




Case study: Government of Netherlands Logo misuse

My colleagues at SIDN Labs teamed up Logo Rijksoverheid
with a agency of the NL Government

Goal: identify misuse of Rijksoverheid logo
See PAM2022 [5] paper

We focused on the .nl1 zone, which SIDN
runs



https://www.sidnlabs.nl/download/logomotive-pam-preprint

How does LogoMotive work?

—0—iE:

Automatically visit

List of 6.2M+ .nl d hot Apply logo detection Upload results to
domain names :Trébsiire'zens 0 to the screenshots online dashboard
W s %,

s L= FUDelft
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Detecting logos misuse with YoLo

Volg ons

* YoLo gives you a e

confidence score il — M

@ VouTube

 from O to 1 ’ v e
* You choose your threshold Detd

with

an

based on FPs
EMMI'#EWW 1 0.98]

ECE|

i b

Mede mogelijk gemaakt door

sidn 0.9/
):g kpn vodafone & [Zig 2 .rI:.. Go gle

2% Microsoft p$ZLITIE
2 mswnn kel 0.95]
X £ =
O vz Q... gz
ACM % CansuWijzer f:"f: :.::':;»?‘":m“ Union

(’\Z}'ﬁg internetten.nl

2




Generating training datasets

* YoLo requires labeled data
« So we've generated it

Value

Screenshots generated 64,893
Synthetic training samples 100,000
training set 95,000
validation set 5,000

Table 1: Datasets used for raining and validation.
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Generating training datasets

B o e O S

@@z +

ES

Random screenshot Resulting datapoint

Delft
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Evaluating the model

= (Government
Trustmark

0.0 | ] y ! | | |
0.70 0.75 0.80 0.85 0.90 0.95 1.00

Confidence threshold

Figure 5: Recall performance of LogoMotive at confidence thresholds. The vertical
line denotes our chosen threshold.



Results (thanks folks who validated it)

Total 12862 (100.00%)
Without gov. logo (FP) 1164 (9.05%)
With gov. logo (TP) 11698 (90.95%)

Benign 10595 (82.37%)
Government impersonation 151 (1.17%)
Phishing 3 (0.02%)
Potential threat 73 (0.57%)
Other (false endorsements, satire, etc.) 75 (0.58%)
Government domains 952 (7.40%)
In portfolio 636 (4.94%)
Not in portfolio 316 (2.46%)
Added 109 (0.85%)
Pending 207 (1.61%)

Table 2: Manual validation results for government impersonation case study.



On the paper

. See PAM2022 [5] paper LogoMotive became a brand protection service

for more details

otec your business  Oursecurty approach  Newsand blogs  Conact

e There was a second case
study

Q0 Protect your brand

]ulllemerk.nl against phishing and

N reputational damage
julliemerk.com

julliemerkk.org

jullie-merck.eu

¢
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https://www.sidnlabs.nl/download/logomotive-pam-preprint
https://www.sidn.nl/en/product/sidn-brandguard

You can also DIY!

You don’t need private data:
1. Get DNS zone files

» Sweden’s .se is open
» ICANN CZDS has all gTLDs, and . com,

.net, and .org
» Ask your country ccTLD

2. Get an open-source crawler

+ Mercator from DNSBelgium
3. Figure out problems

 Detect X impersonation y &
s £l FU Delft
37


https://internetstiftelsen.se/en/zone-data
https://www.icann.org/resources/pages/czds-2014-03-03-en
https://github.com/DNSBelgium/mercator

Security = People

Case 3: Vulnerability Disclosure
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Vulnerability Disclosure

* “In practice, the theory is different”

(my Electricity and Magnetism
professor at college)



Vulnerability Disclosure: Theory
y ) repifice us
vuneruliity
®

Vendor it
coolnenuner
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Vulnerability Disclosure: Practice

5
Sm“‘“ TUDelft
La persistencia de la memoria, Salvador Dali, 1931 41



There is not even terminology consensus

What's the different between:

Private Disclosure
Public Disclosure
Full Disclosure

Responsible Disclosure

o M @b~

Coordinated Vulnerability Disclosure

%
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Private Disclosure

You tell only the vendor

They decide to do whatever they
want

Commonly used in the past
* Outcomes:

» Being ignored

* Legal threats [4]

o 23
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Full Disclosure

» The opposite of private disclosure:

r kid interestedy
y, crawly insect{il
other arthropod: 1

If the answer is yes, tJ
want to check out a #§
hook created by the
sist who directsg

Universiz

* You tell everyone, everything

» Only way to bring public scrutiny to
vulnerabilities[4]

» It removes the veil of secrecy A &

%
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In between both: “Responsible” or Coordinated Disclosure

* This is simply Full disclosure with an
embargo:
* You give a vendor some time to fix it
+ US Cert suggests: 45 days
» Google Project Zero: 90 days
« After it, you are “free” do disclose it

e But WOULD you?
» Imagine you vs one of the Big Tech
companies?

23
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Evolving terminology: use Coordinated, phase out Responsible

+ “Responsible” disclosure implies a moral
duty on whoever found the bug

» The responsible is the vendor! They
created the bug

» Coordinated Vulnerability Disclosure
(CVD) is the preferred term

It removes the onus on the researcher and
has not moralistic label

> Kwetsbaarheid melden (CVD) >

CVD-meldingen formulier

Wanneer u een technische kwetsbaarheid heeft gevonden in een systeem
van de Rijksoverheid, kunt u dit bij het NCSC melden. Het maken van zo'n
melding heet Coordinated Vulnerability Disclosure (CVD). In ons #CVD-
beleid leest u meer over deze en andere type meldingen die het NCSC
oppakt.

CVD is used by the NCSC-NL
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sE FUDelft
46



Software bugs: there’s plenty

* 0.5 to 25 bugs per 1000 LoC [1] 35000
» CVE catalogs vulnerabilities e

25000
* No clear end in sight

20000
15000
+ software becomes more complex
+ weak incentives to make secure

# CVE entries

10000
5000

2000 2005 2010 2015 2020
software ST

Figure 6: Yearly vulnerabilities listed by
CVE.

%
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What do if you find a software bug?
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What do if you find a software bug?

» Keep it private
» Sell it (See HackerOne)
» This one will not fix the issue
» Can empower attackers
elsewhere
* 1M USD for 0-day 10S bugs
« Disclose it
» the most ethical choice




So we found one bug

It affected Google Public DNS

It caused 50% traffic increase on
New Zealand’s .nz DNS server

1200

§ 1000 - all domains
* Important: é o
« Third-parties were the victims, G 400 [ Cydic Dependency Event
g 200 . Wlic domains A and B
not GDNS 0 5 5 5 i
+ What to do? & @@'& r&'&& @'&& »&'”"&
« There were not many papers oey (€020
telling 1st hand experience
* Uncharted territory
s Qv FuDelft
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TsuNAME Vulnerability

Clients or resolvers would loop

Authoritative

* |t could overwhelm authoritative Servers
(Targets)

DNS ServerS ...........................................................
Resolvers

» Google has far more capacity than
most Operators ............................................................

An attacker could aim GDNS at
DNS servers

Figure 7: TsuNAME attack.
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So what did we do?

» We knew some folks at GDNS
» So we notified them personally

* (Private disclosure)

23
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So what happened?

EEE
EREE
EEE
EEE
EEE
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So what happened?

EEE
EEE
EEE
EEE
EEE

But why?

Security = People 5
s G FuDelft
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We made lots of mistakes

» So we wrote a paper about it [2]
» 1st hand experience
» And lessons learned
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TsuNAME disclosure timeline

Google Disclosure /évcroup Disclosure Public Dlsc-«@
9

o5
N N &
& & & & & &
D & i
@é@’p /\&,,,0\\@% Q\a_,c & " AN \o S \_yv )
Sty s F T FFEF E
¢ @ N T SN @
AR ) N S S N
& 000% N3 & 5 N\ &
f f f f f f * f
Google Fixes Public DNS Cisco Fixes OpenDNS
(2021-02-04) (2021-04-15)

Figure 8: TsuNAME disclosure timeline
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tsuname.io

Lesson 1: Full disclosure improves security for everyone

.nz has 50% traffic increase on TsuNAME

» We wonder why there had been no public
reports on it

« given it had a big damage potential

We decide to disclose it

It was ultimately fixed

 Improved security for everyone
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Lesson 2: Disclosure has ethical implications

» Don’t disclose and others can become
victims
* Our initial private disclosure only to
Google did not work
* it was our mistake
» We first notified all vendors in the group
disclosure phase
« they all release reports on the
vulnerability
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Lesson 3: ask help to reduce burden

» We disclosed it in many venues, in 4
languages
* It took lots of time and energy

» US-CERT has a vulnerability disclosure
coordinator to help

* so you don'’t have to do it yourself
+ they take away all emotional/legal burden

23
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Lesson 4: You don’t have the complete picture

* During our Q&A at OARC34 group disclosure,
two ccTLD operators told us they had been
victims of it before

* .nz had 50% traffic increase, an european
ccTLD had 1000%.

» The other said it had tried private disclosure
many times

* we could not verify it
* but is an example of why private disclosure

does not work

23
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Lesson 5: Prepare for stressful reactions

You can’t make everyone happy

+ Positive reactions: Google, BIND, Cisco OpenDNS, Unbound

» Negative: one operator said it was fear-mongering, other said it was a
known problem

* it was partially known, but not at this scale
« there’s a IETF draft now that covers it

» The primary goal is not to please everyone but to fix the problem

23
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Improving the disclosure process

1. Clarify vendor roles and timeframes:

» Most guidelines don’t cover roles

» Vendors can sit on a disclosure
» Their bug system is also vague timeline wise:

» TsuNAME on Google: “P2 issues need to be addressed on a reasonable
timescale”

2. Update and endorse CVD guidelines

» We need guidelines that protect individuals who disclosure
» With clear timeframes
» And concise

Security= People %
y=reop sE FUDelft
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Conclusions

» We covered two cases where Security = Economics

* One case where Security= People

» Operators have a lot to gain from academia and vice-versa
* It's a win-win situation for both

* More info: https://sidnlabs.nl

* You can do an MSc Thesis internship with us
+ or work with us
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