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Aim of this BYOL
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Aim of the BYOL

« Have your lunch
« Find out if we need to change the present Internet:
- Examples, use cases, solutions, demonstrators

* Brainstorm with you
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Scoping for today
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Scoping today

« Concentrate on inter-network and upto and including the network layer

» Not looking at: software vulnerabilities of end hosts or malicious Internet
content

e Multi-domain, governance, trust and deployment aspects are important from
the start

* Focus on realistic/practical use cases and demonstrators

« Evaluate existing technologies using open source code and active communities
with testbeds. Supported by IETF/IRTF and/or other
standard/recommendation bodies

« Hands-on using an experiential approach:
interconnected 2STiC testbed

« Key words: Security, stability and transparency... LABS




Faithful transparency

* User:
* to provide a sense what the system is doing and why
» to understand why one particular prediction or decision was reached
» to feel comfortable with a prediction or decision so that they keep using the system
» tolead into some action or behaviour
« Provider (network or service):
 to understand how their system is working, aiming to debug or improve it
 to facilitate monitoring and testing for safety standards
* Society:
* tounderstand and become comfortable with the strengths and limitations of the system

LABS

 to audit a prediction or decision trail, particularly if something goes wrong S @5




IPv4/IPv6: Internet Protocol




IPV4/1Pv6: Internet Protocol

« Established

» Using feature set of IPv4/IPv6 as a reference/base-line

Static source NAT

I
Fas0/1 O

Chent Ciscozine Server web

172.16.0.5 10.0.0.100

The source IP address is translated when the
- | packets leave the outside interface (Fa0/1)

IP SRC: 172.16.0.5 IP SRC: 10.16.0.5
{ IP DST: 10.0.0.100 } [ IP DST: 10.0.0.100

© ciscozine.com

Source: https://www.ciscozine.com/nat-and-pat-a-complete-explanation/




Lessons learnt from 40 years of networking

e Multipoint (“dissemination”) services are needed beside
unicast services (“conversations”)

« Mobility (movement between networks) has shown
to be pivotal

« Support for quality guarantees (e.g. latency guarantees
for autonomous vehicles) is becoming important

« Some applications need path control and verification (e.g. evading certain jurisdictions)

« Self-determination/transparency on the use of user-data (ads, profiling, steering) is
needed

* Security awareness has grown enormously and thus security service are needed (against
e.g. DDoS, BGP hijacks)

» Local incidents should not have global effects (e.g. a CA compromise, BGP hijacks E‘
S (LABS




Some threads
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an in the middle

{ SCION-bookpdf PGl M What is MITM (Man in the Mid: X [l - x

<« c @ @ W & httpsy//www.imperva.com/learn/application-security/man-in-the-middle-attack-mitm/ B - ©% no@Ee =

L}
Imperva Products Support Partners Resources Blog About us Login
L ]

Home > Learning Center > Application Security > Man in the middle (MITM] attack

Man in the middle (MITM) attack

32.4K Views Application Security, Threats

(&) What is MITM attack

N Learning Objectives
7N A man in the middle (MITM) attack is a general term for when a perpetrator positions
| o)
\__/ himself in a conversation between a user and an application—either to eavesdrop or to ® Understand the concept of
N impersonate one of the parties, making it appear as if a normal exchange of MITM attack
']\in/) information is underway. e Learn about MITM attack
. ) ) . . . progres
TN The goal of an attack is tc steal personal information, such as login credentials, i Hello, how may | help you? }
(=)
\\-/’ account details and credit card numbers. Targets are typically the users of financial ® Learn about MITM attack

X By using this site you agree to the use of cookies for analytics, personalized content, ads, and as described in our Cookie Policy. Learn More
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avesdropping

@ 1508.01651.pdf #| Nationaal Codrdinator Terroris X %) TK-bijlage-geintegreerde-risic. X { SCION-bookpdf Eavesdropping Attack X I - [l X
< 4] @ @ nhttpsy//www.investopedia.com/terms/e/eavesdropping-attack.asp B - 9% n O ® e =
. ~
e Investoped|q EDUCATION MARKETS SIMULATOR YOUR MONEY ADVISORS ACADEMY =% Q

FINANCIAL TECHNOLOGY & AUTOMATED INVESTING > FINANCIAL

TECHNOLOGY
Financial .
Technology & Eavesdropping Attack
Automated -
Investi ng REVIEWED BY JAKE FRANKENFIELD | Updated Mar 10,2018
> FINANCIAL TECHNOLOGY What is an Eavesdropping Attack
An eavesdropping attack, which are also known as a sniffing or snooping attack, is
AUTOMATED INVESTING an incursion where someone tries to steal information that computers,

smartphones, or other devices transmit over a network. An eavesdropping attack
BLOCKCHAIN TECHNOLOGY T L .

takes advantage of unsecured network communications in order to access the

data being sent and received. Eavesdropping attacks are difficult to detect

because they do not cause network transmissions to appear to be operating

abnormally.

BREAKING DOWN Eavesdropping Attack

Investopedia uses cookies to provide you with a great user experience. X
By using Investopedia, you accept our use of cookies.
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Prefix hijack

Meetecho ngP! A Study on Qua B 1508.01651.pdf w| Nationaal Coor | TK-bijlage-gei P draft-iab-fiftyye A review of cyb I A review of cyb 1-52.0-5016740481 @ For two hou
C @ ® & htp chunk-of-european-mobile-traffic-was-rerouted-through-china/ B - w neomEe® =
W = __________________________________________________________}
For two hours, a large chunk of European
mobile traffic was rerouted through China

It was China Telecom, again. The same ISP accused last year of "hijacking the vital internet backbone of western
countries’

v.zdnet.com/article/for-two-h

Q By Catalin Cimpanu for Zero Day | June 7, 2019 -- 19:41 GMT (20:41 BST) | Topic: Security

_ MORE FROM CATALIN CIMPANU

Security
Bitpoint cryptocurrency exchange
hacked for $32 million

Security
US mayors group adopts resolution
not to pay any more ransoms to
hackers

(@) pmoskuaz Security

German banks are moving away from
SMS one-time passcodes

Security

Recent Windows zero-day used by
@@= Buhtrap gang for cyber-espionage

NEWSLETTERS

M Setti / ™
lanage Settings s ) .
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DNS hijacking

=] Nationaal Cod gree SCION-book.pdf Talos Blog || S B 'Sea Turtle’ Campaign F- X

« c @ @ & hty B - @ % mwo@e =

s://www bleepingcomputer.com/news/security/sea-tur

f RERv]in]s] Y [=Eo]

Home News > Security > ompromise Targ

'Sea Turtle' Campaign Focuses on DNS Hijacking to Compromise
Targets

By lonut llascu April 18,2019 03:32 AM ]

Beveilig al uw
bedrijfsassets

MEER INFO

Ad closed by Google

Report this ad
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orged TLS

&« e Q @ﬂThreatpost,lnc(US) https://threatpost.com/final-report-diginotar-hack-shows-total-compromise-ca-servers-103112/7 El 80% L i:? N @ n @ =

= threat Cloud Security Malware Vulnerabilities Privacy HackerOne Spotlight Search

California Attorney General Puts Mobile App Developers on Notice South Carolina Data Breach Casts Spotlight on Lack of Encryption, Stolen Credentials

Final Report on DigiNotar Hack Shows Total
Compromise of CA Servers

Dennis Fisher

Is ‘Sign in with Apple’ Marketing
Spin or Privacy Magic? Experts
Weigh In

Zero-Day No More: Windows
Bug Gets a Fix

Tap ‘n Ghost Attack Creatively
Targets Android Devices

5G Networks Spark Concerns
For Enterprise Risks

o —

5@ IoT: Literally a Matter of Life
or Death

Newsletter

Transferring data from adservice.google.nl... L
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DDoS/Botnet attack: Dyn DNS using IOT devices
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Source: https://en.wikinews.org/wiki/Distributed_malware_ attacks_ Dyn_DNS,_takes_down_websites Sw LABS
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Compromised AS’: Maestro attack
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Control network security (SCADA/ICS/IOT)

,9( 1508.01651.pdf X %! Nationaal Coorr X =} TK-bijlage-gein X { SCION-book.pdf X Talos Blog || Cis: X @ sea turtle hijack: X D ‘Sea Turtle’ Attacking Mac < } Werenvan hack X [Ss

c Q ® a8 https://www.nrc.nl/nieuws/2019/06/13/weren-van-hackers-bij-waterkering-kan-veel-beter-a3963568 El 70% e ©@ ﬁ N @ n ® e

Weren van hackers bij waterkering
kan veel beter

Digitale dreiging De NCTV waarschuwde woensdag voor digitale aanvallen. De zorgen
betreffen ook de beveiliging van de grote waterkeringen. ,Je moet niet alles aan internet
hangen”

XTR

‘ ‘\-, )

4y

Ouderschap en carriére: valt
dat te combineren?

al
£ Arjen Schreuder @ 13juni2019 O Leestijd 2 minuten L ] f o

Het belang van diversiteit op
de werkvloer

De Maeslantkering in de Nieuwe Waterweg bij Hoek van Holland.
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IP/MAC address spoofing

®| Nationaal Coordinator Ter b j g i SCION-book.pdf

[6F https://www.comparitech.com/net-admin/spoofing-attacks-guide/

comparitech

VPN ~ Antivirus Online backup Streaming v Blog v More Comparisons v

B ‘so% - @ Y mwo@Ee =

Search Q English +

Net Admin » A Guide to Spoofing Attacks and How to Prevent Them

A Guide to Spoofing Attacks and How to Prevent Them

November 21, 2018

ﬂ TIM KEARY - NETWORK ADMINISTRATION EXPERT TO BUSINESSES AND ENTREPRENEURS

Spoofing
Attacks

and How to
Prevent Them

Cyber attacks come in a variety of forms, from brute force DDoS attacks to crippling
infections but there are few cyber threats that are as underhanded as spoofing attacks.
Spoofing attacks have allowed countless cybercriminals to breach enterprise networks
covertly without being detected.

Contents [hide]

1. What is a Spoofing Attack?

(£ (¥ @) G+ in)

Popular Posts

26 Best Network Monitoring Tools
= and Software of 2019
26

m 10 Best Free TFTP Servers for

Windows, Linux and Mac

ikt

“ The 18 Best Free SFTP and FTPS
Be Servers for Windows and Linux

R

NetFlow — Ultimate Guide to NetFlow
and NelFlow Analyzers

Best Bandwidth Monitor — Free Tools

4 to Analyze Network Traffic Usage
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ackdoors: governments worry about backdoors

5G security: Europe worries about I X ? New Tab

&« @ Q @ & https://www.zdnet.com/article/5g-security-europe-worries-about-backdoors-into-its-networks/ E| 80% bl 1:? N @ ﬂ ® =

EDITION: )

CENTRALEUROPE MIDDLEEAST SCANDINAVIA AFRICA UK ITALY SPAIN MORE

5G security: Europe worries about
backdoors into its networks

Europe wants tighter security around 5G networks. But if the US was hoping for a ban on Huawei, it will be
disappointed.

By Steve Ranger | March 26. 2019 -- 17:17 GMT (17:17 GMT) | Topic: Networking

MORE FROM STEVE RANGER

Security

One issue is probably to blame for
your IT outages and data losses - and
it's not hackers

Security

Cybersecurity: We block three
million dodgy emails every year, says
NHS

5G
5G and Huawei: Mobile networks race
ahead as government delays

Enterprise Software

What if Microsoft had invented
Android?

NEWSLETTERS

Manage Settings EXECUTIVE GUIDE b
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Backdoors: governments demand backdoors

® @ nhttps://techcrunch.com/2018/09/03/five-eyes-governments-call-on-tech-giants-to-build-encryption-backdoors-or-else B (so% son k¢ noRe =

NOTE

'Five Eyes’ governments call on tech giants to build
encryption backdoors — or else

8983/19

LIMITE

CT45

COsSI 97
CATS 67
ENFOPOL 213
TELECOM 202
CYBER 144

From:
To:

EU Counter-Terrorism Coordinator
Delegations

Subject:

Law enforcement and judicial aspects related to 5G

https://www.nporadioi.nl/reporter-radio/onderwerpen/507473-

het-5g-netwerk-onder-de-loep



https://www.nporadio1.nl/reporter-radio/onderwerpen/507473-het-5g-netwerk-onder-de-loep

P h . 1
@ 1508.01651.pdf X l‘g“ Nationaal Coérdinator Terror TK-bijlage-geintegreerd i E_ Kevin Mitnick explains how to = X

&« c (@ & hitpsy/securityaffairs.co/wordpress/379 -mitnick-hack-fiber-optic.htm B e w mo@Ee© =

MUST READ Intel addresses high severity flaw in Processor Diagnostic Tool Search.

security
affairs

Home  Cyber Crime  Cyber warfare ~ APT  Data Breach  Deep Web  Digital ID Hacktivism  Intelligence  Internet of Things

Laws and regulations =~ Malware =~ Mobile  Reports  Security = Social Networks  Terrorism  EXTENDED COOKIE POLICY  Contact me

Kevin Mitnick explains how to hack fiber optic and steal _

sensitive data = Create Your Own Website >

June 22, 2015 By Pierluigi Paganini

a

= Mobile Phone Tracking

The popular hacker Kevin Mitnick explains how it 1s = Croting A Web Site

!

easy to steal data from a network tapping the cable,
= Track My Phone

!

even if 1t’s a fiber optic network.

Kevin Mitnick demonstrates how easy it is for a hacker to tap into your network and read your email
messages, even if it’s a fiber optic network.
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Families of network technologies




How clean 1s clean slate?

« Can the new technology be introduced in a phased way (dual stack or in the core
network and still have the existing technology in access network)

 How does it integrate with the established technology (in this case IPv4/IPv6)?

 Isone prepared (in the long term) to change/remove the established
technology?

« Do application’s APIs need to be changed?

 How developed (TRL levels) are implementations of the new technologies?

LABS
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internet technology families

» Packet/bit based

Established (IPv4, IPv6) o
Link/physical layer

Intermittent and high latency connectivity

Mobility

Fundamentally different communication
physics

Programmability

PHB networking

Network virtualisation

Shaping industry structure

Services in the network

New network design principles
* Minimum need for global unique identifiers
* Regionality
» Architecture for change (SCION)
» Conceptual clarity (RINA)

Information based
Performance increase due to objects

Information centric networking (NDN)

B}

LABS




Evaluating network technologies




Evaluation guidelines (1/2)

* Needs of society
Support society development, secure, utility, trust, ecology,
privacy

* Generality
Unknown future, look at all layers, modularity

* Longevity
Evolvable, adaptable, flexibility, solving a (imminent) problem,
transition planning, KISS

* Services
Type of services, design, expressive power, control by end nodes,

transparency Sms’
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Evaluation guidelines (2/2)

« Naming and/or addressing

* Control and management: FCAPS
Fault, Capacity, Accounting, Performance (Stability) and Security

* Economical viability

Deployable, fitness for purpose, involved stakeholders, vendors.
TCO

* Solving threads

» Supporting our demonstrators

LABS




Technologies planned to be evaluated

» SCION: Stability, Control and Isolation on Next-generation networking...
« RINA: Recursive InterNetwork Architecture...

 NDN: Named Data Networking...

LABS
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SCION: Stability, Control and Isolation on Next-

generation networking o
 Architecture for change S ‘ E O N
=

e In first instance about one-to-one communication

R 1SD
Qas : Peering link

Source: The SCION Internet Architecture: An Internet Architecture S @ L ABS

for the 21st Century, Barrera et al., 2017




SCION principles

Scalability

*  packet-carried forwarding state

«  hierarchical design

Control

« ISPs decide available paths -
ran r

« endhost selects path 2Los|JEUE U]

Isolation

« isolation domains (failure stay with one)

«  built-in DDoS protection Security

On Next-generation networks

* new control plane & data plane (replaces IP + BGP)
« endhost-controlled multipath for free Stablhty




RINA: Recursive InterNetwork Architecture

« Framework for conceptual clarity

e SCION can be a RINA DIF

Interior Router

DIF

N RN
_ DIF (Distributed IPC Facility) |
/ ‘ N i
DIE_
............. '* ‘~!
DIF J[ DIF
J - N

J/

Source: http://ict-arcfire.eu/index.php/rina/

Border router

Host

D
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RINA framework principles

« Structure

« Protocol design

« Naming, addressing and routing

« Mobility and multi-homing

« Quality of Service, resource allocation, congestion control
* Security

* Network Management

« Path-aware networking

« New routing + forwarding architecture
« Provable security: Protocol + Code

« Heterogeneous trust model

e Built-in DDoS defence mechanisms LABS




NDN: Named Data Networking

e Information centric networking

* One to one communication is somewhat problematic

Interest Packet

Name

Selectors é

order preference, publisher filter,
exclude filter, ...)

Nonce

%
-
|

(scope, Interest lifetime)

Guiders %

Data Packet

Name

Metalnfo
(content type,
freshness period, ...)

e

Content

\/\

N

Signature

(signature type, key locator,
signature bits, ...)

—~ =

Source: By NDN Consortium - named-data.net, CC BY-SA 3.0,
https://commons.wikimedia.org/w/index.php?curid=35288191



NDN principles

« Evolvement from existing host-centric to data-centric
« Authentic: a valid/cryptographic name-to-content binding
« Trustworthy: reputable or trusted origin

« Not specifically a Delay/Disruption-Tolerant Network

LABS
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Use cases/demonstrators

« Existing IP services
 DNS (2019 KPI)
« AMS-IX
* TIOT/ICS related
Intelligent Transport System
SCADA/ICS
Rijkswaterstaat

Smart girds

 Transactions
Banks

Customs
LABS




Use cases/demonstrators

. TOT/ICS
« Intellig

 SCADA
* Rijksw:
 Smart |

User A, city X

(pickup point) ,/’"\{-/-\—\
wa? — =

Control Center

/’

Switched Telephone,
Leased Line or
Power Line Based

HMI Engineering Communications
Workstations
Radio
Microwave
1 /< or Cellular
Data Sattelite
Historian Control Server Communications

(SCADA - MTU)

Routers

Wide Area Network

N

Field Site 1

Modem ———PLC

Y

4

Field Site 2

WAN CARD PLC

Field Site 3

Modem —— RTU

Fig. 1 - Generic SCADA hardware architecture. NIST SP 800-82 (NIST, 2011), p. 2-7.

<4—» = SCION data path

<-p = Internet data path




Use cases/demonstrators

Use Case 2: Connecting Swiss
Embassies to Bern

Foreign
ISP

* The Challenge:

* Secure and alternative connection between
one of the most important Embassies and
its headquarters

* The solution:

* SCION Connection via 2 Service Providers
as managed service

Existing connectivity

* The results:
» Latency improved over existing connectivity

* Interdomain-Failover tests successful o=
*» SCION connection replaced existing ﬁ =

connections as default path

UOI1122UU0I Paseg-NOIDS MaN

anapaya
systems a1




Brainstorm
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Brainstorm

« Do you have other threads?
* Do you know other future network technologies?
« How should we evaluate future network technologies?
« Availability of STOP function, society need (China, Europe, USA, company, et.)

« Do you have other examples of use cases?
 Filesharing, videostreaming

« Understand demands of user groups.

* What is the preference: add functionality to IP or introduce a future network
technology?

« Should this future network technology replace IP?
« What if we broaden this to the whole stack? S@

e Providers: network providers and service providers

LABS




Volg ons
€l) SIDN.nl

Victor Reijs, victor.reijs@sidn.nl

Thanks for your attention!

www.sidnlabs.nl | stats.sidnlabs.nl
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