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IEEE MILESTONE IN ELECTRICAL ENGINEERING
AND COMPUTING

Birthplace of the Internet, 1969

At 10:30 p.m., 29 October 1969, the first ARPANET
message was sent from this UCLA site to the Stanford
Research Institute. Based on packet switching and dynamic
resource allocation, the sharing of information digitally
from this first node of ARPANET launched the Internet
revolution.
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TODAY’S OBJECTIVE

* Help you explain how the Internet works, so you can impress others :-)
«  Qutline my research field “Trusted Open Networking” in the form of 5 case studies

* Look ahead at future challenges
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What is the Internet?
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https://www.youtube.com/watch?v=xqvna9touB4

The Internet in the 1990s
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TODAY’S DEPENDENCE ON THE INTERNET

ONLINE OPEN
DAG: 15
NOVEMBER
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BUT THAT’S JUST THE TIP OF THE ICEBERG

You're
usually
here

“The Internet”

But today
u'll be down

here :-)

NN The “real”
= Internet (data
- | transport)

UNIVERSITY
OF TWENTE.



Barrett Lyon / The Opte Project
Visualization of the routing paths of the Internet
https://www.opte.org/the-internet

A complex and ever-changing

network of networks
(hence intemet)
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INTERNET GROWTH 1996-2023
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THE TANGIBLE INTERNET IN THE 1960S/70S

Birthplace of the Internet @UCLA LT



THE TANGIBLE INTERNET TODAY

|

GL-iNet mini router

T o UNIVERSITY
BIT data center, Ede Data Tower, Amsterdam Science Park OF TWENTE.



TRANSPORT ACROSS NETWORKS AND OPERATORS

www.utwente.nl
webpages

Critical systems: \

Forwarding: Internet Protocol (IP)
Routing: Border Gateway Protocol (BGP)

Vodafone- ’
Libertel

Ziggo

O Network ==+ Data stream as seen by user

— Inter-network connection == Actual data stream gy!?/VI\E/FESNI-Fg

[Shosh78] [ISOC20] [Lehr19)]



[Toorn22]

FROM NAMES TO NUMBERS
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4= searc Critical system: Naming:
University of Twente? W Domain Name System (DNS)
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F Q: where’s www.utwente.nl.?
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[Toorn22]

TECHNICAL AND ORGANIZATIONAL COMPLEXITY

Q: where’s www.utwente.nl.? K\

Universit?y ol‘Twente? ‘ ’2\) (’é\ﬁ (& RIPE NCC @ @
<_&/ N - i
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|
Q: where’s www.utwente.nl.? Q: where’s www.utwente.nl.?
1o1¢S N

© 1T H_GY Gy | st ~6.300000 (~1.8%)

A A:it's at 130.89.3.249 A: it somewhere in utwente.nl

A: it's somewhere in .nl

Q\ Q: where’s www.utwente.nl.? >
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HAVE A LOOK YOURSELF AT THE RECEPTION

AS:private_ip "AS:39637
1721601 2a00:dc8:10:900:172:16:0:1

91.201.166.94

‘AS:8455 AS:8455 1 AS:B455 +AS:39637
31.2282210 2a00:1188:4:6f01 2a00:1188:4::6102 2a00:dc8::91:201:166:129
ASINA ASINA
2001:718:81::a524:1887:1

AS:3356 [ 'AS:15169 ] [ “AS:15169 [ AS:41887 ]

[
‘5
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2001:718:1::a501:5169:1

95.142.96.98

2001:1900:2::3:61 2001:4860:0:8a:1 2001:4860::12.0:a2d5 2200:d00:1:12::2
| [
|
AS:3356 +“AS:15169 +/AS:15169
2001:1900:5:2:2::82a 2001:4860:0:1::1485 2001:4860:0:1::5191

| |
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PathVis: visualization of Internet paths UNIVERSITY
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EARLY DAYS: PERSONAL TRUST AND NO “BAD ACTORS”

Robert Kahn Jon Postel

Kc Claffy

Kees Neggers Erik Huizer Daniel Karrenberg

fnioframe NL: 7/144
UNIVERSITY
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Mathematisch Centrum Tetoon 1020] 502033
Posigio 462690 )
Kruislaan 413 1098 SJ Amsterdam Bank Amsterdam-Rollerdam Bank v
Bankgiro 436053705
Posteus 4079 1009AB Amsterdam MC Bifkanioor Sarpbalisiraal 47-55. Amsterdam

SRI International (SRI-NIC)

Uw referentie DDN Network Information Center
Datum 8 333 Ravenswood Avenue
Onzereferentie M2823a/PCB/mL Menlo Park, CA. 94025

Datum 1986:04:00 U.S.A.

Dear Hostmaster,

The following is_an |applicaticn| to) registes) the E6p ) levely domainyforThe
Netherlands (NL)| as allowed by RFCY920, section "Top Level Domain
Requirements”, subsection "Countries”. Initially this domain and its
subdomains will be used only for mail, but may eventually participate in
other Internet services.

The NL domain will be the top level domain for all hosts within The
Netherlands. There will be an immediate impositon of a set of second level
domain names probably similar to those used in the United Kingdom.

Please establish NIC "whois" database entries for the Administrator and
Technical Liasons Listed below. They do not have NIC-Tdents at this time.

The name of the top level domain to join.
(root domain)

2. The name, title, mailing address, phone number and organization of the
administrative head of the organization...

Administrator

Organization : Centrum voor Wiskunde en Informatica
Name P.C. Baayen

Title Director

Mail Address : Centrum voor Wiskunde ea Informatica
Kruislaan 413

1098 57 AMSTERDAM

THE NETHERLANDS

+31 20 5929333

piet@seismo.css.gov (will forward)
(none at present)

Phone Number
Net Mailbox
NIC-Ident

3. The name, title, mailing address, phone number and organization of the
domain technical contact...

EXAMPLE: .NL DELEGATION (APR 25, 1986)

- The name, title, mailing address,

Technical Contact
Organization : Centrum voor Wiskunde en Informatica
: Piet Beertema

Communications Coordinator

Centrum voor Wiskunde en Informatica

Kruislaan 413

1098 SJ AMSTERDAM

THE NETHERLANDS

+31 20 5929333

Net Mailbox piet@seismo.css.gov
NIC-Ident : (nome at present)

Title
Mail Address

Phone Number

Secondary Technical Contact

Organization

i Centrum voor Wiskunde en Informatica
Neme

Jaap Akkerhuis

Title : Systems Coordinator

Mail Address i Centrum voor Wiskunde en Informatica
Kruislaan 413

1098 SJ  AMSTERDAM

THE NETHERLANDS

+31 20 5929333

jaap@mouton.arpa

(none at present)

Phone Number
Net Mailbox
NIC-Ident

phone number and organization of the
zone technical contact...

Technical Contact
(same as the Domain Technical Contact above)

The name of the domain. This is the name that will be used in tables
and lists associating the domain and the domain server addresses.

The top level domain NL.

(NL is the two letter (alpha-2) country code for The Netherlands
as specified by ISO standard 3166)

- A description of the servers that provide the domain service for trans-

lating name to address for hosts in this domain, and the date they will
be operational.

Our servers will be existing nameservers supplied with the
additional information necessary to serve the NL domain. They
are already operational and will have the necessary zonme
information April 30, 1986. The first two servers will be UNIX
machines running the BIND nameserver (named). The NIC may also
be a server if they wish.

Internet Assigned Numbers Authority

Domain Names

Overview

IDN Practices Repository
Root Key Signing Key (DNSSEC)
Reserved Domains.

Number Resources o

About us rmane

Delegation Record for .NL

(Country-code top-level domain)

ccTLD Manager

SIDN (Stichting Internet Domeinregistratie Nederland)

P.0. Box 5
Arnhem 6802 EA
Netherlands (the)

Administrative Contact

Roelof Meijer

SIDN (Stichting Internet Domeinregistratie Nederland)
0

P.0. Box 5022
Arnhem 6802 EA
Netherlands (the)
Email: admin@sidn.nl
Voice: +31 26 3525500

Technical Contact

Marc Groeneweg

SIDN (Stichting Internet Domeinregistratie Nederland)

P.0. Box 5022
Arnhem 6802 EA
Netherlands (the)
Email: tech@sidn.nl
Voice: +31 26 3525500

Name Servers
nst.dns.nl
ns3.dns.nl

nsd.dns.nl

194.0.2853
2001:678:2¢:0:194:0:28:53
194.0.25.24
2001:678:20:0:0:0:0:24
185.159.199.200
2620:102:80ac:0:0:0:0:200

Domains Protocols Numbers About

Registry Information

URL for registration services: https://www.sidn.nl/
er: wh

WHOIS Serv

ois.domain-registry.nl

Record last updated 2023-07-18. Registration date 1986-04:25,

Public Technical Identifers,

1cAnn,
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GROWTH INTRODUCED SECURITY RISKS

NETSCOUT Omnis® Threat Horizon March 13, 2023

Phishing

BnoQ @

Live

Nieuws v Sport v

Programma's

* Fake webshops
« DDoS attacks
« Malware

 Routing hijacks

. .
« Cache poisoning

NOS Nieuws « Maandag 30 januari 2023, 12:39 « (1]
Aangepast maandag 30 januari 2023, 13:40

Pro-Russische DDoS-aanvallers hebben het
gemunt op Nederlandse ziekenhuizen

Pro-Russische DDoS-aanvallers hebben het gemunt op Nederlandse
ziekenhuizen, stelt Z-Cert, een samenwerkingsverband van ziekenhuizen voor
digitale beveiliging. "Het gaat om een aanval vanuit de groep Killnet, in
samenwerking met andere aanvallers", laat een woordvoerder van Z-Cert

weten.

UNIVERSITY

OF TWENTE.
[Moura20a] [Moura16]



IMPERSONAL TRUST THROUGH SECURITY MECHANISMS

Encryption so that only the receiver can read a

message and not an adversary - /S\Tsterdam\\
Signatures so that receivers can validate the source @ @
and message integrity Recursive @ @/ 192.0.2.0/24
Reslver' e 192.0.2.0/24

Additional availability mechanisms, such as service @_@_-@
replication and “DDoS scrubbing” _—

\_Site )

Together referred to as “CIA™: confidentiality, integrity,

and availability Core system: BGP (anycast)
Implemented through techniques like DNS-over-

HTTPS, DNSSEC, RKPI, anycast

UNIVERSITY
OF TWENTE.
[Toorn22] [Moura20b]



OPERATORS ARE INCREMENTALLY ADDING SECURITY

75,000"‘ Domain names with DNSSEC

autonomous

stats.sidnlabs.nl

networks

llllllllllllllllllll

NIST RPKI Deployment Monitor UNIVERSITY

Mourat4] OF TWENTE.






GOAL: ENHANCE TRUST IN TRANSIT

[Hesselman20a]

Logical extension of the Internet

Key concepts: security-related insight and control
 Insights through measurements

» Control actions to mitigate incidents or risks
Open technologies for wide-scale deployment
May require changes to the Internet itself

Work: design & analysis and science & practice

A bit high-level? Examples ahead :-)

Enterprises, citizens, society at large

o )]

b

“

Trusted
Open

Networking - = er

“Plane”

Insight

folicies
/

Actions

Telemetry

UNIVERSITY
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ALSO CONTRIBUTES TO PUBLIC POLICY

Cyber
Security
Raad

* Insight and control are also key in open strategic
digital autonomy
» Responsible Al, 5G certification, GAIA-X
» NIS2, CRA, Chips Act

« (Goal: strengthen grip on EU’s digital infrastructure

 Motivation: BigTech US/China and untrusted
equipment, which is a risk for in terms of:
« Upholding public values
» Available technical expertise
» Equal trade possibilities (lack of reciprocity)
* Resilience of the Union’s digital infrastructure

Ehe New Nork Times

th of Prigozhin's Death

Elon Musk Acknowledges Withholding
Satellite Service to Thwart Ukrainian
Attack

The Starlink satellite internet service, which is operated by Mr.
Musks rocket company SpaceX, has been a digital lifeline for
soldiers and civilians in Ukraine.

NOS Mews. Spot. Lve  Programmas

NOS  Mews-  Spon  Uitzondingen

Opnieuw wereldwijd websites
plat door storing bij één bedrijf,
reden tot zorg?

Photos of an NSA “upgrade” factory show

Cisco router getting implant

s Servers, routers get “beacons” implanted at secret locations by NSA's TAO teas m.

UNIVERSITY
OF TWENTE.



u” ‘

UNIVERSITY
OF TWENTE.




CASE STUDY #1: SECURITY SERVICES FOR THE IOT

addres: ‘ Used by

loT senses and interact with people’s physical space

Insight into and control over loT security is essential

Teaching T P
Scientific papers to understand key concepts P ——
Lab: insight in loT traffic through measurements,
control over traffic through MUD technology

Companion app

Results |
Educated 135 students 2018-2023 == [Ee=—n
Average student rating: 7.8 — M U D

https://courses.sidnlabs.nl/ssi/

N\ UNIVERSITY
s@'“‘“ OF TWENTE.
[Hesselman20b]



CASE STUDY #2: FAKE WEBSHOPS |7~ & —

« Many fake shops in the .nl zone back in 2016-2018

(g

‘Consumenten voor 5 miljoen euro opgelicht via

 Developed tools to detect them

() KIFE VGG -

ische gac

 Partnered with registrars and ISC to remove them

* Results

» Fake shops virtually gone from the .nl zone

« Dashboard in use at SIDN’s anti-abuse desk el
 Peer-reviewed scientific paper at PAM2020 2022 192
2021 224
2020 481
2019 4,340 T e
2018 ~12,000 et

Ty UNIVERSITY
Sm’“‘“ OF TWENTE.

[Wabeke20]



[Hout22]

CASE STUDY #3: ONLINE IMPERSONATION

« Misuse of logos is an indicator for abuse
« Logomotive detects logo usage in the .nl zone

*  Pilots with the Dutch Government (DPC) and
Thuiswinkel Waarborg

« Results
o Several sites removed from the zone
* Dashboard in use at SIDN’s anti-abuse desk
* Logomotive part of SIDN’s BrandGuard service
» Peer-reviewed scientific paper at PAM2022

EN | NL

1wy S
\ SOV A

Inloggen bij

s GGD Online

Hoe wilt u inloggen?

Met de DigiD app
De makkelijkste manier om veilig
in te loggen

Met een sms-controle

Met mijn identiteitskaart

Annuleren

Kunt u niet verder? Download dan de DigiD app
[opent in een nieuw venster] of activeer de sms.
controle [opent in een nieuw venster]

Nog geen DigiD? Vraag uw DigiD aan

Vraag en antwoord

Ik ben mijn gebruikersnaam vergeten

UNIVERSITY
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[Yazdani23]

CASE STUDY #4: SHARING DDOS FINGERPRINTS

Lack of insight in DDoS attack landscape, reduces

proactiveness for (critical) service providers

Developed concept of Anti-DDoS Coalitions (ADCs)

with 7 European partners

Results

NL-ADC standing organization with 18 partners
from industry, government, academia
Technical pilots in NL and IT, cookbook, system
being transferred to production at NBIP

Paper submitted to IEEE Communications
Magazine (under review)

CONCERDIA

-

Anti-DDoS-Codlitie

“ No More DDoS

supplementary services

[ IP Address Analyzer J [ DDoS Visualizer }

[ MISP Exporter } [ DDoS Tool Analyzer }

..........
rules device

UNIVERSITY
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CASE STUDY #5: BLOCKING OF RT AND SPUTNIK

« EU mandates ban of Russian state-backed channels

*  RIPE-ATLAS measurements provide insight into e
degree of actual blocking by ISPs across the EU i e
» Inconsistency partly due to lack of (tech) guidance, 5a7
perhaps in combination with DNS outsourcing g i e
«  Showcases how measurement-based insights can i o
provide input to public policy making and evaluation s o i

«  Results e
« Scientific paper (in progress September 2023
« Combination of technical and policy research P

£ 100 95 100 100 100 100 100 100 96 99

UNIVERSITY
Y OF TWENTE.
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Vision: next generation Intern
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https://www.youtube.com/watch?v=-7xg3DQyOXw

Example: remote truck driving

UNIVERSITY
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OTHER FUTURE CRITICAL INTERNET APPLICATIONS

UNIVERSITY

, OF TWENTE.
[Schulzrinne22] [TNO22]






CONCEPT #1: RISK-BASED ROUTING

www.utwente.nl
webpages

130.89.3.249

Routing hijacks

wwwwwwwwwwwwww (ASS400)

Risk Profile 5

* Network mgmt

* Routing settings
* Abuse sources
* HW/SW security

7
Vodafone-

Libertel Risk profile of

networks (insight)
Ziggo

Routing decisions based

on risk profiles (control) TUCCR ) UNIVERSITY



CONCEPT #2: END-USER INSIGHT AND CONTROL

‘‘‘‘‘‘‘‘‘‘

ssssssssss

“Network receipt”

Isolated from
SCION CP and
Internet

59-1146

SCION-NL for student projects

8 UNIVERSITEIT ) UNIVERSITY
& VAN AMSTERDAM S m’ . OF TWENTE.



FIRST INDICATION OF NEED (MANRS+)

100% -
90% A
80% -
70% -
60% -
50%
40%
30%
20%
10% -
0%

Supply chain transparency

m Notimportant m Nice to have
m Fairly important m Has high business value for us
m Essential, we require this in contracts

UNIVERSITY
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https://www.manrs.org/2023/08/survey-shows-enterprises-value-routing-security-may-underestimate-their-ability-to-influence-vendors/



FURTHER TRUSTED OPEN NETWORKING CHALLENGES

Education: Internet security and open strategic digital autonomy = B.Sc. students, professionals, boards
Research: technical (see previous), incentives (with BMS), policy (Cyber Security Council)

Innovation: bring research results to operations (SIDN and elsewhere), multi-disciplinary cookbooks

UNIVERSITY
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EMBEDDING AND COLLABORATION

—___—— -—--_-~

ndustry .-~ Ndix

- AcCcCSS

Academia

~
'/ m W . UNIVERSITEIT
’ .
,’ amsix

VAN AMSTERDAM

¥ Southern California

Anti-DDoS-Codlitie

/ TU/e st
K4 ( g NLNETLABS v
7 d TU Delft USCUmversﬁy of

H NSbelgium

1

1
[ Trusted
: ./\./ DACS, Open
1 ./ \. e e
'\ Networking
\ BMS

\

\

\

UT % EMSYSM.Sc
\\ eeeeeee
\
\\
N
\\\\
\\

Governance
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TODAY’S OBJECTIVE REVISITED

Help you explain how the Internet works, so you can impress others :-)
Outline my research field “Trusted Open Networking” in the form of 5 case studies

Look ahead at future challenges

Feedback welcome at the reception and afterwards!

UNIVERSITY
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Kees Neggers Prof. Cees de Laat (UVA)

RvT en managementteam SIDN
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- lkhebgezegd
.. Thank you!

c.e.w.hesselman@utwente.nl

\ i Ll S ke e,
TUCCR. - SiDN s UNIVERSITY
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