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Birthplace of the Internet, University of California, Los Angeles (UCLA)



TODAY’S OBJECTIVE

• Help you explain how the Internet works, so you can impress others :-)

• Outline my research field “Trusted Open Networking” in the form of 5 case studies

• Look ahead at future challenges



What is the Internet?



HOW WE EXPERIENCED THE INTERNET IN THE 90’S

https://www.youtube.com/watch?v=xqvna9t9uB4

The Internet in the 1990s



TODAY’S DEPENDENCE ON THE INTERNET



BUT THAT’S JUST THE TIP OF THE ICEBERG

“The Internet”

But today 
you’ll be down 

here :-)

You’re 
usually 
here

The “real” 
Internet (data 
transport)



Barrett Lyon / The Opte Project
Visualization of the routing paths of the Internet

https://www.opte.org/the-internet

A complex and ever-changing 
network of networks 

(hence internet)



INTERNET GROWTH 1996-2023

https://www.cidr-report.org/as2.0/



THE TANGIBLE INTERNET IN THE 1960S/70S

Birthplace of the Internet @UCLA 



THE TANGIBLE INTERNET TODAY

BIT data center, Ede Data Tower, Amsterdam Science Park

https://www.submarinecablemap.com/
GL-iNet mini routerCisco router



TRANSPORT ACROSS NETWORKS AND OPERATORS
www.utwente.nl
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Critical systems:
Forwarding: Internet Protocol (IP)
Routing: Border Gateway Protocol (BGP)

[Shosh78] [ISOC20] [Lehr19]
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FROM NAMES TO NUMBERS
Critical system: Naming: 
Domain Name System (DNS)University of Twente?

130.89.3.249

[Toorn22]

webpages

www.utwente.nl.
search
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Q: where’s www.utwente.nl.?

A: it’s at 130.89.3.249



TECHNICAL AND ORGANIZATIONAL COMPLEXITY

[Toorn22]

Q: where’s www.utwente.nl.?

A: it’s somewhere in .nl

Q: where’s www.utwente.nl.?

A: it’ somewhere in utwente.nl

Q: where’s www.utwente.nl.?

A: it’s at 130.89.3.249
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HAVE A LOOK YOURSELF AT THE RECEPTION

PathVis: visualization of Internet paths



Internet security protocols



EARLY DAYS: PERSONAL TRUST AND NO “BAD ACTORS”

Vint Cerf

https://en.wikipedia.org/wiki/ARPANET
https://www.internethalloffame.org/

Steve Crocker Robert Kahn

Leonard Kleinrock Paul Mockapetris

Jon Postel

Kc Claffy

Jaap Akkerhuis Erik HuizerKees Neggers

Louis Pouzin

Daniel Karrenberg

NL: 7/144



EXAMPLE: .NL DELEGATION (APR 25, 1986)



GROWTH INTRODUCED SECURITY RISKS

• Phishing

• Fake webshops

• DDoS attacks

• Malware

• Routing hijacks

• Cache poisoning

[Moura20a] [Moura16]



IMPERSONAL TRUST THROUGH SECURITY MECHANISMS

• Encryption so that only the receiver can read a 
message and not an adversary

• Signatures so that receivers can validate the source 
and message integrity

• Additional availability mechanisms, such as service 
replication and “DDoS scrubbing”

• Together referred to as “CIA”: confidentiality, integrity, 
and availability

• Implemented through techniques like DNS-over-
HTTPS, DNSSEC, RKPI, anycast

[Toorn22] [Moura20b]

Core system: BGP (anycast)



OPERATORS ARE INCREMENTALLY ADDING SECURITY

75,000+
autonomous

networks

“Bad 
nei

ghb
orh

ood
s”

[Moura14]

stats.sidnlabs.nl

NIST RPKI Deployment Monitor



The field of Trusted Open Networking



GOAL: ENHANCE TRUST IN TRANSIT

The “real” Internet: 
IP+BGP+DNS

Security protocols
(data in transit)

Trusted 
Open 

Networking
“Plane”

Enterprises, citizens, society at large

Telemetry

Actions

• Logical extension of the Internet

• Key concepts: security-related insight and control
• Insights through measurements
• Control actions to mitigate incidents or risks

• Open technologies for wide-scale deployment

• May require changes to the Internet itself

• Work: design & analysis and science & practice

• A bit high-level? Examples ahead :-)

Control

Insight

Services
(data in use)

Policies

Policies

Data

Change

Change

[Hesselman20a]



ALSO CONTRIBUTES TO PUBLIC POLICY

• Insight and control are also key in open strategic 
digital autonomy 
• Responsible AI, 5G certification, GAIA-X
• NIS2, CRA, Chips Act

• Goal: strengthen grip on EU’s digital infrastructure

• Motivation: BigTech US/China and untrusted 
equipment, which is a risk for in terms of:
• Upholding public values
• Available technical expertise
• Equal trade possibilities (lack of reciprocity)
• Resilience of the Union’s digital infrastructure



Combining scientific research and practice: 
5 case studies of trusted open networking



CASE STUDY #1: SECURITY SERVICES FOR THE IOT

https://courses.sidnlabs.nl/ssi/

• IoT senses and interact with people’s physical space

• Insight into and control over IoT security is essential

• Teaching
• Scientific papers to understand key concepts
• Lab: insight in IoT traffic through measurements, 

control over traffic through MUD technology

• Results
• Educated 135 students 2018-2023
• Average student rating: 7.8 MUD

[Hesselman20b]



CASE STUDY #2: FAKE WEBSHOPS

• Many fake shops in the .nl zone back in 2016-2018

• Developed tools to detect them

• Partnered with registrars and ISC to remove them

• Results
• Fake shops virtually gone from the .nl zone
• Dashboard in use at SIDN’s anti-abuse desk
• Peer-reviewed scientific paper at PAM2020

Year Taken down
2023 241
2022 192
2021 224
2020 481
2019 4,340
2018 ~12,000

[Wabeke20]



CASE STUDY #3: ONLINE IMPERSONATION

• Misuse of logos is an indicator for abuse

• Logomotive detects logo usage in the .nl zone

• Pilots with the Dutch Government (DPC) and 
Thuiswinkel Waarborg

• Results
• Several sites removed from the zone
• Dashboard in use at SIDN’s anti-abuse desk
• Logomotive part of SIDN’s BrandGuard service
• Peer-reviewed scientific paper at PAM2022

[Hout22]



• Lack of insight in DDoS attack landscape, reduces 
proactiveness for (critical) service providers

• Developed concept of Anti-DDoS Coalitions (ADCs) 
with 7 European partners

• Results
• NL-ADC standing organization with 18 partners 

from industry, government, academia
• Technical pilots in NL and IT, cookbook, system 

being transferred to production at NBIP
• Paper submitted to IEEE Communications 

Magazine (under review)

CASE STUDY #4: SHARING DDOS FINGERPRINTS

[Yazdani23]



CASE STUDY #5: BLOCKING OF RT AND SPUTNIK

• EU mandates ban of Russian state-backed channels

• RIPE-ATLAS measurements provide insight into 
degree of actual blocking by ISPs across the EU

• Inconsistency partly due to lack of (tech) guidance, 
perhaps in combination with DNS outsourcing 

• Showcases how measurement-based insights can 
provide input to public policy making and evaluation

• Results
• Scientific paper (in progress)
• Combination of technical and policy research September 2023

[Müller23]



Vision: next generation Internet 
applications



https://www.youtube.com/watch?v=-7xg3DQyOXw

Example: remote truck driving



OTHER FUTURE CRITICAL INTERNET APPLICATIONS

[Schulzrinne22] [TNO22]



Challenge: insight and control for next 
generation Internet applications



CONCEPT #1: RISK-BASED ROUTING

Risk Profile 5
• Network mgmt
• Routing settings
• Abuse sources
• HW/SW security

Routing decisions based 
on risk profiles (control)

Routing hijacks

Risk profile of 
networks (insight)
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CONCEPT #2: END-USER INSIGHT AND CONTROL

ISD Core

UvA
BR

SURF
BR

UvA
Host

CA

Isolated from 
SCION CP and 

Internet

SIDN
BR

OS3
BR

59-1124
59-1103

59-1146

UvA
BR

59-1140

59-65000

SCION-NL for student projects“Network receipt”



FIRST INDICATION OF NEED (MANRS+)
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Supply chain transparency

Not important Nice to have
Fairly important Has high business value for us
Essential, we require this in contracts

https://www.manrs.org/2023/08/survey-shows-enterprises-value-routing-security-may-underestimate-their-ability-to-influence-vendors/



• Education: Internet security and open strategic digital autonomy à B.Sc. students, professionals, boards

• Research: technical (see previous), incentives (with BMS), policy (Cyber Security Council)

• Innovation: bring research results to operations (SIDN and elsewhere), multi-disciplinary cookbooks

FURTHER TRUSTED OPEN NETWORKING CHALLENGES



EMBEDDING AND COLLABORATION
Industry

UT PPPs

Academia

Governance

Trusted 
Open 

Networking
BMS

SCS

CS M.Sc.

EMSYS M.Sc.



TODAY’S OBJECTIVE REVISITED

• Help you explain how the Internet works, so you can impress others :-)

• Outline my research field “Trusted Open Networking” in the form of 5 case studies

• Look ahead at future challenges

Feedback welcome at the reception and afterwards!



Standing on the shoulders of giants



SIDN Labs team

DACS teamProf. Aiko Pras (UT) Roelof Meijer (SIDN)

Kees Neggers Prof. Cees de Laat (UvA)

RvT en managementteam SIDN





• .

Ik heb gezegd
Thank you!

c.e.w.hesselman@utwente.nl
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