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LogoMotive: finding malicious .nl-domains with logo detection

Detected logos 
with confidence



How does LogoMotive work?

.nl

List of 6.2M+ .nl 
domain names

Automatically visit
and screenshot 
websites

Apply logo detection
to the screenshots

Upload results to
online dashboard



Automatic training data generation Example
Augmentations:



Evaluation in practice
Two pilots with distinguished
organizations in .nl
• Dutch National Government

• Webshop Trustmark

• 11.700 domain names

• 10.600 domain names



LogoMotive’s recall
• Recall = fraction of websites with logos that are succesfully detected

The model must be this confident 
before labeling a logo as such



Our insights and contributions

1. Logo detection can help find malicious websites

2. Logo detection reveals spear-phishing and other dormant risks

3. Logo detection can help complete domain name portfolios



1. LogoMotive finds malicious websites



2. Spear-phishing and suspicious redirects

• govenrment.nl à HTTP redirect à government.nl
• Spear-phishing: targeted at specific employees
• Malicious email traffic from typosquat domain names



3. Complete domain name portfolios



Conclusions and future plans

• Pilots show added value of logo detection in tackling 
malicious content

• Implementation in SIDN BrandGuard

• Source code for academics and other registries

• Future research:
• Prioritization of results

• More than just the home-page



Questions?

thijs.vandenhout@sidn.nl
thymen.wabeke@sidn.nl
sidnlabs@sidn.nl
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