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  SIDN	
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  @marcodavids	
  
	
  



SIDN	
  

o  Registry	
  for	
  .nl	
  ccTLD	
  
o  Based	
  in	
  Arnhem,	
  the	
  Netherlands	
  

3	
  



SIDN	
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Early December 2013: 5.377.690 domain names (1.673.979 DNSSEC, >30%) 
~30 domain names per 100 inhabitants 
7th TLD, after .com, .de, .net, .uk, .org and .info 
 



o  Introduc7on	
  
o  Case	
  study	
  (just	
  an	
  example)	
  
o  Modus	
  operandi	
  of	
  DNS	
  amplifica7on	
  
o  Countermeasures	
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Introduc5on	
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There	
  are	
  many	
  aWack	
  types:	
  

(source: Verisign DDoS malware whitepaper) 
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● -  Upstream Internet Congestion 

Router TCAM/Buffer Exhaustion - ● 

● -  Internet Link Congestion 

● -  Router CPU Exhaustion 

Mitigation Exhaustion - ● 

Firewall CPU / Memory Exhaustion - ● 

● -  Server CPU Exhaustion 
● -  Server Session Exhaustion 
● -  Application Session Exhaustion 

● -  Database Connection Exhaustion 
 

● -  Server Resource Exhaustion 
CPU/Session Exhaustion- ● 

A7ack	
  vectors	
  



A7ack	
  vectors	
  (2)	
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(source: KPN presentation) 



Who,	
  for	
  what?	
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Who,	
  for	
  what?	
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•  Kiddies	
  
•  Distrac7on	
  (from	
  another	
  aWack)	
  
•  Blackmail	
  
•  Hack7vism	
  
•  Cyber	
  warfare	
  /	
  terrorism	
  



Who,	
  for	
  what?	
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(source: Carbon60) 



What?!	
  Gamers??	
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(bron: ) 



Gaming,	
  gaming,	
  gaming…	
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(source: http://www.twitch.tv ) 



Gaming	
  some5mes	
  is	
  big	
  $$$	
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(source: http://www.esportsearnings.com/players ) 



Gaming	
  some5mes	
  is	
  big	
  $$$$$	
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(source: http://www.businessinsider.com) 
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Trend	
  

(source: Radware) 
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Trend	
  

(source: Arbor) 



DDoS	
  means	
  business	
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DDoS	
  means	
  business	
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DDoS	
  means	
  business	
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Case	
  study	
  (just	
  an	
  example)	
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Possible	
  scenario:	
  
John	
  Doe	
  is	
  a	
  target…	
  



Step	
  1:	
  find	
  his	
  IP	
  address	
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John	
  has	
  Skype,	
  so	
  let’s	
  use	
  a	
  ‘Skype	
  Resolver’…	
  

(source: http://www.anonware.net/) 



Step	
  2:	
  IP	
  address	
  found	
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That	
  wasn’t	
  too	
  hard	
  now,	
  was	
  it?	
  



Step	
  3:	
  Ini5ate	
  a	
  DDoS…	
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My	
  cool	
  DDoS-­‐stresser,	
  I	
  mean	
  stressTESTer	
  ;-­‐)	
  



Step	
  3:	
  Ini5ate	
  a	
  DDoS…	
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Here’s	
  another	
  example	
  (of	
  the	
  many	
  out	
  there)	
  



DDoS	
  means	
  business	
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DDoS	
  means	
  business	
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DDoS	
  means	
  business	
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DDoS	
  means	
  business	
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(source: Prolexic) 



Modus	
  operandi	
  
of	
  DNS	
  amplifica5on	
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•  Open	
  recursive	
  resolvers	
  
•  Authoritave	
  name	
  servers	
  



DNS	
  Amplifica5on/reflec5on	
  

o  DNS	
  response	
  far	
  greater	
  than	
  
original	
  ques7on	
  

o  78	
  bytes	
  ANY	
  query	
  may	
  easily	
  result	
  
in	
  ~4K	
  bytes	
  reply	
  

o  Amplifica7on	
  factor	
  50-­‐100	
  7mes	
  is	
  
possible.	
  

o  Example:	
  ‘ANY	
  isc.org’	
  (factor	
  53x	
  
amplifica7on)	
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; <<>> DiG 9.8.1-P1 <<>> +dnssec +multi ANY isc.org @199.6.1.30 
;; global options: +cmd 
;; Got answer: 
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 58517 
;; flags: qr aa rd; QUERY: 1, ANSWER: 26, AUTHORITY: 0, ADDITIONAL: 15 
;; WARNING: recursion requested but not available 
 
;; OPT PSEUDOSECTION: 
; EDNS: version: 0, flags: do; udp: 4096 
;; QUESTION SECTION: 
;isc.org.  IN ANY 
 
;; ANSWER SECTION: 
isc.org.   7200 IN  RRSIG SPF 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    enxTFXMYwtZW9rmS2eZ0svQwlaRJn3whFCblQ2mpqjtT 
    3BxuqpGcvlbCjwjLxNhn89x2Y2//pkN1EPvgwr2yd7lI 
    BoLV9X/VnGCH/sBlNaRtckk2SE75cuH2L7jkR1D6JCHC 
    wLnQHpiHbYeLWWzW18yifj33TOrRU7HwUrhaaN0= ) 
isc.org.   7200 IN  SPF "v=spf1 a mx ip4:204.152.184.0/21 ip4:149.20.0.0/16 ip6:2001:04F8::0/32 ip6:2001:500:60::65/128 ~all" 
isc.org.   7200 IN  RRSIG DNSKEY 5 2 7200 20131002230127 ( 
    20130902230127 12892 isc.org. 
    ioYDVytf4YoAHCVxdz6U/fuQCaH2f2XVUExEexo48e55 
    vLVSre5GkBG1Wyn/4FeWLOUVWm5HElbL/hK2QEResp0c 
    sAwTnllU7W8fM65aS7pIO9JZQWMvkPxQjsTYzEP1P2GA 
    8NVGRUhz17RMLLSFgAJS9aEI7xK0fMwsd9U4Az+B9J8x 
    Vz5GGMb8FStEXMYauE9r8Z5G4ZzRZUv619lXYH+Uhha5 
    QUfqIcVYvtOt+QLlwdWV4Kt3fp3m6KveBAnIiorPSjOd 
    40PfWZD3CQ4GqVIcEyYai55bKN1hVgtFRhL8MqGexvbP 
    vU49RKekeJihf7pzfM6nlo5+XqvjWBe+EQ== ) 
isc.org.   7200 IN  RRSIG DNSKEY 5 2 7200 20131002230127 ( 
    20130902230127 50012 isc.org. 
    HFc6EpppK8DieQnYccCLEMuP3uhCFENhY9pwbqcwYh9f 
    VOMMeEim/XSyQIk9FsVGZnXw2SgC946gSXnTkLdaogwi 
    bOZLq2oJ0UGbsF2+4SreLIx0nv6EyJh1WSxfQrh7DCFt 
    uMSBUMBleJjOfPC12zTzFetu2qgNM4hCov8p3vA= ) 
isc.org.   7200 IN  DNSKEY 256 3 5 ( 
    BQEAAAABwuHz9Cem0BJ0JQTO7C/a3McR6hMaufljs1df 
    G/inaJpYv7vHXTrAOm/MeKp+/x6eT4QLru0KoZkvZJnq 
    TI8JyaFTw2OM/ItBfh/hL2lmCft2O7n3MfeqYtvjPnY7 
    dWghYW4sVfH7VVEGm958o9nfi79532Qeklxhx8pXWdeA 
    aRU= 
    ) ; key id = 50012 
isc.org.   7200 IN  DNSKEY 257 3 5 ( 
    BEAAAAOhHQDBrhQbtphgq2wQUpEQ5t4DtUHxoMVFu2hW 
    LDMvoOMRXjGrhhCeFvAZih7yJHf8ZGfW6hd38hXG/xyl 
    YCO6Krpbdojwx8YMXLA5/kA+u50WIL8ZR1R6KTbsYVMf 
    /Qx5RiNbPClw+vT+U8eXEJmO20jIS1ULgqy347cBB1zM 
    nnz/4LJpA0da9CbKj3A254T515sNIMcwsB8/2+2E63/z 
    ZrQzBkj0BrN/9Bexjpiks3jRhZatEsXn3dTy47R09Uix 
    5WcJt+xzqZ7+ysyLKOOedS39Z7SDmsn2eA0FKtQpwA6L 
    XeG2w+jxmw3oA8lVUgEf/rzeC/bByBNsO70aEFTd 
    ) ; key id = 12892 
isc.org.   3600 IN  RRSIG NSEC 5 2 3600 20131002233248 ( 
    20130902233248 50012 isc.org. 
    K3/RL0nn54FkFvcPnaecG26JjQVCZL1g41zB02YssxZn 
    E/3lX9X4O8ukDrONRdvKEeMq51YUy8NBljWAlPOIRYD0 
    lWUMrXuSNHMyGIFwHFIZqNrNCuQUl+24oPQXi3/wWX0T 
    GH5XW9XF2IB+Dc1zdP/5qRHiKCjAnYDNE384PAQ= ) 
isc.org.   3600 IN  NSEC _adsp._domainkey.isc.org. A NS SOA MX TXT AAAA NAPTR RRSIG NSEC DNSKEY SPF 
isc.org.   7200 IN  RRSIG NAPTR 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    s9cuc6O0e2kgBNffd6dyJyJH1Zm5Wd0pRO1q5aKMc7Us 
    iKFUI7MI7Q8NVzTqwM/zWh2VzvtV/w1O3IHuSiXBN9k5 
    1Loy4WGHJSDcXs865PWjHJwJjRqfz1bE+LsW/aZD2Ud/ 
    iGyhCoQPeZIOcqB6plB+keIf3mGR0bHkdjV+Zw4= ) 
isc.org.   7200 IN  NAPTR 20 0 "S" "SIP+D2U" "" _sip._udp.isc.org. 
isc.org.   60 IN RRSIG AAAA 5 2 60 20131002233248 ( 
    20130902233248 50012 isc.org. 
    OBWafw6hmgueTvaL06Q3zzpKODW3OIWKxHr3Z30mag1v 
    JW5ECwlkK3xIlPr4A1Rg6SZiJp78yewBWkDB0436cY1u 
    CJ0yzsk9YWlLW/5hScy1ueaHs2tfymZD7UdOh0FuLs05 
    gunsxK2Of3DCG3Zh3cD4FMnu8ju1CuLD2+dUW1U= ) 
isc.org.   60 IN AAAA 2001:4f8:0:2::69 
isc.org.   7200 IN  RRSIG TXT 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    J0UV7iIvQn7Pzu/itUN1JH4hLg8bjQo/73kBef/T/yzx 
    /P8t6VX+MYDCysyXNigSi1JPoWfYt7qu6eXcALQEwJ/Z 
    156Rebefjls4R18wr+BttzWFICb+zJ7K7o4meckc7ZQr 
    12gIAXjij09dr9omYoObWo6/IH76S6N3Er4ixdg= ) 
isc.org.   7200 IN  TXT "$Id: isc.org,v 1.1845 2013-08-16 16:16:50 dmahoney Exp $" 
isc.org.   7200 IN  TXT "v=spf1 a mx ip4:204.152.184.0/21 ip4:149.20.0.0/16 ip6:2001:04F8::0/32 ip6:2001:500:60::65/128 ~all" 
isc.org.   7200 IN  RRSIG MX 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    fiALi/ebGauXvqfL4vHt5YzgIY/X0kh2WNE37wICVU6B 
    YKkqDuWF2h5T4ry2TmdcKj4pqVOJVSDF/A7zzRPkcpcw 
    ibTM8h5yDEMJzELAsSimj2mXBFsqTgFGtDXIGV9IU7qr 
    yFkVMrDlj9gcLkTlg1EZpyxwQH2y2XCT5BhAbQA= ) 
isc.org.   7200 IN  MX 10 mx.pao1.isc.org. 
isc.org.   60 IN RRSIG A 5 2 60 20131002233248 ( 
    20130902233248 50012 isc.org. 
    CkSV2VzLktJGH2PXEJl1QssxeyyUYM5pALjb06NMW0BC 
    5vcFyuQYng2lNE/Z0J1XIHflWwGo9Gv1YZ0u/K6rGPXw 
    gWmkl/6t0T8uNtk9u3XDhaMxQBg2P2ZAp1NEg6r3cczn 
    Gu9y+Q71g/IxcK+5Ok7gI8L18hBTi+vpCAKYq6A= ) 
isc.org.   60 IN A  149.20.64.69 
isc.org.   7200 IN  RRSIG NS 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    Fdfb5ND2XUlnk/nPcPOaNBCK6307LdrhC/dqdS+TMtBj 
    KMmXU2NJBl0hD8fOnOdKbzlwNk1JLPXq25znMNBw+Zdj 
    MekctR2r2jTO2Xm9mT+su4ff8r1pMcUGhpsq73V6NjIb 
    gA3LT6zfv4gWyFdos60Ma/Bsq26SmpECQFNARpI= ) 
isc.org.   7200 IN  NS ord.sns-pb.isc.org. 
isc.org.   7200 IN  NS ns.isc.afilias-nst.info. 
isc.org.   7200 IN  NS sfba.sns-pb.isc.org. 
isc.org.   7200 IN  NS ams.sns-pb.isc.org. 
isc.org.   7200 IN  RRSIG SOA 5 2 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    hUfqnG5gKbygAeVRHjP5As31lsheMKNPD7g9MJlWZTrm 
    D2de6Z/eCwUXkQxRT5TV0lFWjtGFuA0a4svbCZ1qHS9d 
    /rhWc7IMziu2u+L9tbho+c4jszvGAJ9kYvalNbgpmkHd 
    m+wmOHWmiY3cYKcl5Ps8gs5N0Q1JdkaCARPFHQs= ) 
isc.org.   7200 IN  SOA ns-int.isc.org. hostmaster.isc.org. ( 
    2013090300 ; serial 
    7200       ; refresh (2 hours) 
    3600       ; retry (1 hour) 
    24796800   ; expire (41 weeks) 
    3600       ; minimum (1 hour) 
    ) 
 
;; ADDITIONAL SECTION: 
asterisk.isc.org.  300 IN A 149.20.32.15 
mx.pao1.isc.org.  3600 IN  A 149.20.64.53 
mx.pao1.isc.org.  3600 IN  AAAA 2001:4f8:0:2::2b 
ams.sns-pb.isc.org. 7200 IN  A 199.6.1.30 
ams.sns-pb.isc.org. 7200 IN  AAAA 2001:500:60::30 
ord.sns-pb.isc.org. 7200 IN  A 199.6.0.30 
ord.sns-pb.isc.org. 7200 IN  AAAA 2001:500:71::30 
sfba.sns-pb.isc.org. 7200 IN  A 149.20.64.3 
sfba.sns-pb.isc.org. 7200 IN  AAAA 2001:4f8:0:2::19 
_sip._udp.isc.org.  7200 IN  RRSIG SRV 5 4 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    dlHKAV5fEMB6N7cIggGo82NcRpRRv4ZRKoOnNsruIlEK 
    X2+EaSlRqNwMdONYm7wly2AQSbTV7AzyZus5+4Pluy9f 
    mCRkBIS/NsN5SoyrQqfqGEwwKDq18Sns/wVh/nMFjCxT 
    STBKAEl6aaKFj0mzAfXHcZv7T3ASEKe//2AG4lE= ) 
asterisk.isc.org.  300 IN RRSIG A 5 3 300 20131002233248 ( 
    20130902233248 50012 isc.org. 
    CQNlkoUMDr6W6GHwVPE8P3zWpMUsDybugfnx1Uivlw1m 
    nvA9Xs5xcCE6ySL0su97Vcrc/5EMH+rQJP8NIvK+P+cL 
    zHUFLrvVhjgOQNWVu5OtWES5PRURlr69fT7cIKkakeDt 
    TqdgUuppsAxArzwVY4e4RNOpw33MIKLVzbOpdOc= ) 
mx.pao1.isc.org.  3600 IN  RRSIG A 5 4 3600 20131002233305 ( 
    20130902233305 35927 pao1.isc.org. 
    BegH80RiUCyIczZgvSFhpjyURVImbFVMQlOb113YmXHL 
    Tcg7p5hsWuAV7E9VJ7T37b0vgDh9n3MRWTVpRKD432vI 
    9kv665/7w7Usnuhc/T+R2FszSmMtnkS/xSibpGcU2By8 
    yR/RnZhwhIj/68gWmJDZD7bovbg4uCHhIzlh2Ik= ) 
mx.pao1.isc.org.  3600 IN  RRSIG AAAA 5 4 3600 20131002233305 ( 
    20130902233305 35927 pao1.isc.org. 
    vsJrLmfX8rfy3ShTWUBKvO6yT26PKuznsbR489kvia3E 
    UlSDuksI/t9QYAa5JPSttraigCase86+4iE1Xkdet1eY 
    bVLUksN/iyucLzHaOf8WfujY0Y1I/8N1PuKNu/NzqFCB 
    r2rgTfxSpQ7GPiVFGc+b+58fhgGkT9/SZ87+qgA= ) 
ams.sns-pb.isc.org. 7200 IN  RRSIG A 5 4 7200 20131002233248 ( 
    20130902233248 50012 isc.org. 
    EyCDObCGhMVQeLsZEFsK6k72FT0Y0Ps3XhiZmusKDz/y 
    l7K8eclF3+Zdy7u61A9nSEHbeLR7t3IbXuQgXOsBaYYE 
    QBZ+YXwdpMQoSL02TbUsCa8tQtap2EK9xJDajbfTR4kE 
    YjCg6PtneOKGVCvQcC3Le2QEuM+aviEkWU6hFeo= ) 
 
;; Query time: 10 msec 
;; SERVER: 199.6.1.30#53(199.6.1.30) 
;; WHEN: Tue Sep  3 11:10:11 2013 
;; MSG SIZE  rcvd: 4087 
 



DNS	
  Amplifica5on/reflec5on	
  
Specially	
  craVed	
  RR’s	
  

o  Domain	
  names	
  are	
  registered	
  or	
  even	
  hijacked	
  	
  
o  Some7mes	
  they	
  have	
  ‘funny’	
  names,	
  such	
  as	
  

‘dd0s.asia’,	
  ‘ddos.cat’,	
  bitstress.com	
  or	
  
‘ddostheinter.net’	
  

o  Look	
  at	
  it…	
  
o  Now	
  respect	
  it…	
  
o  8K…	
  (100x	
  amplifica7on)	
  
o  Botnet	
  ==	
  100	
  PC’s	
  (each	
  1	
  Mbit/s)	
  
o  X	
  100…	
  
o  DDoS	
  ==	
  10	
  Gbit/s	
  !!	
  

32	
  

;; Truncated, retrying in TCP mode. 
 
; <<>> DiG 9.8.4-rpz2+rl005.12-P1 <<>> ANY ddostheinter.net 
;; global options: +cmd 
;; Got answer: 
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8510 
;; flags: qr rd ra; QUERY: 1, ANSWER: 513, AUTHORITY: 2, ADDITIONAL: 2 
 
;; QUESTION SECTION: 
;ddostheinter.net. IN ANY 
 
;; ANSWER SECTION: 
ddostheinter.net. 17 IN SOA ns1.ddostheinter.net.  
root.ddostheinter.net. 2012291001 28800 30 330000 86400 
ddostheinter.net. 17 IN A 172.33.43.83 
ddostheinter.net. 17 IN A 172.33.43.84 
ddostheinter.net. 17 IN A 172.33.43.85 
ddostheinter.net. 17 IN A 172.33.43.86 
ddostheinter.net. 17 IN A 172.33.43.87 
ddostheinter.net. 17 IN A 172.33.43.88 
ddostheinter.net. 17 IN A 172.33.43.89 
ddostheinter.net. 17 IN A 172.33.43.90 
ddostheinter.net. 17 IN A 172.33.43.91 
ddostheinter.net. 17 IN A 172.33.43.92 
ddostheinter.net. 17 IN A 172.33.43.93 
ddostheinter.net. 17 IN A 172.33.43.94 
ddostheinter.net. 17 IN A 172.33.43.95 
ddostheinter.net. 17 IN A 172.33.43.96 
ddostheinter.net. 17 IN A 172.33.43.97 
ddostheinter.net. 17 IN A 172.33.43.98 
ddostheinter.net. 17 IN A 172.33.43.99 
ddostheinter.net. 17 IN A 172.33.43.100 
ddostheinter.net. 17 IN A 172.33.43.101 
ddostheinter.net. 17 IN A 172.33.43.102 
ddostheinter.net. 17 IN A 172.33.43.103 
ddostheinter.net. 17 IN A 172.33.43.104 
ddostheinter.net. 17 IN A 172.33.43.105 
ddostheinter.net. 17 IN A 172.33.43.106 
ddostheinter.net. 17 IN A 172.33.43.107 
ddostheinter.net. 17 IN A 172.33.43.108 
ddostheinter.net. 17 IN A 172.33.43.109 
ddostheinter.net. 17 IN A 172.33.43.110 
ddostheinter.net. 17 IN A 172.33.43.111 
ddostheinter.net. 17 IN A 172.33.43.112 
ddostheinter.net. 17 IN A 172.33.43.113 
ddostheinter.net. 17 IN A 172.33.43.114 
ddostheinter.net. 17 IN A 172.33.43.115 
ddostheinter.net. 17 IN A 172.33.43.116 
ddostheinter.net. 17 IN A 172.33.43.117 
ddostheinter.net. 17 IN A 172.33.43.118 
ddostheinter.net. 17 IN A 172.33.43.119 
ddostheinter.net. 17 IN A 172.33.43.120 
ddostheinter.net. 17 IN A 172.33.43.121 
ddostheinter.net. 17 IN A 172.33.43.122 
ddostheinter.net. 17 IN A 172.33.43.123 
ddostheinter.net. 17 IN A 172.33.43.124 
ddostheinter.net. 17 IN A 172.33.43.125 
ddostheinter.net. 17 IN A 172.33.43.126 
ddostheinter.net. 17 IN A 172.33.43.127 
ddostheinter.net. 17 IN A 172.33.43.128 
ddostheinter.net. 17 IN A 172.33.43.129 
ddostheinter.net. 17 IN A 172.33.43.130 
ddostheinter.net. 17 IN A 172.33.43.131 
ddostheinter.net. 17 IN A 172.33.43.132 
ddostheinter.net. 17 IN A 172.33.43.133 
ddostheinter.net. 17 IN A 172.33.43.134 
ddostheinter.net. 17 IN A 172.33.43.135 
ddostheinter.net. 17 IN A 172.33.43.136 
ddostheinter.net. 17 IN A 172.33.43.137 
ddostheinter.net. 17 IN A 172.33.43.138 
ddostheinter.net. 17 IN A 172.33.43.139 
ddostheinter.net. 17 IN A 172.33.43.140 
ddostheinter.net. 17 IN A 172.33.43.141 
ddostheinter.net. 17 IN A 172.33.43.142 
ddostheinter.net. 17 IN A 172.33.43.143 
ddostheinter.net. 17 IN A 172.33.43.144 
ddostheinter.net. 17 IN A 172.33.43.145 
ddostheinter.net. 17 IN A 172.33.43.146 
ddostheinter.net. 17 IN A 172.33.43.147 
ddostheinter.net. 17 IN A 172.33.43.148 
ddostheinter.net. 17 IN A 172.33.43.149 
ddostheinter.net. 17 IN A 172.33.43.150 
ddostheinter.net. 17 IN A 172.33.43.151 
ddostheinter.net. 17 IN A 172.33.43.152 
ddostheinter.net. 17 IN A 172.33.43.153 
ddostheinter.net. 17 IN A 172.33.43.154 
ddostheinter.net. 17 IN A 172.33.43.155 
ddostheinter.net. 17 IN A 172.33.43.156 
ddostheinter.net. 17 IN A 172.33.43.157 
ddostheinter.net. 17 IN A 172.33.43.158 
ddostheinter.net. 17 IN A 172.33.43.159 
ddostheinter.net. 17 IN A 172.33.43.160 
ddostheinter.net. 17 IN A 172.33.43.161 
ddostheinter.net. 17 IN A 172.33.43.162 
ddostheinter.net. 17 IN A 172.33.43.163 
ddostheinter.net. 17 IN A 172.33.43.164 
ddostheinter.net. 17 IN A 172.33.43.165 
ddostheinter.net. 17 IN A 172.33.43.166 
ddostheinter.net. 17 IN A 172.33.43.167 
ddostheinter.net. 17 IN A 172.33.43.168 
ddostheinter.net. 17 IN A 172.33.43.169 
ddostheinter.net. 17 IN A 172.33.43.170 
ddostheinter.net. 17 IN A 172.33.43.171 
ddostheinter.net. 17 IN A 172.33.43.172 
ddostheinter.net. 17 IN A 172.33.43.173 
ddostheinter.net. 17 IN A 172.33.43.174 
ddostheinter.net. 17 IN A 172.33.43.175 
ddostheinter.net. 17 IN A 172.33.43.176 
ddostheinter.net. 17 IN A 172.33.43.177 
ddostheinter.net. 17 IN A 172.33.43.178 
ddostheinter.net. 17 IN A 172.33.43.179 
ddostheinter.net. 17 IN A 172.33.43.180 
ddostheinter.net. 17 IN A 172.33.43.181 
ddostheinter.net. 17 IN A 172.33.43.182 
ddostheinter.net. 17 IN A 172.33.43.183 
ddostheinter.net. 17 IN A 172.33.43.184 
ddostheinter.net. 17 IN A 172.33.43.185 
ddostheinter.net. 17 IN A 172.33.43.186 
ddostheinter.net. 17 IN A 172.33.43.187 
ddostheinter.net. 17 IN A 172.33.43.188 
ddostheinter.net. 17 IN A 172.33.43.189 
ddostheinter.net. 17 IN A 172.33.43.190 
ddostheinter.net. 17 IN A 172.33.43.191 
ddostheinter.net. 17 IN A 172.33.43.192 
ddostheinter.net. 17 IN A 172.33.43.193 
ddostheinter.net. 17 IN A 172.33.43.194 
ddostheinter.net. 17 IN A 172.33.43.195 
ddostheinter.net. 17 IN A 172.33.43.196 
ddostheinter.net. 17 IN A 172.33.43.197 
ddostheinter.net. 17 IN A 172.33.43.198 
ddostheinter.net. 17 IN A 172.33.43.199 
ddostheinter.net. 17 IN A 172.33.43.200 
ddostheinter.net. 17 IN A 172.33.43.201 
ddostheinter.net. 17 IN A 172.33.43.202 
ddostheinter.net. 17 IN A 172.33.43.203 
ddostheinter.net. 17 IN A 172.33.43.204 
ddostheinter.net. 17 IN A 172.33.43.205 
ddostheinter.net. 17 IN A 172.33.43.206 
ddostheinter.net. 17 IN A 172.33.43.207 
ddostheinter.net. 17 IN A 172.33.43.208 
ddostheinter.net. 17 IN A 172.33.43.209 
ddostheinter.net. 17 IN A 172.33.43.210 
ddostheinter.net. 17 IN A 172.33.43.211 
ddostheinter.net. 17 IN A 172.33.43.212 
ddostheinter.net. 17 IN A 172.33.43.213 
ddostheinter.net. 17 IN A 172.33.43.214 
ddostheinter.net. 17 IN A 172.33.43.215 
ddostheinter.net. 17 IN A 172.33.43.216 
ddostheinter.net. 17 IN A 172.33.43.217 
ddostheinter.net. 17 IN A 172.33.43.218 
ddostheinter.net. 17 IN A 172.33.43.219 
ddostheinter.net. 17 IN A 172.33.43.220 
ddostheinter.net. 17 IN A 172.33.43.221 
ddostheinter.net. 17 IN A 172.33.43.222 
ddostheinter.net. 17 IN A 172.33.43.223 
ddostheinter.net. 17 IN A 172.33.43.224 
ddostheinter.net. 17 IN A 172.33.43.225 
ddostheinter.net. 17 IN A 172.33.43.226 
ddostheinter.net. 17 IN A 172.33.43.227 
ddostheinter.net. 17 IN A 172.33.43.228 
ddostheinter.net. 17 IN A 172.33.43.229 
ddostheinter.net. 17 IN A 172.33.43.230 
ddostheinter.net. 17 IN A 172.33.43.231 
ddostheinter.net. 17 IN A 172.33.43.232 
ddostheinter.net. 17 IN A 172.33.43.233 
ddostheinter.net. 17 IN A 172.33.43.234 
ddostheinter.net. 17 IN A 172.33.43.235 
ddostheinter.net. 17 IN A 172.33.43.236 
ddostheinter.net. 17 IN A 172.33.43.237 
ddostheinter.net. 17 IN A 172.33.43.238 
ddostheinter.net. 17 IN A 172.33.43.239 
ddostheinter.net. 17 IN A 172.33.43.240 
ddostheinter.net. 17 IN A 172.33.43.241 
ddostheinter.net. 17 IN A 172.33.43.242 
ddostheinter.net. 17 IN A 172.33.43.243 
ddostheinter.net. 17 IN A 172.33.43.244 
ddostheinter.net. 17 IN A 172.33.43.245 
ddostheinter.net. 17 IN A 172.33.43.246 
ddostheinter.net. 17 IN A 172.33.43.247 
ddostheinter.net. 17 IN A 172.33.43.248 
ddostheinter.net. 17 IN A 172.33.43.249 
ddostheinter.net. 17 IN A 172.33.43.250 
ddostheinter.net. 17 IN A 172.33.43.251 
ddostheinter.net. 17 IN A 172.33.43.252 
ddostheinter.net. 17 IN A 172.33.43.253 
ddostheinter.net. 17 IN A 172.33.43.254 
ddostheinter.net. 17 IN A 172.33.43.255 
ddostheinter.net. 17 IN A 172.33.44.1 
ddostheinter.net. 17 IN A 172.33.44.2 
ddostheinter.net. 17 IN A 172.33.44.3 
ddostheinter.net. 17 IN A 172.33.44.4 
ddostheinter.net. 17 IN A 172.33.44.5 
ddostheinter.net. 17 IN A 172.33.44.6 
ddostheinter.net. 17 IN A 172.33.44.7 
ddostheinter.net. 17 IN A 172.33.44.8 
ddostheinter.net. 17 IN A 172.33.44.9 
ddostheinter.net. 17 IN A 172.33.44.10 
ddostheinter.net. 17 IN A 172.33.44.11 
ddostheinter.net. 17 IN A 172.33.44.12 
ddostheinter.net. 17 IN A 172.33.44.13 
ddostheinter.net. 17 IN A 172.33.44.14 
ddostheinter.net. 17 IN A 172.33.44.15 
ddostheinter.net. 17 IN A 172.33.44.16 
ddostheinter.net. 17 IN A 172.33.44.17 
ddostheinter.net. 17 IN A 172.33.44.18 
ddostheinter.net. 17 IN A 172.33.44.19 
ddostheinter.net. 17 IN A 172.33.44.20 
ddostheinter.net. 17 IN A 172.33.44.21 
ddostheinter.net. 17 IN A 172.33.44.22 
ddostheinter.net. 17 IN A 172.33.44.23 
ddostheinter.net. 17 IN A 172.33.44.24 
ddostheinter.net. 17 IN A 172.33.44.25 
ddostheinter.net. 17 IN A 172.33.44.26 
ddostheinter.net. 17 IN A 172.33.44.27 
ddostheinter.net. 17 IN A 172.33.44.28 
ddostheinter.net. 17 IN A 172.33.44.29 
ddostheinter.net. 17 IN A 172.33.44.30 
ddostheinter.net. 17 IN A 172.33.44.31 
ddostheinter.net. 17 IN A 172.33.44.32 
ddostheinter.net. 17 IN A 172.33.44.33 
ddostheinter.net. 17 IN A 172.33.44.34 
ddostheinter.net. 17 IN A 172.33.44.35 
ddostheinter.net. 17 IN A 172.33.44.36 
ddostheinter.net. 17 IN A 172.33.44.37 
ddostheinter.net. 17 IN A 172.33.44.38 
ddostheinter.net. 17 IN A 172.33.44.39 
ddostheinter.net. 17 IN A 172.33.44.40 
ddostheinter.net. 17 IN A 172.33.44.41 
ddostheinter.net. 17 IN A 172.33.44.42 
ddostheinter.net. 17 IN A 172.33.44.43 
ddostheinter.net. 17 IN A 172.33.44.44 
ddostheinter.net. 17 IN A 172.33.44.45 
ddostheinter.net. 17 IN A 172.33.44.46 
ddostheinter.net. 17 IN A 172.33.44.47 
ddostheinter.net. 17 IN A 172.33.44.48 
ddostheinter.net. 17 IN A 172.33.44.49 
ddostheinter.net. 17 IN A 172.33.44.50 
ddostheinter.net. 17 IN A 172.33.44.51 
ddostheinter.net. 17 IN A 172.33.44.52 
ddostheinter.net. 17 IN A 172.33.44.53 
ddostheinter.net. 17 IN A 172.33.44.54 
ddostheinter.net. 17 IN A 172.33.44.55 
ddostheinter.net. 17 IN A 172.33.44.56 
ddostheinter.net. 17 IN A 172.33.44.57 
ddostheinter.net. 17 IN A 172.33.44.58 
ddostheinter.net. 17 IN A 172.33.44.59 
ddostheinter.net. 17 IN A 172.33.44.60 
ddostheinter.net. 17 IN A 172.33.44.61 
ddostheinter.net. 17 IN A 172.33.44.62 
ddostheinter.net. 17 IN A 172.33.44.63 
ddostheinter.net. 17 IN A 172.33.44.64 
ddostheinter.net. 17 IN A 172.33.44.65 
ddostheinter.net. 17 IN A 172.33.44.66 
ddostheinter.net. 17 IN A 172.33.44.67 
ddostheinter.net. 17 IN A 172.33.44.68 
ddostheinter.net. 17 IN A 172.33.44.69 
ddostheinter.net. 17 IN A 172.33.44.70 
ddostheinter.net. 17 IN A 172.33.44.71 
ddostheinter.net. 17 IN A 172.33.44.72 
ddostheinter.net. 17 IN A 172.33.44.73 
ddostheinter.net. 17 IN A 172.33.44.74 
ddostheinter.net. 17 IN A 172.33.44.75 
ddostheinter.net. 17 IN A 172.33.44.76 
ddostheinter.net. 17 IN A 172.33.44.77 
ddostheinter.net. 17 IN A 172.33.44.78 
ddostheinter.net. 17 IN A 172.33.44.79 
ddostheinter.net. 17 IN A 172.33.44.80 
ddostheinter.net. 17 IN A 172.33.44.81 
ddostheinter.net. 17 IN A 172.33.44.82 
ddostheinter.net. 17 IN A 172.33.44.83 
ddostheinter.net. 17 IN A 172.33.44.84 
ddostheinter.net. 17 IN A 172.33.44.85 
ddostheinter.net. 17 IN A 172.33.44.86 
ddostheinter.net. 17 IN A 172.33.44.87 
ddostheinter.net. 17 IN A 172.33.44.88 
ddostheinter.net. 17 IN A 172.33.44.89 
ddostheinter.net. 17 IN A 172.33.44.90 
ddostheinter.net. 17 IN A 172.33.44.91 
ddostheinter.net. 17 IN A 172.33.44.92 
ddostheinter.net. 17 IN A 172.33.44.93 
ddostheinter.net. 17 IN A 172.33.44.94 
ddostheinter.net. 17 IN A 172.33.44.95 
ddostheinter.net. 17 IN A 172.33.44.96 
ddostheinter.net. 17 IN A 172.33.44.97 
ddostheinter.net. 17 IN A 172.33.44.98 
ddostheinter.net. 17 IN A 172.33.44.99 
ddostheinter.net. 17 IN A 172.33.44.100 
ddostheinter.net. 17 IN A 172.33.44.101 
ddostheinter.net. 17 IN A 172.33.44.102 
ddostheinter.net. 17 IN A 172.33.44.103 
ddostheinter.net. 17 IN A 172.33.44.104 
ddostheinter.net. 17 IN A 172.33.44.105 
ddostheinter.net. 17 IN A 172.33.44.106 
ddostheinter.net. 17 IN A 172.33.44.107 
ddostheinter.net. 17 IN A 172.33.44.108 
ddostheinter.net. 17 IN A 172.33.44.109 
ddostheinter.net. 17 IN A 172.33.44.110 
ddostheinter.net. 17 IN A 172.33.44.111 
ddostheinter.net. 17 IN A 172.33.44.112 
ddostheinter.net. 17 IN A 172.33.44.113 
ddostheinter.net. 17 IN A 172.33.44.114 
ddostheinter.net. 17 IN A 172.33.44.115 
ddostheinter.net. 17 IN A 172.33.44.116 
ddostheinter.net. 17 IN A 172.33.44.117 
ddostheinter.net. 17 IN A 172.33.44.118 
ddostheinter.net. 17 IN A 172.33.44.119 
ddostheinter.net. 17 IN A 172.33.44.120 
ddostheinter.net. 17 IN A 172.33.44.121 
ddostheinter.net. 17 IN A 172.33.44.122 
ddostheinter.net. 17 IN A 172.33.44.123 
ddostheinter.net. 17 IN A 172.33.44.124 
ddostheinter.net. 17 IN A 172.33.44.125 
ddostheinter.net. 17 IN A 172.33.44.126 
ddostheinter.net. 17 IN A 172.33.44.127 
ddostheinter.net. 17 IN A 172.33.44.128 
ddostheinter.net. 17 IN A 172.33.44.129 
ddostheinter.net. 17 IN A 172.33.44.130 
ddostheinter.net. 17 IN A 172.33.44.131 
ddostheinter.net. 17 IN A 172.33.44.132 
ddostheinter.net. 17 IN A 172.33.44.133 
ddostheinter.net. 17 IN A 172.33.44.134 
ddostheinter.net. 17 IN A 172.33.44.135 
ddostheinter.net. 17 IN A 172.33.44.136 
ddostheinter.net. 17 IN A 172.33.44.137 
ddostheinter.net. 17 IN A 172.33.44.138 
ddostheinter.net. 17 IN A 172.33.44.139 
ddostheinter.net. 17 IN A 172.33.44.140 
ddostheinter.net. 17 IN A 172.33.44.141 
ddostheinter.net. 17 IN A 172.33.44.142 
ddostheinter.net. 17 IN A 172.33.44.143 
ddostheinter.net. 17 IN A 172.33.44.144 
ddostheinter.net. 17 IN A 172.33.44.145 
ddostheinter.net. 17 IN A 172.33.44.146 
ddostheinter.net. 17 IN A 172.33.44.147 
ddostheinter.net. 17 IN A 172.33.44.148 
ddostheinter.net. 17 IN A 172.33.44.149 
ddostheinter.net. 17 IN A 172.33.44.150 
ddostheinter.net. 17 IN A 172.33.44.151 
ddostheinter.net. 17 IN A 172.33.44.152 
ddostheinter.net. 17 IN A 172.33.44.153 
ddostheinter.net. 17 IN A 172.33.44.154 
ddostheinter.net. 17 IN A 172.33.44.155 
ddostheinter.net. 17 IN A 172.33.44.156 
ddostheinter.net. 17 IN A 172.33.44.157 
ddostheinter.net. 17 IN A 172.33.44.158 
ddostheinter.net. 17 IN A 172.33.44.159 
ddostheinter.net. 17 IN A 172.33.44.160 
ddostheinter.net. 17 IN A 172.33.44.161 
ddostheinter.net. 17 IN A 172.33.44.162 
ddostheinter.net. 17 IN A 172.33.44.163 
ddostheinter.net. 17 IN A 172.33.44.164 
ddostheinter.net. 17 IN A 172.33.44.165 
ddostheinter.net. 17 IN A 172.33.44.166 
ddostheinter.net. 17 IN A 172.33.44.167 
ddostheinter.net. 17 IN A 172.33.44.168 
ddostheinter.net. 17 IN A 172.33.44.169 
ddostheinter.net. 17 IN A 172.33.44.170 
ddostheinter.net. 17 IN A 172.33.44.171 
ddostheinter.net. 17 IN A 172.33.44.172 
ddostheinter.net. 17 IN A 172.33.44.173 
ddostheinter.net. 17 IN A 172.33.44.174 
ddostheinter.net. 17 IN A 172.33.44.175 
ddostheinter.net. 17 IN A 172.33.44.176 
ddostheinter.net. 17 IN A 172.33.44.177 
ddostheinter.net. 17 IN A 172.33.44.178 
ddostheinter.net. 17 IN A 172.33.44.179 
ddostheinter.net. 17 IN A 172.33.44.180 
ddostheinter.net. 17 IN A 172.33.44.181 
ddostheinter.net. 17 IN A 172.33.44.182 
ddostheinter.net. 17 IN A 172.33.44.183 
ddostheinter.net. 17 IN A 172.33.44.184 
ddostheinter.net. 17 IN A 172.33.44.185 
ddostheinter.net. 17 IN A 172.33.44.186 
ddostheinter.net. 17 IN A 172.33.44.187 
ddostheinter.net. 17 IN A 172.33.44.188 
ddostheinter.net. 17 IN A 172.33.44.189 
ddostheinter.net. 17 IN A 172.33.44.190 
ddostheinter.net. 17 IN A 172.33.44.191 
ddostheinter.net. 17 IN A 172.33.44.192 
ddostheinter.net. 17 IN A 172.33.44.193 
ddostheinter.net. 17 IN A 172.33.44.194 
ddostheinter.net. 17 IN A 172.33.44.195 
ddostheinter.net. 17 IN A 172.33.44.196 
ddostheinter.net. 17 IN A 172.33.44.197 
ddostheinter.net. 17 IN A 172.33.44.198 
ddostheinter.net. 17 IN A 172.33.44.199 
ddostheinter.net. 17 IN A 172.33.44.200 
ddostheinter.net. 17 IN A 172.33.44.201 
ddostheinter.net. 17 IN A 172.33.44.202 
ddostheinter.net. 17 IN A 172.33.44.203 
ddostheinter.net. 17 IN A 172.33.44.204 
ddostheinter.net. 17 IN A 172.33.44.205 
ddostheinter.net. 17 IN A 172.33.44.206 
ddostheinter.net. 17 IN A 172.33.44.207 
ddostheinter.net. 17 IN A 172.33.44.208 
ddostheinter.net. 17 IN A 172.33.44.209 
ddostheinter.net. 17 IN A 172.33.44.210 
ddostheinter.net. 17 IN A 172.33.44.211 
ddostheinter.net. 17 IN A 172.33.44.212 
ddostheinter.net. 17 IN A 172.33.44.213 
ddostheinter.net. 17 IN A 172.33.44.214 
ddostheinter.net. 17 IN A 172.33.44.215 
ddostheinter.net. 17 IN A 172.33.44.216 
ddostheinter.net. 17 IN A 172.33.44.217 
ddostheinter.net. 17 IN A 172.33.44.218 
ddostheinter.net. 17 IN A 172.33.44.219 
ddostheinter.net. 17 IN A 172.33.44.220 
ddostheinter.net. 17 IN A 172.33.44.221 
ddostheinter.net. 17 IN A 172.33.44.222 
ddostheinter.net. 17 IN A 172.33.44.223 
ddostheinter.net. 17 IN A 172.33.44.224 
ddostheinter.net. 17 IN A 172.33.44.225 
ddostheinter.net. 17 IN A 172.33.44.226 
ddostheinter.net. 17 IN A 172.33.44.227 
ddostheinter.net. 17 IN A 172.33.44.228 
ddostheinter.net. 17 IN A 172.33.44.229 
ddostheinter.net. 17 IN A 172.33.44.230 
ddostheinter.net. 17 IN A 172.33.44.231 
ddostheinter.net. 17 IN A 172.33.44.232 
ddostheinter.net. 17 IN A 172.33.44.233 
ddostheinter.net. 17 IN A 172.33.44.234 
ddostheinter.net. 17 IN A 172.33.44.235 
ddostheinter.net. 17 IN A 172.33.44.236 
ddostheinter.net. 17 IN A 172.33.44.237 
ddostheinter.net. 17 IN A 172.33.44.238 
ddostheinter.net. 17 IN A 172.33.44.239 
ddostheinter.net. 17 IN A 172.33.44.240 
ddostheinter.net. 17 IN A 172.33.44.241 
ddostheinter.net. 17 IN A 172.33.44.242 
ddostheinter.net. 17 IN A 172.33.44.243 
ddostheinter.net. 17 IN A 172.33.44.244 
ddostheinter.net. 17 IN A 172.33.44.245 
ddostheinter.net. 17 IN A 172.33.44.246 
ddostheinter.net. 17 IN A 172.33.44.247 
ddostheinter.net. 17 IN A 172.33.44.248 
ddostheinter.net. 17 IN A 172.33.44.249 
ddostheinter.net. 17 IN A 172.33.44.250 
ddostheinter.net. 17 IN A 172.33.44.251 
ddostheinter.net. 17 IN A 172.33.44.252 
ddostheinter.net. 17 IN A 172.33.44.253 
ddostheinter.net. 17 IN A 172.33.44.254 
ddostheinter.net. 17 IN A 172.33.44.255 
ddostheinter.net. 17 IN A 172.33.43.1 
ddostheinter.net. 17 IN A 172.33.43.2 
ddostheinter.net. 17 IN A 172.33.43.3 
ddostheinter.net. 17 IN A 172.33.43.4 
ddostheinter.net. 17 IN A 172.33.43.5 
ddostheinter.net. 17 IN A 172.33.43.6 
ddostheinter.net. 17 IN A 172.33.43.7 
ddostheinter.net. 17 IN A 172.33.43.8 
ddostheinter.net. 17 IN A 172.33.43.9 
ddostheinter.net. 17 IN A 172.33.43.10 
ddostheinter.net. 17 IN A 172.33.43.11 
ddostheinter.net. 17 IN A 172.33.43.12 
ddostheinter.net. 17 IN A 172.33.43.13 
ddostheinter.net. 17 IN A 172.33.43.14 
ddostheinter.net. 17 IN A 172.33.43.15 
ddostheinter.net. 17 IN A 172.33.43.16 
ddostheinter.net. 17 IN A 172.33.43.17 
ddostheinter.net. 17 IN A 172.33.43.18 
ddostheinter.net. 17 IN A 172.33.43.19 
ddostheinter.net. 17 IN A 172.33.43.20 
ddostheinter.net. 17 IN A 172.33.43.21 
ddostheinter.net. 17 IN A 172.33.43.22 
ddostheinter.net. 17 IN A 172.33.43.23 
ddostheinter.net. 17 IN A 172.33.43.24 
ddostheinter.net. 17 IN A 172.33.43.25 
ddostheinter.net. 17 IN A 172.33.43.26 
ddostheinter.net. 17 IN A 172.33.43.27 
ddostheinter.net. 17 IN A 172.33.43.28 
ddostheinter.net. 17 IN A 172.33.43.29 
ddostheinter.net. 17 IN A 172.33.43.30 
ddostheinter.net. 17 IN A 172.33.43.31 
ddostheinter.net. 17 IN A 172.33.43.32 
ddostheinter.net. 17 IN A 172.33.43.33 
ddostheinter.net. 17 IN A 172.33.43.34 
ddostheinter.net. 17 IN A 172.33.43.35 
ddostheinter.net. 17 IN A 172.33.43.36 
ddostheinter.net. 17 IN A 172.33.43.37 
ddostheinter.net. 17 IN A 172.33.43.38 
ddostheinter.net. 17 IN A 172.33.43.39 
ddostheinter.net. 17 IN A 172.33.43.40 
ddostheinter.net. 17 IN A 172.33.43.41 
ddostheinter.net. 17 IN A 172.33.43.42 
ddostheinter.net. 17 IN A 172.33.43.43 
ddostheinter.net. 17 IN A 172.33.43.44 
ddostheinter.net. 17 IN A 172.33.43.45 
ddostheinter.net. 17 IN A 172.33.43.46 
ddostheinter.net. 17 IN A 172.33.43.47 
ddostheinter.net. 17 IN A 172.33.43.48 
ddostheinter.net. 17 IN A 172.33.43.49 
ddostheinter.net. 17 IN A 172.33.43.50 
ddostheinter.net. 17 IN A 172.33.43.51 
ddostheinter.net. 17 IN A 172.33.43.52 
ddostheinter.net. 17 IN A 172.33.43.53 
ddostheinter.net. 17 IN A 172.33.43.54 
ddostheinter.net. 17 IN A 172.33.43.55 
ddostheinter.net. 17 IN A 172.33.43.56 
ddostheinter.net. 17 IN A 172.33.43.57 
ddostheinter.net. 17 IN A 172.33.43.58 
ddostheinter.net. 17 IN A 172.33.43.59 
ddostheinter.net. 17 IN A 172.33.43.60 
ddostheinter.net. 17 IN A 172.33.43.61 
ddostheinter.net. 17 IN A 172.33.43.62 
ddostheinter.net. 17 IN A 172.33.43.63 
ddostheinter.net. 17 IN A 172.33.43.64 
ddostheinter.net. 17 IN A 172.33.43.65 
ddostheinter.net. 17 IN A 172.33.43.66 
ddostheinter.net. 17 IN A 172.33.43.67 
ddostheinter.net. 17 IN A 172.33.43.68 
ddostheinter.net. 17 IN A 172.33.43.69 
ddostheinter.net. 17 IN A 172.33.43.70 
ddostheinter.net. 17 IN A 172.33.43.71 
ddostheinter.net. 17 IN A 172.33.43.72 
ddostheinter.net. 17 IN A 172.33.43.73 
ddostheinter.net. 17 IN A 172.33.43.74 
ddostheinter.net. 17 IN A 172.33.43.75 
ddostheinter.net. 17 IN A 172.33.43.76 
ddostheinter.net. 17 IN A 172.33.43.77 
ddostheinter.net. 17 IN A 172.33.43.78 
ddostheinter.net. 17 IN A 172.33.43.79 
ddostheinter.net. 17 IN A 172.33.43.80 
ddostheinter.net. 17 IN A 172.33.43.81 
ddostheinter.net. 17 IN A 172.33.43.82 
ddostheinter.net. 17 IN NS ns1.ddostheinter.net. 
ddostheinter.net. 17 IN NS ns2.ddostheinter.net. 
 
;; AUTHORITY SECTION: 
ddostheinter.net. 17 IN NS ns1.ddostheinter.net. 
ddostheinter.net. 17 IN NS ns2.ddostheinter.net. 
 
;; ADDITIONAL SECTION: 
ns1.ddostheinter.net. 172459 IN A 74.91.18.226 
ns2.ddostheinter.net. 172459 IN A 74.91.18.226 
 
;; Query time: 1 msec 
;; SERVER: ::1#53(::1) 
;; WHEN: Mon Jun 10 12:24:22 2013 
;; MSG SIZE rcvd: 8331 
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Activate botnet 

Spoofed queries 

http://tools.ietf.org/html/rfc5358 



Problem	
  1:	
  
Spoofing	
  is	
  (s5ll)	
  rather	
  easy	
  

34 

•  BCP38	
  /	
  SAC004/	
  uRPF	
  /	
  Ingress	
  filters	
  
•  RFC3704	
  
•  hWp://www.bcp38.info	
  	
  

(source: https://spoofer.cmand.org/) 



Problem	
  2:	
  
many	
  (!)	
  open	
  resolvers	
  

35 

•  Roughly	
  30.000.000	
  worldwide	
  
•  ~180.000	
  in	
  the	
  Netherlands	
  
•  ~32.000	
  in	
  Norway	
  

(source: http://openresolverproject.org) 
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•  ~180.000	
  in	
  the	
  Netherlands	
  
•  ~120.000	
  in	
  AS5390…	
  
•  Huwei	
  HG655d	
  
•  New	
  firmware	
  is	
  available!	
  

Problem	
  2:	
  many	
  (!)	
  open	
  resolvers	
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•  ~32.000	
  in	
  Norway	
  
–  Telenor	
  Norge,	
  Direct	
  Connect,	
  GET	
  Norway	
  
–  Broadnet,	
  Hafslund	
  Telekom	
  NeWjenester	
  
–  Loqal,	
  NEXTGENTEL,	
  Al7box	
  
–  Eidsiva	
  bredband	
  and	
  others..	
  

•  Some7mes	
  weird	
  ADSL-­‐modems	
  
•  Some7mes	
  wrong	
  defaults	
  

	
  

Problem	
  2:	
  many	
  (!)	
  open	
  resolvers	
  



Problem	
  2:	
  many	
  (!)	
  open	
  resolvers	
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(source: https://dnsscan.shadowserver.org/) 



Problem	
  2:	
  many	
  (!)	
  open	
  resolvers	
  

39 
(source: https://dnsscan.shadowserver.org/) 



Problem	
  3:	
  
Not	
  limited	
  to	
  open	
  resolvers	
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•  Authorita7ve	
  name	
  servers	
  work	
  well	
  too	
  
– Now	
  it’s	
  our	
  problem	
  as	
  well…	
  
– Con’s:	
  competent	
  management	
  (mostly)	
  
– Pro’s:	
  Good	
  infrastructure	
  

•  TLD,	
  second-­‐level,	
  doesn’t	
  really	
  maWer	
  
•  DNSSEC	
  makes	
  is	
  even	
  more	
  interes7ng	
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Activate botnet 

Spoofed queries 
(ANY .nl) 
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ANY-­‐a7ack	
  on	
  .nl	
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ANY-­‐a7ack	
  on	
  .nl	
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ANY-­‐a7ack	
  on	
  .nl	
  

rule=$(python generate-netfilter-u32-dns-rule.py --qname nl --qtype ANY) 
 
iptables -A INPUT -p udp --dport 53 --match u32 --u32 "$rule" -j RATELIMITER 
 
iptables -A RATELIMITER -m hashlimit \ 

 --hashlimit-name DNS --hashlimit-above 20/second --hashlimit-mode srcip \ 
 --hashlimit-burst 100 --hashlimit-srcmask 28 -j DROP 

(source: http://www.bortzmeyer.org/files/generate-netfilter-u32-dns-rule.py) 
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ANY-­‐a7ack	
  on	
  .nl	
  

rule=$(python generate-netfilter-u32-dns-rule.py --qname nl --qtype ANY) 
 
 
rule=$(python generate-netfilter-u32-dns-rule.py --qname NL --qtype ANY) 
 
 
rule=$(python generate-netfilter-u32-dns-rule.py --qname Nl --qtype ANY) 
 
 
rule=$(python generate-netfilter-u32-dns-rule.py --qname nL --qtype ANY) 
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ANY-­‐a7ack	
  on	
  .nl	
  

-A RL -s 2001:db8::/32 -m state --state NEW -m udp -p udp --dport 53 -j ACCEPT 
-A RL -s 2001:db8::/32 -m state --state NEW -m tcp -p tcp --dport 53 -j ACCEPT 
-A RL -m state --state NEW -m udp -p udp --dport 53 -m limit --limit 30/minute --limit-burst 90 -j ACCEPT 
-A RL -m state --state NEW -m tcp -p tcp --dport 53 -m limit --limit 30/minute --limit-burst 90 -j ACCEPT  
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Response	
  Rate	
  Limi5ng	
  (RRL)	
  

• Available for BIND, NSD and Knot 

• http://www.redbarn.org/dns/ratelimits 
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Response	
  Rate	
  Limi5ng	
  (RRL)	
  

• Several configurable parameters 

•  In particular: ‘slip’ 
When a query would be dropped due to rate limiting, RRL randomly 
sends back a truncated response instead, once per ‘TC-RATE‘  queries.  
This tells a victim whose address is being forged to retry using TCP. 



49	
  

ANY-­‐a7ack	
  on	
  .nl	
  (with	
  RRL)	
  



The	
  good	
  news:	
  
DNS-­‐a7acks	
  went	
  away!	
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The	
  bad	
  news:	
  
Kaminsky-­‐a7acks	
  became	
  easier…	
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What	
  can	
  I	
  do?	
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•  Implement	
  BCP38	
  
•  Shut	
  down	
  ‘open	
  resolvers’	
  
•  Enable	
  RRL	
  
•  Monitor	
  your	
  infrastructure	
  
•  Enable	
  DNSSEC	
  (valida5on)	
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Ques5ons?	
  

Marco	
  Davids	
  
Technical	
  Advisor	
  
marco.davids@sidn.nl	
  
@marcodavids	
  
	
  
	
  
	
  
	
  
	
  


