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Early December 2013: 5.377.690 domain names (1.673.979 DNSSEC, >30%)
~30 domain names per 100 inhabitants
7th TLD, after .com, .de, .net, .uk, .org and .info
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Introduction

Case study (just an example)
Modus operandi of DNS amplification

Countermeasures
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Introduction
There are many attack types

PRSTUCOL TYPE DESCRIPTION

DNS Spoofing DNS queries from the target of the attack towards
DNS Reflection/ | DNS providers, to generate large responses that overwhelm
Amplification | the bandwidth of the attack target.

\ CanEs This flood involves a client repeatedly creating a full T

ion.
TCP

This flood involves a client sending “synchronize” packets and
SYN does not create a full TCP session; therefore, SYN floods are
candidates for source IP spoofing.

This flood involves a client sending UDP packets of data.
ubp UDP Flood | UDP is connectionless and does not require a session, which
makes this type of flood a perfect candidate for spoofing.

This flood involves ICMP packets that contain data; because
ICMP ICMP Flood | ICMP does not require a session, this flood type is a good
candidate for spoofing.

These floods inundate a target with HTTP requests (typically

RINPHESE GET and POST requests).
HTTP . )
By slowly sending HTTP requests, this attack type attempts
Slowloris to exploit a weakness in Web servers that waits for the
completion of an HTTP request.
ssL This attack type involves a client repeatedly performing an
SSL

Renegotiation ;
enegotialion | 5 server's resources.

Internet Research & innovation
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SSL handshake on an established SSL connection to consume S*Q‘d labs s I D N
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(source: Verisign DDoS malware whitepaper) ‘



Attack vectors

® - Upstream Internet Congestion
® - |[nternet Link Congestion

Router TCAM/Buffer Exhaustion - ® ® - Router CPU Exhaustion

Mitigation Exhaustion - ®

® - Server CPU Exhaustion
g ® - Server Session Exhaustion
Firewall CPU / Memory Exhaustion - ®f§ ® - Application Session Exhaustion
® - Database Connection Exhaustion
Authoritative
CPU/Session Exhaustion- © Jfar=d . ONS Server
L= SN.
- |p ﬁo - Server Resource Exhaustion
Email

SR labs SIDN
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Attack vectors (2)

30%
27%26% 25% 30%
2% 25% ®2011
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pipe Balancer under
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Who, for what?
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Who, for what? 0

e Kiddies
 Distraction (from another attack)
* Blackmail & e,
41011 op ack
d H3th|V|Sm h:m mst{ﬁz alioy 1@111 & ¥ Foirg,,
Ie} Car d('o Te T?
s P/ bt 0% | Grgy Bt

. Wikie, ‘/bc .
. .  ° Cyberwarfare / terrorism ot p,‘ib?‘;and%qpons

saBs g

W Zackipedia » Re: How to prevent host booting/ip flooding?

« Reply #8 on: 08:28 AM - 04/29/13 »
Member

m Fight fire with fire. Get a program similar to the Low Orbit Ion Cannon, get a bunch of your friend's computers 7 n—
Posts: 458 together and flood your enemies connection faster than they flood yours, hence putting a stop to their floodiness... Si labs

that's a word now.. Floodiness... I D N
Gamertag: GriM MagiK AT A

Logged




Who, for what?

O Most C Motivati Behind DDoS Attack

35% @ 33% Folitical/Ideological Disputes
@ 31% Online g-Relat
30% Nihiism/Vandalism

Criminals Demonsirating DDoS Attack
Capabilities to Potential Customers

@ 22% Social Networking-Related

© 20% Interpersonal/Inter-Group Rivalnes

@ 17% Misconfiguration/Accidental

= 15% Competitive Rivalry Between Business Organizations
15% Diversion to Cover Compromise/Data Exfiltration
14% Criminal Extortion Attempts

Flash Crowds

Financial Market Manipulation

= 7% Intra-Criminal Disputes

Unknown

(source: Carbon60)
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What?! Gamers??

Error
You have been disconnected from the Call of Duty®: Black
DOps Il servers.

VIOED GAMES
0ON'T MAKE
YOU VIOLENT

LAG DoEg)

LAG KIiLLS

P —— ﬁ{ s 000

SHH) lobs SIDN



Gaming, gaming, gaming... 0
) WD Browse | | GoTurbo Login | | signuUp

#TheRace for Call of :‘Lr,?:ic‘vﬂ.‘\mem‘ (SE e cu” Of DUty GhOSts 24/7
/ The Race Marathon

;; TheRace
Call of Duty: Ghosts

on TheRace

v
b
)
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B o
=
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Top 100 Highest Overall Earnings

[

$489,384.83 $375,712.95 76.77%
$454,544.98 $240,550.00 52.92%
$446,371.91 $410,243.17 91.91%
$414,302.11 $414,221.84  99.98%
$410,314.28 $407,697.79  99.36%
$408,010.19 $407,697.79  99.92%
$406,410.19 $406,097.79  99.92%
$388,916.38 $384,290.06 98.81%
$335,634.08 $309,021.95 92.07%

o]
2. =
R |
4. K
5. =
6.
7. -
8. K
9. K&

=

$325,521.37 $322,778.16 99.16%

(source: http://www.esportsearnings.com/players )
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Gaming sometimes is big $$$$$/\ %

O 1. Johnathan "Fatallty" Wendel - $454,544.98 From 35 Tournaments

The world's first prominent professional
gamer, America's Johnathan Wendel success
playing first-person shooters earned him
massive cash prizes and sponsorship deals
with major computer hardware companies.

(source: http://www.businessinsider.com)

N4
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32%

10 Mbps 10 Mbps -
100 Mbps

(source: Radware)
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Trend

DDoS Attacks by Gbps?

100 .
. mf—
» /
- /
& /
g @ /
gso

3 © /-/

3 3

20 /
w/

(source: Arbor)

Gbps

Peak DDoS Attack Size (January 2010-Present)

JFMAMJIJASONDIFMAMIJASONDIFMAMIJASONDIFMA
2010 2011 2012 2013

Source: Arbor Networks, Inc. -

NETWORKS
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DDoS means business 0

< DELTA INTTIATIVE _ © onk

Commows ] [Crooun ] [Comomws ] Duserac]

DDOSING SERVICE
You are not logged in.

-+ ExploitBay posted 30 days 22 hours ago:
| will DDoS any person or server that you want me to.
0.01 BTC per 5 minutes.
My Torchat:
Bbviasi62kyokngS
| can provide proof if you need it.
-*Scor99 posted 29 days 6 hours ago:
How many attackers does this service provide?
~@operations posted 24 days 7 hours ago:
3 def Checked and verified
7 4 ~kiki posted 18 days 21 hours ago:

Can modify the database on the server to?
Than | would be interested in your services !

inno
-+ ExploitBay posted 6 days 21 hours ago:

8 O w No, somry.
Just DDoSing.

I'm back after a week~ hiatus. ~ ;;J;:\ labs S I D N
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DDoS means business o

G v Status mib_Oydffp *

<mib_Oydffp> hey
<mib_Oydffp> come in pm

<Al-Majourhi> hello

<Al-Majourhi> can you help me

<mib_Oydffp> sure

<mib_Oydffp> how much is the pay and who is the target?

<mib_Oydffp> goodbye

<Al-Majourhi> are you here

== No such nick/channel: nib_Oydffp

<Al-Majourhi> Hey back

<mib_Oydffp> Sorry had to handle a dog.

<Al-Majourhi> Thats okay. I have been polishing my RPG (kidding)

<Al-Majourhi> So I know you helped gqassam last few days with your PPM DDos thing. (Multiboot.me)
<mib_Oydffp> Who?

<mib_Oyd

A p> A fine piece of work.
<Al-Majourhi> We are affiliated with the same group. Have funds but your prices are much.
<Al-Majourhi> If I can get 1t for $200 for 1000 hours - I can fund the whole 10000 hours, thats $2000 now.
<Al-Majourhi> And you want to use Multiboot slots, at 10GB/s right? Answer carefully.
<mib_Oydffp> We can do that. how can you pay/

= ou have 'name' of someone I dealt with recently so we can expedite thi
<Al-Majourhi> Op 3

<Al-Majourhi> Same guys.
<mib_Oydffp> got that, good.

<mib_Oydffp> contact me on agbimrwy@sharklasers.com - and we can talk more.

<mib_Oydffp> I have to gtfo now.

<mib_Oydffp> You have payment means available nov - I can do $200 for 1K hours, any target.
<mib_Oydffp> Make the contact we can deal.

== mib_Oydffp [webirc@AN-143.4vr.fmlari.IP] has quit [Quit: ]

SEDH labs SIDN

Internet Research & innovation
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Welcome back, . You last visited: Today, 01:53 AM (User CP — Log Out)

Current time: 08-14-2012, 01:53 PM
View New Posts | View Today's Posts | Your Threads | Your Posts | Private Messages (Unread 0, Total 431)

Open Buddy List

Server Stress Testing

Important Stress Testing Rules

. No posting requests for DDOS attacking sites.

. Section is for server, firevall, and network stress testing.

. No discussions on attacking websites.

. No take dovm proof posts allowed.

. No asking for vouch or free copies.

. No cross-posting. If you create a thread here do not make it anywhere else.

Pages (2): [l 2| next » New Thread

Server Stress Testing Mark this forum read

Important Threads

B 4 ¢ Elite Stresser + PP/LR/Bots + SSYN/SUDP + Skype Resolve + Web Based + Autobuy ¢ ¢ (Pages: 123) Today 11:28 AM
1337B345T3R Last Post: drpanda15

* | Versatile Stresserk | 4 Gbps % | 3000 second max boot-time % |Custom Source | %

Today 05:54 AM
Cyben

Last Post: Omniscient

absoBoot - Unlimited Boot Time - [RUDY|UDP|SSYN|HTTP|Get|Head|Slowloris] (Pages: 1234 ...7)

Today 04:53 AM
BV1 Y

Last Post: derekm22098

Meep AIM Booter|Attacks sent via AIM|6+gbps peak with proof|Rooted Servers|2 hour (Pages: 123)

Today 02:44 AM
BluntMayne

Last Post: Im Coco

Ly Stresser++4d AutoBuy + Powerful + Private Servers + Skype Resolver ¢ 1 Hour+ Hit (Pages: 12345)

08-12-2012 12:56 AM
Tyrantelf

Last Post: Tyrantelf
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Case study (just an example)

Possible scenario:
John Doe is a target...

i / sici) s SIDN




Step 1: find his IP address o

John has Skype, so let’s use a ‘Skype Resolver’...

ANNIVARE

(source: http://www.anonware.net/)




Step 2: IP address found o

That wasn’t too hard now, was it?

ANOAYVARE




222 3

Step 3: Initiate a DDoS... o

) My cool DDoS-stresser, | mean stressTESTer ;-)

- & \egioncm 4 e n Q [~

3 def
22224

inno




Step 3: Initiate a DDoS... o

Here’s another example (of the many out there

[ Power Stress

3 Gy
) iskyperesolve.com powerstresser.com

Stress

Login
g X

Username

Password

Login

Skype: johndoe R .
Current IP: 168.62.23.92:40031 Register

Recent IP's: 168.62.23.92|172.31.255.249|213.146.168.254|
By logging in you agree to our

2= 60GB/s
2 Starting a

Stresser

Brought to you by,

ive Support




DDoS means b

Goc /gle booter stresser

Web Images Maps Shopping  Videos More v  Search tools

DESTRESS BOOTER Home

destressbhooter.com/ ~

THE BEST BOOTER. ... Protected. Destress Booter is powered by quick, strong, and
DDoS protected servers to guarantee uptime and stability. With the ...

Rage Booter

ragebooter.net/ ~

We are a professional and reputable stress testing service that has been ... that
persons gone thanks and | hope its stays this way cause RAGE BOOTER s #1!

Quantum Booter - Stress Testing Service

quantumstresser.net/ ~

We are a professional and reputable stress testing service that has been online for
almost two years now. We maintain a large and dedicated network of servers

You visited this page on 9/3/13,

Agony Booter / Stresser

agonystresser.com/ ¥

Agony Booter V.2! Available Now! Please visit our client panel to purchase and receive
support! HackForums Thread - DMCA.com.

Top 10 DDoser's (Booters/Stressers) - SafeSkyHacks
www.safeskyhacks.com/Forums/showthread.php?...(Booters-Stressers) ~
Mar 28, 2013 - Top 10 Booters. #1: iDDos Stresser - http://iddos.net(So Powerful)
(Instant)(3 working Skype resolvers)(Cheap)(Steam Resolver)(Chargen ...

XR Shellbooter
xrshellbooter.com/ ~
Login. Usemame: Password: By Logging in you agree to all Terms of service.

Opaque Booter - Home

opaquebooter.weebly.com/ v

Create a free website with Weebly. Quantum Booter. Affordable and professional stress
testing service. Main - Stress Test - User CP - Forums - Tools - Logout ...

¢ KN

usiness

RAGE BOOTER

Rage Bronze Monthly

$5.00

PLANS & PRICING

Rage Silver Monthly

$10.00

Rage Gold Monthly

$15.00

Rage Platinum Monthly

$50.00

Skype Resolver

Skype Resolver

Skype Resolver

Skype Resolver

Cloudflare Resolver

Cloudflare

esolver

Cloudflare Resolver

Cloudflare Resolver

Geo Ip Locator

300 Second Boot time

RageBooter Client

— BUY NOW.

RAGE ULTIMATE MONTHLY

$125.00

Geo Ip Locator

600 Second Boot time

RageBooter Client

BUY NOW.

RAGE OMEGA MONTHLY

$150.00

Geo Ip Locator
900 Second Boat time

RageBooter Client

BUYNOW

RAGE BRONZE LIFETIME

$20.00

Geo Ip Locator
3000 Second Boot time

RageBooter Client

RAGE SILVER LIFETIME

$30.00

Skype Resolver

Cloudflare Resolver

Geo Ip Locator

5000 Second Boot time

Skype Resolver

Cloudflare Resolver

Geo Ip Locator

9000 Second Boot time

Skype Resolver

Cloudflare Resolver

Geo Ip Locator

300 Second Boot time

Skype Resalver

Cloudflare Resolver

Geo Ip Locator

600 Second Boot time



. - DDOS Service -
TOP_ DD(’)S Se 1ce (Sllpport) }:doerla)ddt}?a]it)acuk‘ Rer?o?}bl\:lpiger(gr:lgia?!lt)

Order a ddos attack! Removable posteﬂ

Rates

+ 1:00,$5

+ 24-from $ 40
Reviews Reviews + 1 week -from $ 260

+/ 1 month - from $ 900

+/ This is the minimum price. Prices depend on the line of targets.

e i pEm Methods of payment Discounts:

v 1week-5%
v 2weeks - 7%

+/ 1 month or more - 15%

Contacts i Contacts

+ Also, when ordering from two sites also discounts.

Order a ddos attack , 2011-2012. Al rights reserved.

Order a ddos attack , 2011-2012. All rights reserved.
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DDoS means business 0

O HACKFORUMS DDoS Booter Ecosystem

29

PRIVATE LISTS

(source: Prolexic)
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Modus operandi
of DNS amplification

* Open recursive resolvers
* Authoritave name servers

‘ sici) s SIDN




DNS Amplification/reflection

; <<>> DiG 9.8.1-P1 <<>> +dnssec +multi ANY isc.org 199.6.1.30
global options: +cmd
Got answer:

;i —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 58517
;i flags: gr aa rd; QUERY: 1, ANSWER: 26, AUTHORITY: 0, ADDITIONAL: 15
;; WARNING: recursion requested but not available

;i OPT PSEUDOSECTION:
; EDNS: 0, flags:
;7 QUESTION SECTION:
;isc.org.

version: do; udp: 4096

ANY

;i ANSWER SECTION:
isc.org. 7200 IN  RRSIG SPF 5 2 7200 20131002233248 (
20130902233248 50012 isc.org
enxTFXMYwtZWIrmS2eZ0svQwlaRIn3whFCh102mpq] tT
3BxugpGev1bCiwiLxNhn89x2Y2/ /pkN1EPvgwr2yd71T
BOLV9X/VnGCH/sBINaRtckk2SET5cul2L75kR1D6JCHC
WLNOHpiHbYeLWWzW18yi £ 33TOrRU7HWUrhaaNO= )
SPF "v=spfl a mx ip4:204.152.184.0/21 ip4:149.20.0.0/16
RRSIG DNSKEY 5 2 7200 20131002230127 (
20130902230127 12892 isc.org
10YDVyt f4YORHCVxdz6U/ fuQCaH2 £2XVUEXEex048e55
VLVSre5GkBG1Wyn/4FeWLOUVHMSHELbL/hK2QERespOC
sAWTn11U7TW8 £1M65a5 TpT09TZONMYKPXQ) sTYZEP1 P2GA
BNVGRUhz1TRMLLSFgAJS9aEI TXK0 EMwsd9U4AZ+BITBX
Vz5GGMbBFStEXMYauE9r8256422zREUv6191XYH+Uhhas
QUEQICVYvtOt+QL1wdWVAKE 3 £p3m6KveBANTiorPSjOd
40PfWZD3CQ4GqVICEYYai55hKN1hVgt FRhLEMGGexvhP
VU49RKekeJihf7pzfMEn1o5+XqiWBe+EQ==
RRSIG DNSKEY 5 2 7200 20131002230127 (
20130902230127 50012 isc.org
HFC6EpPPK8DieQnYccCLEMuP 3uhCFENY 9pwhbqewYh9f
VOMMeE im/XSyQTk9FSVGZNXw2SgC946gSXnTkLdaogwi
b02ZLg20J0UGbSF2+4SreLIx0nv6EyIhlWSxfOrh7DCFt
uMSBUMBleJjOfPC12zTzFetu2qgNMAhCovEp3vA= )
DNSKEY 256 3 5 (
BOEAAAABWUHZ9Cem0BJ0JQTO7C/a3McR6hMaufljsldf
G/inaJpYv7VHXTrAON/MeKp+/x6eT4QLru0KoZkvZIng
TI8JyaFTw20M/ItBfh/hL21mCEt207n3MEeqYtviPnYT
AWGhYW4SVEHT £795320ek
aRrU=
) i key id =
DNSKEY 257 3 5 (
BEAAAAOhHODBrhQbtphgq2wQUPEQSt 4Dt UHxOMVFuZhil
LDMyOOMRXJGrhhCeFvAZih7yJHE82GEW6hd38hXG/ xyl
YCO6Krpbdo]wx8YMXLAS/kA+uS0WILZR1REKTOSYVME
/Qx5RiNDPClw+vT+UBeXEJmO203151ULgqy347cBBlzM
nnz/4LJpA0da9ChKI3A254T515sNIMCwSBB/2+2E63/2
2rQzBkj0BrN/9Bexjpiks3jRhZatEsXn3dTy47ROOULx
5WeJt+xzqZ]+ysyLKOOedS3927SDmsn2eA0FKtOpwAGL
XeG2w+3 xmw30ABLVUgEE/rzeC/bByBNSO70aEFTd
i key id = 12892
RRSIG NSEC 5 2 3600 20131002233248 (

7200 IN
7200 IN

isc.org.
isc.org.

isc.org. 7200 IN

isc.org. 7200 IN

50012

isc.org. 7200 IN

isc.org. 3600 IN

20130902233248 50012 isc.org
K3/RLOnn54FkFvcPnaecG26J3QVCZL1g412B02Yssxan

DNS response far greater than
original question

ip6:2001:04F8

“78 bytés ANY query may easily result

in ~4K bytes reply

- Amplification factor 50-100 times is
possible.

- Example: ‘ANY isc.org’ (factor 53x

amplification)




DNS Amplification/reflection
Specially crafted RR’s

; <<>> DiG 9.8.4-rpz2+r1005.12-P1 <<>> ANY ddostheinter.net

;i global options: +cmd

;i Got answer:

;i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 8510

;; flags: gr rd ra; QUERY: 1, ANSWER: 513, AUTHORITY: 2, ADDITIONAL: 2

77 Truncated, retrying in TCP mode.

;7 QUESTION SECTION:
;jddostheinter.net. IN ANY

;: ANSWER SECTION:
ddostheinter.net. 17 IN SOA nsl.ddostheinter.net.

root.ddostheinter.net. 2012291001 28800 30 330000 86400

ddostheinter.net. 17 IN A 172.33.43.83

ddostheinter.net. 17 IN 172.33.43.84

ddostheinter.net. 17 IN 172.33.43.85

ddostheinter.net. 17 IN A 172.33.43.86 H H

PRI - Domain names are registered or even hijacked
ddostheinter.net. 17 IN 172.33.43.88

ddostheinter.net. 17 IN 172.33.43.89 . ‘{ 7

Sacstreinternet, 17 N & 17233143100 o Sometimes they have ‘funny’ names, such as
ddostheinter.net. 17 IN & 172.33.43.91 ’

ddostheinter.net. 17 IN & 172.33.43.92 ‘ <) u ’ .

Gdostheinter net. 17 T A 172.33.43.53 dd0s.asia’, ‘ddos.cat’, bitstress.com or
ddostheinter.net. 17 IN 172.33.43.94 ’ ’

ddostheinter.net. 17 IN 172.33.43.95 ldd . ’

ddostheinter.net. 17 IN 172.33.43.96 th t t

ddostheinter.net. 17 IN 172.33.43.97 Os eln er'ne

ddostheinter.net. 17 IN 172.33.43.98 .

Semmsimen A e - Look atit...

ddostheinter.net. 17 IN 172.33.43.101

ddostheinter.net. 17 IN 172.33.43.102 .

ddostheinter.net. 17 IN A 172.33.43.103 NOW respect |t"'
ddostheinter.net. 17 IN 172.33.43.104

ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN
ddostheinter.net. 17 IN

b . 8K... (100x amplification)

. Botnet == 100 PC’s (each 1 Mbit/s)

- X100.. -
. DDoS == 10 Gbit/s

172.33.43.121
172.33.43.122

inter.net. 17 IN

ddosthSMager.net. 17 IN

172.33.43.123
33

R I i R eI I i




Activate|botnet

S P

& @ ﬂ Spoofed queries
botnet \ |

http://tools.ietf.org/html/rfc5358

Open Recursive resolvers



Problem 1:
Spoofing is (still) rather easy

 BCP38 /SAC004/ uRPF / Ingress filters
* RFC3704

d Address Space Prefixes Autonomous Systems ™™ 53\ :
Fully spoofable | . S
4 N

Spoofable Spoofable
3.0M 032

1001

(source: https://spoofer.cmand.org/)

* http://www.bcp38.info o

W

3 o
. 3 Mostly spoofable \N\N
A In istent e ((\; ‘\\\‘4
nnnnnnn . @9 Partly spoofable \Q &
y 39.0m /| W nconsistent 111 ‘(\\'
6957 63 7=
82.2' . o i
UnSpoofable )‘D'i labs sl D N
3024 UnSpoofab
Internet Rezearch & innavabon



( (I
l\ ) !
Problem 2:

many (!) open resolvers

* Roughly 30.000.000 worldwide
+—* ~180.000 in the Netherlands
“l+ ~32.000 in Norway

o)

==
s SIDN
(source: http://openresolverproject.org) G-
35
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Problem 2: many (!) open resolvers N \ e
|

~180.000 in the Netherlands
~120.000 in AS5390... T
Huwei HG655d

New firmware is available!

sici) - SIDN




Problem 2: many (!) open resolvers

* ~32.000 in Norway

— Telenor Norge, Direct Connect, GET Norway A
— Broadnet, Hafslund Telekom Nettjenester
— Loqal, NEXTGENTEL, Altibox

— Eidsiva bredband and others..

e Sometimes weird ADSL-modems

::::::::

 Sometimes wrong defaults

Access S,

,,,,,,,,,,,,,,,

AAAAAA
ances

LD lobs SIDN
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Problem 2: many (!) open resolvers

&

P

SKDA] labs SIDN

(source: https://dnsscan.shadowserver.org/)




Problem 2: many (!) open resolvers

il

'V\V T 7 177777
h (source: https://dnsscan.shadowserver.org/)
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Problem 3:

Not limited to open resolvers
* Authoritative name servers work well too

— Now it’s our problem as well...
— Con’s: competent management (mostly)
— Pro’s: Good infrastructure

* TLD, second-level, doesn’t really matter

* DNSSEC makes is even more interesting

LD lobs SIDN
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Attacker

Activate botnet
Spoofed queries
@ @ (ANY .nl)

8 U=

botnet

Open Recursive resolvers



7%

AN

6000

ANY-attack on .nl

Queries by QType

Fron Feb 87, 20813, 16324352 To Feb 14, 2813, 16324352 CET

5000

4000

3000

Query Rate {(q/s)

2000

1000

Fehs Feb9

Febl0

Febll
Date

Feh12

ANY

Internet Research & innovation

bil+ S|DN
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300 M

—

ANY-attack on .nl

4IAILI0 T90L 2 100L04Y

400 M
~  3OM
=
=
£
& 300M
S
B
& 250 M
=
.

amsl-swl - Traffic - ael

200 M

100 M

bits per second

B Inbound
W Outbound

/ 10010vy

¥INIL30 I80L

10: 40 11: 00 11:20 11:40 12: 00 12:20 12: 40 13: 00
From 2012/06/21 09:46:12 To 2012/06/21 13:29:44

Current: 12,11 M Average: 179.07 M Maximum: 346.95 M

Average: 15.28 M Maximum: 21.64 M Current:

N i)
|4 A
: £l .
May Jun Jul Aug Sep
ic W Avg outgoing Traffic
36%)  Last In : 2,310 MBit/s ( 0.23%)

S1%)  Last Out: 13,118 MBit/s ( 1.31%)

SUDi) labs S| DN

Internet Research & innovation
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ANY-attack on .nl

rule=$(python generate-netfilter-u32-dns-rule.py --gname nl --qtype ANY)
iptables -A INPUT -p udp --dport 53 --match u32 --u32 "$rule" - RATELIMITER

iptables -A RATELIMITER -m hashlimit \
--hashlimit-name DNS --hashlimit-above 20/second --hashlimit-mode srcip \
--hashlimit-burst 100 --hashlimit-srcmask 28 -j DROP

(source: http://www.bortzmeyer.org/files/generate-netfilter-u32-dns-rule.py)

sipile: SIDN



ANY-attack on .nl

rule=$(python generate-netfilter-u32-dns-rule.py --gname nl --qtyge ANY)

rule=$(python generate-neffilter-u32-dns-rule.py

-gname NL --qtype ANY)

rule=$(python generate-netfilter-u32-dns-rule.py

rule=$(python generate-netfilter-u32-dns-rule.py --gname nL --gtype ANY)

SH1) labs SIDN




ANY-attack on .nl

-ARL -s 2001:db8::/32 -
-ARL -s 2001:db8::/32 -m state
-A RL -m state --state NE
-A RL -m state --sta

dp -p udp --dport 53 -j ACCEPT

-m tcp -p tcp --dport 53 -j ACCEPT

53 -m limit --limit 30/minute --limit-burst 90 -j ACCEPT
limit --limit 30/minute --limit-burst 90 -j ACCEPT

Internet Research & Innovation




Response Rate Limiting (RRL)

» Available for BIND, NSD and Knot

* http://www.redbarn.org/dns/ratelimits

\

T m—
sioi+ SIDN



Response Rate Limiting (RRL)

« Several configurable parameters

e In particular: ‘slip’

When a query would be dropped due to rate limiting, RRL randomly
sends back a truncated response instead, once per ‘TC-RATE" queries.
This tells a victim whose address is being forged to retry using TCP.

¥ Internet Protocol version 4, Src: 91.203.212.8 (91.203.212.8), Dst: 192.168.100.2 (192.168.100.2)
¥ User Datagram Protocol, Src Port: domain (53), Dst Port: 8577 (8577)
= pomain Name System (response)
Request In: 51
7 [Time: 0.014566000 seconds]
Transaction ID: Ox8175
E Flags: 0x8620 (Standard gquery response, No error)
Tove venn vnnn .. = Response: Message is a response
L000 0uel e el = Opcnde Standard query o)

rity for domain

B : e
....... U . ... = recurston destredT Don T do query recursively B .)“JIE labS SI DN
.. = Recursion available: server can't do recursive queries
F R « .. = 2: reserved (0) Ty LA

. .. = Answer authenticated: answer/authority portion was authenticated by the server
— 0 = bon_authenticated data- linaccentahle

P————




ANY-attack on .nl (with RRL)

Transports Carrying DNS Queries
12000 Fron Apr 16, 20813, 89:85:44 To Apr 17, 2613, 89:85:44 CEST

Other
UDP

10000 Tee

8000

Queries Rate {(q/s)
2
2
8

N
=3
g
=3

10:00 14:00 18:00 22:00 2:00 6:00
fAprié Tine, CEST

sici) = SIDN
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od news: !
TI'II\IeSg:ttacks went away
D ] r

L
000000
..........
.........
.......
.....
I
"




Kaminsky-attacks became easier...

The bad news:

.
.....
HIHH Y
SHIH L
oooooo

LD lobs SIDNI




What can | do?

* Implement BCP38
.. * Shutdown ‘open resolvers’
i o Enable RRL

I
......

4 * * Monitor your infrastructure
| Enable DNSSEC (validation)




_/

Questions?

Marco Davids
Technical Advisor
marco.davids@sidn.nl
@marcodavids

e

Internet Research & Innovation
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