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What are the expectations?
• Applications such as accelerated drug discovery, improved machine learning, 

development of revolutionary materials

• Dooms day application: breaking state-of-the-art cryptography
• Requires 20 million qubits to do that in 8 hours
• Largest quantum computer has 443 qubits (May 2023)
• Capabilities that only large companies and “state actors” might have

• Experts think this won’t happen for another 10-15 years

“The race to find the quantum hotspot”, Nature, May 2023
R. de Wolf, “The potential impact of quantum computers on society”, Ethics and Information Technology, 2017





Integrity

Transition to PQC 
algorithms to protect 
DNSSEC’s 
authenticity and 
integrity functions



DNSSEC: key and signature interactions

O. van der Toorn, M. Müller, S. Dickinson, C. Hesselman, A. Sperotto & R. van Rijswijk-Deij, “Addressing 
the challenges of modern DNS: a comprehensive tutorial”, Computer Science Review, June 2022



Why work on PQC in DNSSEC now?
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M. Müller, “Making DNSSEC Future Proof”, Ph.D. thesis, University of Twente, Sep 2021

Domains signed with ECDSA256 and resolvers able validating this algorithm



Requirements for quantum-safe algoritms

M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.



Theory: packet size 

🙂

🙂

Post-quantum signatures zoo: https://pqshield.github.io/nist-sigs-zoo



Theory: signing and verification speed

☹

🙂

Post-quantum signatures zoo: https://pqshield.github.io/nist-sigs-zoo



Expected operational risks
• Truncated responses not coming through

• More state on authoritative name servers because of TCP fallback

• Increased signature validation times and slower response times for users

• Increased signing times that do not align with zone file publication windows

• Larger responses during keyrolls





Research question: to what 
extent can proposed NIST PQC 

algorithms be used for DNSSEC?



Post-quantum 
Algorithm
Testing and 
Analysis for the
DNS



PATAD testbed overview

PATAD Measurements Manager

PATAD Experiment Manager

Deployment infrastructure: from a 
single laptop to multi-domain 
(SIDN Labs and SURF)

PQC-enabled 
Authoritatives

PQC-enabled 
Resolvers

(Replay) 
Clients

PQC-enabled 
Signer

DNS 
messages

Signed 
zonefiles

DNS 
messages

Container 
log files

Container 
config files

Experiment 
config file

DNS operator 
or reseacher, 
crypto experts

Root, TLD, SLD

DNS operator 
or reseacher, 
crypto experts



Example experiment configuration file



Current experiments
• Support for Falcon-512, SQISign-1, MAYO-2

• PowerDNS extensions to support PQC algoritms

• Custom signer with measurement extensions

• Using several (large) TLD zones



Future work
• Further improve the testbed, for instance
• Add NIST algorithms
• Instrument Auths and Resolvers for real-time measurements

• New experiments, such as replay real-world resolver traffic

• Translate measurements to operational guidelines

• Publications: academic, tech reports, blogs



It’s open source!

https://patad.sidnlabs.nl
https://github.com/SIDN/pqc-testbed

https://patad.sidnlabs.nl/
https://github.com/SIDN/pqc-testbed


Questions and feedback J

www.sidnlabs.nl | stats.sidnlabs.nl

Cristian Hesselman
Director of SIDN Labs
cristian.hesselman@sidn.nl 
+31 6 25 07 87 33

PATAD contact person: elmer.lastdrager@sidn.nl


