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In this presentation

• DDoS attacks

• Introduction to the DDoS Clearing House

• The DDoS Clearing House testbed

• Demonstration
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About DDoS
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• Overwhelming a victim with network traffic

• “Bot nets” send traffic

• Vulnerable services on the internet amplify the traffic

• Mitigation by “scrubbing services”
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High-impact DDoS Examples

4

Mirai botnet, 2016

The Netherlands, January 2018

Estonia, 2007

Liberia, 2016

The Netherlands, September 2020

Belgium, May 2021

House of Representatives of 
The Netherlands, Oct 2020
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DDoS Clearing House

• Share summarized information about DDoS attacks

• Core service of an anti-DDoS Coalition: collaboratively fight DDoS

• Broaden the view of the DDoS landscape

• 3 key components: Dissector, DDoS-DB, Converter 
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DDoS fingerprint

• Summary of the DDoS attack

• Meta-data such as protocols, 
attack types, nr. of packets, 
duration, etc.
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• Goal: pilot in Dutch Anti-DDoS Coalition & Italian consortium

• Obstacle: production systems and legal agreements

• Solution: representative environment in which to test the 
technical developments of the Clearing House
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Clearing House testbed
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Coalition DDoS Clearing House
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Member 1 Member 2DDoSDB.eu

Traffic simulator

Dashboard

Dissector

Converter
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1. Member 1 requests traffic through dashboard
2. Traffic simulator sends traffic to Member 1
3. Attack traffic is analysed by Dissector
4. Resulting fingerprint is uploaded to DDoSDB
5. Member 2 queries DDoSDB for fingerprints
6. Converter creates mitigation rules from 

fingerprint
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Traffic simulator

Dashboard

Member 1 Member 2

7. Member 2 requests the same attack 
previously sent to Member 1

8. Attack is largely blocked by generated 
mitigation rules

7

8

DDoSDB.eu



CONCORDIACyber security cOmpeteNCe fOr Research anD InnovAtion

• Virtual anti-DDoS coalition with SIDN and SURF

• Recorded a demo video
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Demonstration
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Success!
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More content online:
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sidnlabs.nl
nomoreddos.org

github.com/ddos-clearing-house

youtu.be/UwRB74kabn8
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