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About me

» I'm with SIDN, the operator of the
Netherlands’ Internet domain, .nl

» Director of SIDN Labs, SIDN’s
research team

» Professor of Trusted Open Networking
at the University of Twente

« Member of the Netherlands’ Cyber
Security Council

https://www.nominet.uk/delving-into-the-digital-world-map/
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Today’s objective

« Provide an overview of the past, present, and future of the Internet

 Enable you to impress your friends :-)
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Agenda

« What is the Internet and how does it work (roughly)?
« A short history of the Internet

« Today’s Internet

« The Internet of the future: 4 key challenges

- Example challenge: getting ready for quantum computers (if time permits)

* (Questions and discussion
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What is the Internet?




This is how most people see the Internet
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But that’s just the tip of the iceberg

You're

“The Internet” usually

The “real”
Internet

(data
transport)
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Barrett Lyon / The Opte Project
Visualization of the routing paths of the Internet
https://www.opte.org/the-internet

A complex and ever-changing

network of networks
(hence internet)







Key concepts of inter-networking

A note on

Inter-Network Naming, Addressing, and Routing

John F. Shoch
January 1978

Xerox Palo Alto Research Center
Palo Alto, California 94305

Introduction

Taxonomies and terminology will not, by themselves, solve some of the
difficult problems associated with the inter-connection of computer networks;
but carefully choosing our words can help us to avoid misunderstanding and
refine our perceptions of the task.

In 'Through the Looking Glass', the White Knight tries to elucidate (for an
imprecise Alice) the important differences between what a song *is*, what it
*is called*, what it %is named*, and what *the name is called*; perhaps we
need to be equally vigilant with our use of the words 'name', 'address', and
‘route’.

Let me offer one scheme which has proven useful in analyzing this domain, and
begin by asserting that 'names', 'addresses', and 'routes' are different
entities. [Even one of my favorite papers introduces part of this topic by
merging two of these characteristics: "The question of addressing. or how to
name all the participants in an interconnected communication system...."]
The General Model
We can first construct an extremely general definition:
The 'name’ of a resource indicates #xwhat* we seek,
an 'address' indicates xwherex it is, and
a 'route' tells us xhow to get therex. UNIVERSITY S l? LABS

J. Shosh, “Inter-Network Naming, Addressing, and Routing”, Internet Experiment Note #19, January 1978



Routing and addressing is like navigation

A12

Route 1 Destination
address

Meander 501 Route 2
Arnhem

Source
address

Turfmarkt 99,
Den Haag

Route 3

o Highway ~ network UNIVERSITY ¢ F\) s
Destination adderess = IP address like 94.198.159.390F TWENTE. (




Naming is like using a bookmarked destination

A12
Route 1 Destination
name
Meander 501 Route 2 Leiden
Arnhem University

Route 3

Desination name = domain name UNIVERSITY ) LnBs
like www.example.nl OF TWENTE. > J

Source
address




Protocols and services make that all happen

NETEELLX facebook

Most people Services
.o skype
--------------- - NTP DNS BGP | R
SIDN and other Names, addresses,
network operators routes, transports

" Fiber |

Transmission
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IEEE MILESTONE IN ELECTRICAL ENGINEERING
AND COMPUTING

Birthplace of the Internet, 1969

At 10:30 p.m., 29 October 1969, the first ARPANET
message was sent from this UCLA site to the Stanford
Research Institute. Based on packet switching and dynamic
resource allocation, the sharing of information digitally
from this first node of ARPANET launched the Internet
revolution.

October 2009

QIEEE




Visit to the Birthplace of the Internet @ UCLA, September
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Early days: personal trust and no “bad actors”

HALL of FAME®

\ / INTERNET

.nl delegation (April 25, 1986)

Domains Protocols Numbers About

Mathematisch Centrum Tt 8929353
Kruislaan413 1098 SJ Amsterdam Bk Smserdam- Rotrcem Bank e
Postis 4075 100948 Amsterdam MC BaSton: Saaistan 4755, Amsiecam :
Delegation Record for .NL

(Country-code top-level domain)
SRI International (SRI-NIC)

Unreterente
DDN Network Information Center
ootom : 333 Ravenswood Avenue CeTLD Manager
Onzoreferentis 12823a /pCB/mL Menlo park, Ca. 94025 SIDN (stichting Internet Domeinregistratie Nederland)
Datum
P.0. Box 5022

Vint Cerf Steve Crocker

Administrative Contact

Roelof Meljer
SIDN (Sticht

nternet Domeinregistratie Nederland)
Dear Hostmaster,

Emal: admin®sidn.n
The following is an [appIiEAEI6H)E6) FegiSEr the Eop) Loved  donain for THE Vokce: +31 26 3525500
Netherlands (NL) as allowed by RFC920, section “Top Level Domain
Requirements”, subsection "Countries". Initially this domain and its

Technical Contact

Marc Groeneweg

subdomains will be used only for mail, but may eventually participate in
other Internet services.

The NL domain will be the top level domain for all hosts within The
Netherlands. There will be an immediate impositon of a set of second level
domain names probably similar to those used in the United Kingdom.

Please establish NIC "whois" database entries for the Administrator and
Technical Liasons Listed below. They do not have NIC-Tdents at this time

1. The name of the top level domain to join.

Leonard Kleinrock  Paul Mockapetris Kc Claffy Louis Pouzin € 2 e mrm et it sater, s maser o orpnization of ohe - i

26019402853

Administrator
nsd.dns. 185.159.199.200
Organization  : Centrum voor Wiskunde en Informatica 2620100805:00:0:0:200
P.C. Baayen
Title + Director
Mail Address  : Centrum voor Wiskunde e Informatica Registry Information
Kruislaan 413
1058 50 AMSTERDAN URL for registration services: https://wwewsidn. i/
THE NETHERLANDS WHOIS Server: whois domain-registrynl
Phone Number ¢ +31 20 5929333
Not Mailbox : piet@seismo.css.gov (will forward) Record lost updat 18 Registrotion dote 1986-04.25.
NIC-Tdent ¢ (none at present)

3. The name, title, mailing address, phone number and organization of the
domain technical dontact

Kees Neggers Jaap Akkerhuis Erik Huizer Daniel Karrenberg

UNIVERSITY )
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https://www.internethalloffame.org/



Internet growth 1996-2025

https://www.cidr-report.org/as2.0/

Unigue ASes

80000

70000

60000

50000

40000

30000

20000

10000

1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1

97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Date

-RSITY
OF TWENTE.

)

LABS



. ‘becausealotof S
ite to do things together s e
stel (1943—1998)--» , US;




SV e AL ks o SR Pieen




The tangible Internet today
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The Internet is our newest civil infrastructure

Large, built over multiple generations

« Continual improvement, no

replacement ) G000

= ‘,:,’_/,;»/ I

 Interacting components with
interfaces

 Foundation for other civil
infrastructures

UNIVERSITY Smms

Henning Schulzrinne, “Networking: The Newest Civil Engineering Challenge”, SSIGCOMM Lifetime Achievement Award keynote, OF TWENTE.
SIGCOMM 2022, Amsterdam, August 2022, https://www.youtube.com/watch?v=5lvXIql mQ4



https://www.youtube.com/watch?v=5lvXIqI_mQ4

An essential part of our technology stack

Global Internet

Raw materials,
energy, and water

UNIVERSITY < A\
https://www.euro-stack.info OF TWENTE. S m‘ LABS

https://www.arte.tv/de/videos/120435-000-A/droht-der-digitale-blackout/



Reinforce global Internet and European infrastructure

Global Internet

Data and artificial
intelligence

Software

Cloud

Internet of
things & devices

Networks

Chips

Raw materials,
energy, and water

KEY COUNTRIES

Germany

us

China

KEY FIRMS

OpenAl, Microsoft, Google,
Meta, Anthropic, XAl, Amazon,
Baidu, Tencent, Alibaba,
DeepSeek

Microsoft, Apple, Alphabet,
Meta, Amazon, Salesforce, SAP,
ByteDance, Tencent

Amazon, Microsoft, Alphabet,
Alibaba

Amazon, Google, Apple,
Samsung, Huawei, Bosch,
Siemens, Xiaomi

Huawei, Nokia, Ericsson, ZTE,
SpaceX, NEC

TSMC, Samsung, Intel, NVIDIA,
AMD, ASML

Chinese government (through
SOEs e.g., China Rare Earth
Group), ExxonMobil, Gazprom
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Multi-stakeholder coordination and governance

THE LOGICAL LAYER OF DIGITAL GOVERNANCE

TN
Layered on top of the Physical Infrastructure's thousands of networks and satellites, the Internet's Logical Layer is what delivers One ; ¢§7_ A\
Internet for the world through Unique Identifiers (Names, Numbers, and Protocol Parameters). ICANN coordinates the administration /“'4 3 N
of this layer in partnership with other technical communities to ensure the security, stability, resiliency, and integrity of this critical layer. % \
ACADEMIC BUSINESS GOVERNMENT  INTERNET USERS TECHNICAL ‘ 5 Joj 0}
Va3 i i ki =t IL0
o

4 e NEDERLANDS INTERNET GOVERNANCE FORUM

POLICY, SPECIFICATIONS AND STANDARDS DEVELOPMENT
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European Dialogue on Internet Governance

LOGICAL LAYER

Root Server
Operators TLD Operators NRO IETF JANA ICANN

https://www.icann.org/en/system/files/files/ssr-framework-fy15-16-30sep16-en.pdf
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https://labs.ripe.net/author/hisham_ ibrahim/why-effective-digital-governance-begins-with-understanding-the-internet-itself/



Open policymaking, standardization, and operation
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Key issue: Internet security

Phishing

Fake webshops

DDoS attacks

Routing hijacks

Quantum computers

NETSCOUT Omnis* Threat Horizon

Sport v

March 13, 2023

Live Programma's

NOS Nieuws » Maandag 30 januari 2023, 12:39 « (1]

Aangepast maandag 30 januari 2023,13:40

Pro-Russische DDoS-aanvallers hebben het
gemunt op Nederlandse ziekenhuizen

Pro-Russische DDoS-aanvallers hebben het gemunt op Nederlandse
ziekenhuizen, stelt Z-Cert, een samenwerkingsverband van ziekenhuizen voor
digitale beveiliging. "Het gaat om een aanval vanuit de groep Killnet, in
samenwerking met andere aanvallers", laat een woordvoerder van Z-Cert

weten.
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Challenge #1: security and robustness of core systems

 Incentivize adoption of technologies such as DNSSEC, DoH, ROA, ROV, NTS,
for instance through internet.nl and MANRS

 Evaluate operational impact of PQC algorithms on DNSSEC, RPKI, standardize
(NIST/IETF), and develop software and best-practices to deploy them

« Increase robustness of deployments, for instance by automating the deployment
of DNS anycast infrastructures based on continuous measurements

» Further develop technologies such as BGPsec and ASPA as well as entirely new

concepts such as “risk-based routing” and “zones of trust” (cf. challenge #3
UNIVERSITY ¢ i\ s
OF TWENTE. /



Challenge #2: measurement plane for Internet security

» Continually map the Internet’s
behavior and evolution: routing, DNS, Enterprises, policy makers
time, certificates

Insights

 Input for collaborative incident Telemetry
response handling, infrastructure Distrib;ted
. . . . an
engineering, and policy making et
Network
Measurement
) . Plane
 Ultimately discover and share data Insights
across operators and researchers in an
interoperable and federated way Data

UNIVERSITY )
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Challenge #3: develop new network security concepts

 Policy domains: groups of networks that agree on a “networking regime”, while
staying fully connected to the rest of the Internet

 Allows for incremental deployment of stronger security properties, such as path
attestation for remote train driving and intelligent transport systems

« New forms of routing, such as “risk-based routing” or “green routing” — but
what will that do to the overall robustness and scalability of the Internet?

« New types of architectures, such as SCION and the Responsible Internet




Challenge #4: Internet governance and technology
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https://www.hesselman.net/blog.html#GovernanceTechnologyExperts

e Education

» Concrete problems
* Collaborative security
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The Internet as highway network revisited

A12
Route 1 Destination
name
Meander 501 Route 2 Leiden
Arnhem University

Source Route 3
address
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DNSSEC keys and signatures need PQC

authoritative name servers

.
o TN
DNSKEY for root? »
Q <¢—DNSKEY,RRSIG(DNSKEY) for root
root zone
A for www.example.com? B
<—referral with NS,DS,RRSIG(DS) for .com——
DNSKEY for .com? B
Q <¢——DNSKEY,RRSIG(DNSKEY) for .com—
.com zone
A for www.example.com? >
validating <—referral with NS,DS,RRSIG(DS) for example.com—
recursive cachmg
name server DNSKEY for example.com? ———»
Q <¢—DNSKEY,RRSIG(DNSKEY) for example.com
example.com zone
A for www.example.com? >

9 <4—A,RRSIG(A) for www.example.com

UNIVERSITY S@“‘BS

O. van der Toorn, M. Miiller, S. Dickinson, C. Hesselman, A. Sperotto & R. van Rijswijk-Deij, “AddQEsiIéN ENTE.
the challenges of modern DNS: a comprehensive tutorial”, Computer Science Review, June 2022



Why work on PQC in DNSSEC now?
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Domains signed with ECDSA256 and resolvers able validating this algorithm

UNIVERSITY N
OF TWENTE. Sm' HABs

M. Miiller, “Making DNSSEC Future Proof”, Ph.D. thesis, University of Twente, Sep 2021



Requirements for quantum-safe algoritms

Prio Requirement Good Accepted Conditionally

#1 Signature Size
#2 Validation Speed
#3 Key Size

#4 Signing Speed

> 64 kilobytes

M. Miiller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols:
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.

PQC algorithm ECC MAYO SQSign Falcon
Signature size S & & o
Validation speed © & © &
Key size S ® @ &
Signing speed & © @ &

onivenol 1Y S "LABS
Post-quantum signatures zoo: https://pgshield.github.io/nist-sigs-zoo OF TWENTE. ’



Signing performance looks good

architecture = x86-64-v3

options

nsec

nsec3

nsec3 opt-out

20 A

15 1

10 A

Signing time increase compared to baseline

5 .
2.2X2,0x1.9x 2.1x
1.0x1.0x1.0x 1.9x1.8x 1.3x1.2x1.2x
L e DN s
alg8 algl3 falcon-512 mayo-2
Algorithm

UNIVERSITY Smms

C. Schutijser, R. Koning, E. Lastdrager, C. Hesselman, “Evaluating Post-Quantum Cryptography in DI‘GEEFWE NTE
Signing for Top-Level Domain Operators”, Traffic Measurements and Analysis conference (TMA2025), June 2025






Key takeaways

The Internet is our newest civil infrastructure, but this time it’s a global one

Internet security is a joint responsibility

Challenges to increase Internet security, such as for future applications

Education, academic and applied research are essential to make all that happen

Starting today with Hoe Het Net Werk(t) ©
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www.sidnlabs.nl | stats.sidnlabs.nl

Cristian Hesselman

Directeur SIDN Labs UNIVERSITY S m LABS

cristian.hesselman@sidn.nl
+31 625078733 OF TWENTE.




