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de Germany              16,623,648
uk United Kingdom                 10,827,186 
nl Netherlands               6,058,198 
fr France  3,614,901 
it Italy   3,346,931 
pl Poland   2,461,464 
ch Switzerland  2,352,355 
es Spain   1,963,908 
be Belgium   1,680,682  
cz Czech Republic  1,364,093  
at Austria  1,356,530
se Sweden   1,551,861
dk Denmark 1,330,606 
pt Portugal 1,321,445 
me Montenegro  974,995  
hu Hungary  802,301
no Norway  799,752 
ro Romania  623,818 
ua Ukraine 545,763 
fi Finland 499,551  
tr Turkey  426,765 
sk Slovak Republic    421,431
gr Greece  420,043 
ie Ireland  305,288 

lt Lithuania  209,930 
si Slovenia  139,762
by Belarus 135,628  
ee Estonia   134,163
lv Latvia  128,614 
rs Serbia    114,989  
hr Croatia  111,791 
lu Luxembourg  105,244 
is Iceland  74,553 
li Liechtenstein  66,418 
bg Bulgaria  63,484 
ge Georgia  50,905 
mk Macedonia, FYR 29,938 
im Isle of Man  28,089  
md Moldova, Republic of  25,009
al Albania  23,752  
gg Guernsey 23,050
ba Bosnia and Herzegovina  22,837 
mt Malta  19,342 
cy Cyprus  17,240 
je Jersey  6,187 
gl Greenland  5,801 
fo Faroe Islands  5,040 
mc Monaco  3,924 
ax Aland Islands  3,502 

gi Gibraltar 2,239
gp Guadeloupe  2,240 
sm San Marino  2,213 
ad Andorra  2,053  
va Holy See (City Vatican State)  404

 

North & Central America
ca Canada  2,979,263 
us United States  1,651,958 
mx Mexico  1,245,309 
ai Anguilla  83,242
do Dominican Republic    32,821 
bz Belize  28,274
vc Saint Vincent and the Grenadines 27,633   
ag Antigua and Barbuda  19,103 
gt Guatemala   16,884 
cr Costa Rica  16,387  
pa Panama  11,358
ms Montserrat  8,973  
sv El Salvador  8,612 
tc Turks and Caicos Islands  7,445 
hn Honduras 7,743 
jm Jamaica 7,386
cu Cuba  6,677

pm Saint Pierre and Miquelon  6,481 
ky Cayman Islands  6,479  
ni Nicaragua  4,689 
pr Puerto Rico  4,684 
vg British Virgin Islands  4,595 
tt Trinidad and Tobago  3,942 
lc St. Lucia  3,732 
bm Bermuda  3,106 
ht Haiti  2,793 
bs Bahamas  2,489 
gd Grenada  2,454 
dm Dominica  2,382
bb Barbados  1,586 
vi Virgin Islands (U.S.)  1,577 
mq Martinique  1,046  
kn St. Kitts and Nevis  829 
sx Sint Maarten  No data

South America
br Brazil   3,831,056
co Colombia   2,903,122
cl Chile 680,264   
ar Argentina 657,512
pe Peru 113,078 

uy Uruguay 75,981
ec Ecuador 43,452
ve Venezuela  26,299
py Paraguay  22,865
sh Saint Helena  14,335
bo Bolivia  12,267
gs South Georgia and the South
 Sandwich Islands  8,057
sr Suriname  3,157
gy Guyana  3,125
gf French Guiana  933
cw Curaçao 875            
aw Aruba  697 
fk Falkland Islands (Malvinas)  145 

Africa
ga Gabon   4,224,595 
cf Central African Republic  3,918,041
ml Mali  3,508,693 
gq Equatorial Guinea     3,088,625   
za South Africa  1,235,116 
ng Nigeria  119,327 
ke Kenya 102,621 
ma Morocco 83,500 

cm Cameroon  49,753
tn Tunisia  43,100 
zw Zimbabwe    42,606 
re Reunion    32,821
tz Tanzania  18,636   
ly Libya  18,180  
st Sao Tome and Principe   13,924 
dz Algeria  12,406  
so Somalia  11,141 
mu Mauritius  9,922 
ci Cote d'Ivoire  9,433
bw Botswana  8,235
ug Uganda  7,842
eg Egypt, Arab Rep.  7,768 
dj Djibouti 7,760   
mz Mozambique  7,085
ao Angola  6,612 
cd Congo, Dem. Rep. 6,088
sn Senegal 5,932
sc Seychelles  5,039
rw Rwanda  4,773 
zm Zambia  4,596   
na Namibia 4,562 
mg Madagascar  4,482
yt Mayote  4,108  

sd Sudan  3,509  
gh Ghana 2,974
bi Burundi  2,737 
et Ethiopia  2,583  
cv Cape Verde 2,452 
mw Malawi  2,064
sl Sierra Leone  1,989 
tg Togo 1,844 
sz Swaziland  1,787  
cg Congo, Rep.  1,650 
bf Burkina Faso  1,641 
ls Lesotho  1,609 
gm Gambia, The  1,449 
bj Benin  1,392 
mr Mauritania  861  
ne Niger  812 
td Chad  579 
gn Guinea  416 
lr Liberia  403 
gw Guinea-Bissau  238 
km Comoros    143 
er Eritrea  No data
ss South Sudan  No data

Asia
cn China   13,968,527 
ru Russian Federation  4,974,884 
in India  2,288,321 
jp Japan  1,610,484
tw Taiwan  1,248,710 
kr Korea, Rep.  973,101 
vn Vietnam 419,565 
pw Palau    402,655   
id Indonesia 374,326
my Malaysia  317,536 
hk Hong Kong SAR, China  232,585  
sg Singapore 185,659
la Laos 173,549 
kz Kazakhstan 148,607 
ph Philippines  109,088 
pk Pakistan  93,489  
uz Uzbekistan 83,472 
np Nepal   78,131
th Thailand 71,303  
lk Sri Lanka 68,460  
am Armenia  37,673 
az Azerbaijan  35,981 
bd Bangladesh  25,470 
tm Turkmenistan  18,454 

mn Mongolia  17,114 
kg Kyrgyz Republic  11,091 
tj Tajikistan 6,916 
af Afghanistan  5,944 
mv Maldives  5,102 
mm Myanmar  4,194 
kh Cambodia  3,199 
mo Macao SAR, China 2,868 
bt Bhutan  1,826 
bn Brunei Darussalam  1,365 
mp Northern Mariana Islands  653 
gu Guam  62 
kp Korea, Dem. People’s Rep. 37 
mh Marshall Islands  10 
io British Indian Ocean Territory  No data

Middle East
ir Iran, Islamic Rep.   1,339,739 
il Israel  263,392 
ae United Arab Emirates  157,672 
sa Saudi Arabia  64,145 
qa Qatar   19,211 
ps Palestine  7,628 
jo Jordan  5,503 

bh Bahrain 5,038 
lb Lebanon  4,539 
kw Kuwait  3,939 
om Oman    3,818  
sy Syrian Arab Republic  3,001 
iq Iraq  2,029 
ye Yemen, Rep.  1,162 

Oceania
tk Tokelau   24,698,672 
au Australia   3,211,969 
nz New Zealand  722,095 
cc Cocos (Keeling) Islands  719,519 
tv Tuvalu    495,793  
nu Niue  264,205 
ws Samoa  165,403 
to Tonga 25,149  
fm Micronesia, Fed. Sts.  16,982 
as American Samoa  14,447 
cx Christmas Island  9,837
ac Ascension Island  8,290 
nc New Caledonia  5,888
fj Fiji   3,316  
pg Papua New Guinea  2,145  

wf Wallis and Futuna  2,135
pf French Polynesia  1,826 
tl Timor-Leste  1,714  
sb Solomon Islands 1,611
vu Vanuatu  1,467 
ck Cook Islands 1,306 
nf Norfolk Island  1,074 
pn Pitcairn  748  
ki Kiribati  553
nr Nauru  298 
tf French Southern Territories  No data
hm Heard and McDonald Islands No data

Antarctica 
aq Antartica      No data

IDNs excluded from the graphic:
eu  (European Union)   3,587,540

中国   (China)       1,331,165

РФ   (Russian Federation)     723,598  

台灣  (Taiwan)      137,378 
su  (Soviet Union)      109,374

香港   (Hong Kong SAR, China)     58,043

БЕЛ   (Belarus)      14,338 

한국   (Korea)       11,654  

.УКР   (Ukraine)      6,293 

 2,691     (Saudi Arabia)  السعودية

СРБ   (Serbia)      2,461

қаз  (Kazakhstan)      556

  (Thailand)     506

254      (Jordan)  ندرالا

ලංකා   (Sri Lanka - Sinhalese)    228

新加坡  (Singapore)     202 

157   (.Egypt, Arab Rep)   مصر

145    (Palestine)  فلسطين

138      (.Iran, Islamic Rep)  ایران

சிங்கப்பூர் (Singapore)   11

இலங்கை  (Sri Lanka - Tamil)    No data

No data    (United Arab Emirates)  امارات

Map represents domains under management within country code top-level domains (ccTLDs) in use worldwide in 2020. Data from Zooknic, Centr and Domain Tools, or estimated on previously available data.

The Online World

Niue has launched 
proceedings to regain 

control of .nu - it's 
currently run by a US 

editor and marketed to 
Europeans, where in 
some languages 'nu' 

means 'now'. 

Tuvalu's .tv is 
marketed to the TV 
industry and run by 

Verisign. The tiny island 
nation was able to afford 
to join the UN thanks to 

all the royalties from 
domain name 
registrations.

The Cyrillic version 
of Belarus ccTLD saw 
an increase of 318% in 
a year of presidential 
unrest and protest.

South Sudan 
launched its 

new ccTLD in 
2020: .ss. It was 

assigned in 
Jan 2019. The ccTLD .la 

is for Laos, but is 
promoted in the US 
to represent the city 

of Los Angeles.

April 2020 
saw record high 
numbers of .uk 
domain name 

registrations. Many were 
businesses moving 

online to survive the 
national lockdown.

It's been a 
good year for 

non-Latin scripts: Sri 
Lanka's Sinhala ccTLD 
increased by 1,167% 

and Hong Kong's 
Chinese ccTLD by 

33,646%.

Did you know?
While not a country, .eu  is a ccTLD. 
It is only available to EU residents. 
When the UK left the bloc, 81,000 

.eu domain names owned by 
51,000 Brits were suspended.

Of all the domains names on the 
internet, ccTLDs are 33%. The other 

67% are gTLDs, of which 47% are 
domain names ending in .com.

The top five ccTLDs are: 
Tokelau, China, Germany,
UK and the Netherlands.

https://www.nominet.uk/delving-into-the-digital-world-map/

6.1 million



Today’s objective
• Provide an overview of the past, present, and future of the Internet

• Enable you to impress your friends :-)



Agenda
• What is the Internet and how does it work (roughly)?

• A short history of the Internet

• Today’s Internet

• The Internet of the future: 4 key challenges

• Example challenge: getting ready for quantum computers (if time permits)

• Questions and discussion



What is the Internet?



This is how most people see the Internet



But that’s just the tip of the iceberg

“The Internet”

But today 
you’ll be 

down here 
:-)

You’re 
usually 
here

The “real” 
Internet 
(data 
transport)



Barrett Lyon / The Opte Project
Visualization of the routing paths of the Internet

https://www.opte.org/the-internet

A complex and ever-changing 
network of networks 

(hence internet)



How does the Internet work?



Key concepts of inter-networking

J. Shosh, “Inter-Network Naming, Addressing, and Routing”, Internet Experiment Note #19, January 1978



Routing and addressing is like navigation

A12

Meander 501 
Arnhem

A30 A1 A28 A27 A12A12

Turfmarkt 99, 
Den HaagA325 A15 A16

Route 1

Route 2

Route 3

Destination 
address

Source 
address

Highway ≈ network
Destination adderess ≈ IP address like 94.198.159.35 



Naming is like using a bookmarked destination

A12

Meander 501 
Arnhem

A30 A1 A28 A27 A12A12

A325 A15 A16

Route 1

Route 2

Route 3Source 
address

Desination name ≈ domain name 
like www.example.nl

Leiden 
University

Destination 
name



Protocols and services make that all happen

Most people

SIDN and other 
network operators

Services

Names, addresses, 
routes, transports

Transmission

DNS BGP



A short history 
of the Internet



Packet switching instead 
of circuit switching



In what year did the 
Internet start?



Visit to the Birthplace of the Internet @UCLA, September 2017



Birthplace of the Internet, UCLA
https://www.washingtonpost.com/sf/business/2015/05/30/net-of-insecurity-part-1/





Vint Cerf

https://www.internethalloffame.org/

Steve Crocker Robert Kahn

Leonard Kleinrock Paul Mockapetris

Jon Postel

Kc Claffy

Jaap Akkerhuis Erik HuizerKees Neggers

Louis Pouzin

Daniel Karrenberg

Early days: personal trust and no “bad actors”

.nl delegation (April 25, 1986)



Internet growth 1996-2025

https://www.cidr-report.org/as2.0/



One thing never changed:
“The Internet works because a lot of 

people cooperate to do things together”
– Jon Postel (1943-1998)



Today’s Internet



The tangible Internet today

Nikhef data center, Amsterdam Data Tower, Amsterdam Science Park

https://www.submarinecablemap.com/
GL-iNet mini routerNokia router



The Internet is our newest civil infrastructure
• Large, built over multiple generations

• Continual improvement, no 
replacement

• Interacting components with 
interfaces

• Foundation for other civil 
infrastructures

Henning Schulzrinne, “Networking: The Newest Civil Engineering Challenge”, SIGCOMM Lifetime Achievement Award keynote, 
SIGCOMM 2022, Amsterdam, August 2022, https://www.youtube.com/watch?v=5lvXIqI_mQ4

https://www.youtube.com/watch?v=5lvXIqI_mQ4


An essential part of our technology stack

https://www.euro-stack.info
https://www.arte.tv/de/videos/120435-000-A/droht-der-digitale-blackout/

Networks

Data and AI

Software

Cloud

Chips

Raw materials, 
energy, and water

IoT and devices

Global Internet



Reinforce global Internet and European infrastructure

Global Internet



Multi-stakeholder coordination and governance

https://www.icann.org/en/system/files/files/ssr-framework-fy15-16-30sep16-en.pdf

https://labs.ripe.net/author/hisham_ibrahim/why-effective-digital-governance-begins-with-understanding-the-internet-itself/



Open policymaking, standardization, and operation

29



Key issue: Internet security
• Phishing

• Fake webshops

• DDoS attacks

• Routing hijacks

• Quantum computers



The Internet of the future: 
4 key challenges



Challenge #1: security and robustness of core systems
• Incentivize adoption of technologies such as DNSSEC, DoH, ROA, ROV, NTS, 

for instance through internet.nl and MANRS

• Evaluate operational impact of PQC algorithms on DNSSEC, RPKI, standardize 
(NIST/IETF), and develop software and best-practices to deploy them

• Increase robustness of deployments, for instance by automating the deployment 
of DNS anycast infrastructures based on continuous measurements

• Further develop technologies such as BGPsec and ASPA as well as entirely new 
concepts such as “risk-based routing” and “zones of trust” (cf. challenge #3)



Challenge #2: measurement plane for Internet security
• Continually map the Internet’s 

behavior and evolution: routing, DNS, 
time, certificates

• Input for collaborative incident 
response handling, infrastructure 
engineering, and policy making

• Ultimately discover and share data 
across operators and researchers in an 
interoperable and federated way

Ecosystems of 
BGP, DNS, and 
NTP operators

Distributed 
and 

decentralized 
Network 

Measurement 
Plane

Enterprises, policy makers

Services

Data

Insights

Insights

Telemetry



Challenge #3: develop new network security concepts
• Policy domains: groups of networks that agree on a “networking regime”, while 

staying fully connected to the rest of the Internet

• Allows for incremental deployment of stronger security properties, such as path 
attestation for remote train driving and intelligent transport systems

• New forms of routing, such as “risk-based routing” or “green routing” – but 
what will that do to the overall robustness and scalability of the Internet?

• New types of architectures, such as SCION and the Responsible Internet



Challenge #4: Internet governance and technology

https://www.hesselman.net/blog.html#GovernanceTechnologyExperts

• Education
• Concrete problems
• Collaborative security



Example challenge: getting 
ready for quantum computers



The Internet as highway network revisited

A12

Meander 501 
Arnhem

A30 A1 A28 A27 A12A12

Turfmarkt 99, 
Den HaagA325 A15 A16

Route 1

Route 2

Route 3Source 
address

Leiden 
University

Destination 
address

Destination 
name



DNSSEC keys and signatures need PQC

O. van der Toorn, M. Müller, S. Dickinson, C. Hesselman, A. Sperotto & R. van Rijswijk-Deij, “Addressing 
the challenges of modern DNS: a comprehensive tutorial”, Computer Science Review, June 2022



Why work on PQC in DNSSEC now?

2011
2012

2013
2014

2015
2016

2017
2018

2019
2020

0

200,000

400,000

600,000

800,000

1,000,000

Si
gn

ed
 D

om
ai

ns

D
ra

ft
 S

ta
rt

ed

St
an

da
rd

iz
ed

C
lo

ud
Fl

ar
e

BI
N

D
9

U
nb

ou
nd

ld
ns

Kn
ot

Po
w

er
D

N
S 

Au
th

.

Po
w

er
D

N
S 

R
ec

.

O
pe

nD
N

SS
EC

..n
l s

up
po

rt

.s
e 

in
ce

nt
iv

e
an

no
un

ce
m

en
t

.s
e 

in
ce

nt
iv

e

.nl

.se

.com

.net

.org

M. Müller, “Making DNSSEC Future Proof”, Ph.D. thesis, University of Twente, Sep 2021

Domains signed with ECDSA256 and resolvers able validating this algorithm



Requirements for quantum-safe algoritms

M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.

PQC algorithm ECC MAYO SQSign Falcon
Signature size 😁😁 😁 😁😁 😡

Validation speed 😁 😁 😡 😁

Key size 😁😁 😡 😁😁 😁

Signing speed 😁 😁 😡 😁

Post-quantum signatures zoo: https://pqshield.github.io/nist-sigs-zoo



Signing performance looks good

C. Schutijser, R. Koning, E. Lastdrager, C. Hesselman, “Evaluating Post-Quantum Cryptography in DNSSEC 
Signing for Top-Level Domain Operators”, Traffic Measurements and Analysis conference (TMA2025), June 2025



Adding it all up



Key takeaways
• The Internet is our newest civil infrastructure, but this time it’s a global one

• Internet security is a joint responsibility

• Challenges to increase Internet security, such as for future applications

• Education, academic and applied research are essential to make all that happen

• Starting today with Hoe Het Net Werk(t) J



Questions?



www.sidnlabs.nl | stats.sidnlabs.nl 

Cristian Hesselman
Directeur SIDN Labs
cristian.hesselman@sidn.nl 
+31 6 25 07 87 33


