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IoT security and the DDoS Clearing House



• IoT devices are very verbose
• Can perform high number packet
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• Vulnerable devices can be abused
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https://thehackernews.com/2020/10/p2p-iot-botnet.html
https://threatpost.com/mozi-botnet-majority-iot-traffic/159337/
https://securityintelligence.com/news/new-variant-of-mirai-malware-exploits-weak-
iot-device-passwords-to-conduct-brute-force-attacks/



IoT Security at SIDN Labs

• The SPIN project 
• Open-source platform to measure, visualise, and control IoT device 

network traffic
• https://github.com/sidn/spin/

• OpenWRT-based

• Collect malicious IoT Traffic
• honeypot



IoT Security at SIDN Labs

• The SPIN project 
• Open-source platform to measure, visualise, and control IoT device 

network traffic
• https://github.com/sidn/spin/

• OpenWRT-based

• Collect malicious IoT Traffic
• honeypot



Botnet

attacker victim

victim

SOME ATTACKS HAVE THE SAME CHARACTERISTICS



• Continuous and automatic sharing of “DDoS fingerprints” buys 
ISPs time (proactive)
• Extend DDoS protection services
• Not a detection tool

DDoS Clearing House Concept
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How can I test the software?

https://github.com/ddos-clearing-house/dddosdb-in-a-box

https://github.com/ddos-clearing-house/dddosdb-in-a-box


FAQ

• Can I use the software without sharing my pcaps?
• Can I share anonymized pcaps? 
• Can I help you to code the software?

• https://github.com/ddos-clearing-house

https://github.com/ddos-clearing-house


Summary

• IoT security is fundamental to protect/increase Internet stability 
• Vulnerable IoT devices can be used to perform powerful DDoS attacks
• Mitigation solutions should take into account IoT devices 
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