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DDoS Clearing House: technical updates



DDoS Clearing House Concept

• Continuous and automatic sharing of “DDoS fingerprints” buys 
providers time (proactive)

• Extends DDoS protection services that critical service providers 
use and does not replace them 
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DEMO TODAY

1. Full cycle process (generation, upload, storage)
2. Dashboard for fingerprint visualization
3. Fingerprint enrichment





Technical progress: DISSECTOR

• Current version
1. Infer attack targets 
2. Cluster attack characteristics 
3. Fingerprint evaluation
4. Upload to the central repository
5. Documentation 



How can I test the software?

https://github.com/ddos-clearing-house/dddosdb-in-a-box

https://github.com/ddos-clearing-house/dddosdb-in-a-box


FAQ

• Can I use the software without sharing my pcaps?
• Can I share anonymized pcaps? 
• Can I help you to code the software?

• https://github.com/ddos-clearing-house

https://github.com/ddos-clearing-house


RDoS extortion campaign



RDoS extortion campaign



Summary

• New software dissector: new clusterization method and functions to evaluate 
fingerprint matching rate

• Improvements on the repository (DDoSDB). Remco did a great job and now we 
have a summarization page and other visualization enhancements

• We are tagging some attacks (amplification, fragmentation, etc)
• New DDosDB-in-a-box with auto-update function (for software components)
• We are writing a blog post to publicize our last achievements
• Everything is already on our public repository (Github)
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