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How difficult can Internet security be? J



Today’s objective
• Understand what Internet security is and where it might be going

• Enable you to impress your friends :-)



The Internet in our digital infrastructure

https://www.euro-stack.info

Networks

Data and AI

Software

Cloud

Chips

Raw materials, 
energy, and water

IoT and devices

Global Internet



Agenda
• What is the Internet and what is Internet security?

• Two current threats: routing hijacks and quantum computers

• Internet security measurements

• Two future Internet security concepts

• Key takeaways



What is the Internet?



Today’s dependence on the Internet



But that’s just the tip of the iceberg

“The Internet”

But today 
you’ll be 

down here 
:-)

You’re 
usually 
here

The “real” 
Internet 
(data 
transport)



Barrett Lyon / The Opte Project
Visualization of the routing paths of the Internet

https://www.opte.org/the-internet

A complex and ever-changing 
network of networks 

(hence internet)



Internet growth 1996-2025

https://www.cidr-report.org/as2.0/



First packet ever: Oct 29, 1969



The tangible Internet in the 1960s/70s

Birthplace of the Internet @UCLA 



The tangible Internet today

Nikhef data center, Amsterdam Data Tower, Amsterdam Science Park

https://www.submarinecablemap.com/
GL-iNet mini routerNokia router



The Internet is our newest civil infrastructure
• Large, built over multiple generations

• Continual improvement, no 
replacement

• Interacting components with 
interfaces

• Foundation for other civil 
infrastructures

Henning Schulzrinne, “Networking: The Newest Civil Engineering Challenge”, SIGCOMM Lifetime Achievement Award keynote, 
SIGCOMM 2022, Amsterdam, August 2022, https://www.youtube.com/watch?v=5lvXIqI_mQ4

https://www.youtube.com/watch?v=5lvXIqI_mQ4


What is Internet security?



Part 3: Internet security 
protocols

Vint Cerf

https://en.wikipedia.org/wiki/ARPANET
https://www.internethalloffame.org/

Steve Crocker Robert Kahn

Leonard Kleinrock Paul Mockapetris

Jon Postel

Kc Claffy

Jaap Akkerhuis Erik HuizerKees Neggers

Louis Pouzin

Daniel Karrenberg

Early days: personal trust and no “bad actors”



Example: .nl delegation (April 25, 1986)



Initial design focused on survivability



But growth introduced new security risks
• Phishing

• Fake webshops

• DDoS attacks

• Malware

• Routing hijacks



So, the community had to increase system trust
• Encryption so that only the receiver can read a 

message and not an adversary

• Signatures so that receivers can validate the 
source and message integrity

• Additional availability mechanisms, such as 
redundancy and “DDoS scrubbing”

https://www.internetsociety.org/blog/2
025/04/internet-trust-why-we-need-it-

and-how-to-achieve-it/

TRANSPARENCY7

CONTROLLABILITY8

https://www.catrin.nl



Threat #1: routing hijacks



The Internet’s routing system as a highway network
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“Routing hijacks” in a highway network

A12

Meander 501 
Arnhem

A30 A1 A28 A27 A12A12

Turfmarkt 99, 
Den HaagA325 A15 A16

Route 1

Route 2

Route 3

Destination 
address

Source 
address

Real exit to 
the A16

Fake exit 
to the A16



Toy example of Internet routing

Internet 130.89.3.249

Ziggo

SURF

Vodafone-
Libertel

Cogent

3

5

4

1 7
2

6

Application data (video)
I have/follow me for 130.89.0.0/16 (BGP)

BGP = Border Gateway Protocol



Routing hijacks: tricking traffic into taking a “detour” 

Internet 130.89.3.249

3

5

4

1 7

6

130.89.3.249

🫣😈

2

8

Unauthorized

130.89.0.0/16

I have/follow me for 130.89.0.0/16 (BGP)

Application data (video)
Unauthorized I have/follow me for 130.89.0.0/16 (BGP)



Routing hijacks “in the wild”



Solution: Resource Public Key Infrastructure (RPKI)

Internet 130.89.3.249

3

5

4

1 7

6

130.89.3.249

2

130.89.0.0/16
8

RPKI

ROA{7, 130.89.0.0/16}

Unauthorized

🫣😈
I have/follow me for 130.89.0.0/16 (BGP)

Application data (video)
Unauthorized I have/follow me for 130.89.0.0/16 (BGP)

Create ROA {7, 130.89.0.0/16}



How does the RPKI work?

Create and distribute Route Origin Authorizations (ROAs)
Route Origin 

Validation (ROV)

Source: https://2025.apricot.net/assets/files/APAC945/rpki-monitor-modelin_1740438360.pdf



RPKI deployment levels: ROAs and ROV

https://stats.sidnlabs.nl/nl/web.html#secure
%20routing%20(rpki)

https://stats.labs.apnic.net/rpki



Challenges ahead
• Incentivize adoption of ROA and ROV, such as for critical infrastructure

• Increase user demand through internet.nl, for example

• Further develop technologies such as BGPsec and ASPA as well as entirely new 
concepts such as “risk-based routing” and “zones of trust”



Threat #2: quantum computers



The Internet’s naming system in a highway network
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From names to numbers

[Toorn22]

www.utwente.nl.
search

DNS = Domain Name System



Underlying DNS interactions

Q: where’s www.utwente.nl.?

A: it’s somewhere in .nl

Q: where’s www.utwente.nl.?

A: it’ somewhere in utwente.nl

Q: where’s www.utwente.nl.?

A: it’s at 130.89.3.249

Q: where’s www.utwente.nl.?

A: it’s at 130.89.3.249

130.89.3.249

Goto: www.utwente.nl

Milliseconds

R

A

A

A

Video



DNSSEC keys and signatures need PQC

O. van der Toorn, M. Müller, S. Dickinson, C. Hesselman, A. Sperotto & R. van Rijswijk-Deij, “Addressing 
the challenges of modern DNS: a comprehensive tutorial”, Computer Science Review, June 2022



Why work on PQC in DNSSEC now?
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M. Müller, “Making DNSSEC Future Proof”, Ph.D. thesis, University of Twente, Sep 2021

Domains signed with ECDSA256 and resolvers able validating this algorithm



Requirements for quantum-safe algoritms

M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.

PQC algorithm ECC MAYO SQSign Falcon
Signature size 😁😁 😁 😁😁 😡

Validation speed 😁 😁 😡 😁

Key size 😁😁 😡 😁😁 😁

Signing speed 😁 😁 😡 😁

Post-quantum signatures zoo: https://pqshield.github.io/nist-sigs-zoo



Signing performance looks good

C. Schutijser, R. Koning, E. Lastdrager, C. Hesselman, “Evaluating Post-Quantum Cryptography in DNSSEC 
Signing for Top-Level Domain Operators”, Traffic Measurements and Analysis conference (TMA2025), June 2025



Challenges ahead
• Standardization at NIST and in the IETF

• Assess operational impact of PQC algorithms on the DNS and its operators

• Create user awareness, such as through internet.nl

• Develop software, such as via NLnet Labs, NLnet, Sovereign Tech Fund



Internet security measurements



Vision: a measurement plane for Internet security
• Continually map the Internet’s 

behavior and evolution: routing, DNS, 
time, certificates

• Input for (collaborative) incident 
response handling, infrastructure 
engineering, and policy making

• Ideally discover and share data across 
operators and researchers in an 
interoperable and federated way

Ecosystems of 
BGP, DNS, and 
NTP operators

Distributed 
and 

decentralized 
Network 

Measurement 
Plane

Enterprises, policy makers

Services

Data

Insights

Insights

Telemetry



Case study #1: security of network paths

S. Krishna Khadka, S. Bayhan, R. Holz, and C. Hesselman, "Assessing the security of Internet paths: A case study of Dutch 
critical infrastructures", ACM/IRTF Applied Networking Research Workshop 2024 (ANRW'24), Vancouver, Canada, July 2024



Case study #2: measuring DNS “catchments” for .nl

https://www.sidnlabs.nl/en/news-and-blogs/our-dns-infrastructure-in-focus



Case study #3: mitigate DDoS attacks collaboratively

R. Yazdani, T. van den Hout, R. Poortinga-van Wijnen, K. Lovink, and C. 
Hesselman, "Collaboratively Increasing the DDoS-Resilience of Digital Societies Through 
Anti-DDoS Coalitions", IEEE Communications Magazine, June 2024



Case study #4: DNS resilience in the Netherlands

https://www.sidnlabs.nl/en/news-and-blogs/can-the-netherlands-digital-infrastructure-withstand-a-knock



Case study #5: evaluation of Internet sanctions

J. Kristoff, M. Müller, A. Filastò, M. Resing, C. Kanich, and N. ten Oever, “Internet Sanctions on Russian 
Media: Actions and Effects”, Free and Open Communications on the Internet, February 2024



Challenges ahead
• Mindset change: securing the Internet is a joint responsibility

• Interoperability of network measurements and analyses

• Make measurements an integral part of the Internet architecture

• Data-driven design and evaluation of security-related policies



Future Internet security concepts



Concept #1: policy zones
• Groups of networks that agree on a “networking regime”
• While staying fully connected to the rest of the Internet

• Protect against routing hijacks, path hijacks, quantum computers

• Deploy entirely new security-related features such path-aware networking

• Increased security levels at a “regional” level
• New applications, such as remote train driving and intelligent transport systems

• Verify that traffic is staying within certain jurisdictions

• Might be more realistic than making BGP globally secure 



Example #1: zones of trust

D. Clark, C. Testart, M. Luckie, kc claffy, “A path forward: improving Internet routing security by enabling zones of trust”, 
Journal of Cybersecurity, Volume 10, Issue 1, December 2024, https://doi.org/10.1093/cybsec/tyae023

Example: everyone in the zone of 
trust commits to deploying ROV



Name: www.example.net
Address: <ISD, AS, loc_addr>

(2)

(3)
(1)

ISD core

Client constructs end-to-end 
path using segments 1, 2, 3 
(interacts with path servers)

AS path (S-P-M-…) in data 
packet headers + 8 bit

message auth code

Beaconing to 
discover paths, S 
selects its valid 
AS paths to core

Example #2: isolation domains in SCION

https://www.sidnlabs.nl/en/news-and-blogs/new-internet-infrastructures-an-introduction-to-scion



Concept #2: risk-based routing

Internet 130.89.3.249
• No ROV
• No DDoS protection
• Serial hijacker

2

6

Application data (alternative path)
Application data (video)

3

5

4

1 7



Challenges ahead
• Develop required measurement methodologies, such as
• Demonstrate that the routers in a zone conform to the zone’s rules

• Create risk profiles of Autonomous Systems

• Experimentation and evaluation
• Assess scalability, privacy, among others

• Projects UPIN and CATRIN project and its demonstrator (under development)

• How could upper layers in the technology stack benefit? Example: Ecofed



Adding it all up



Key takeaways
• The Internet is our newest civil infrastructure, but this time it’s a global one

• Internet security is a joint responsibility (BGP, DNS)

• Internet measurements and analysis should be part of the Internet architecture

• Future applications might require new Internet security concepts

• Education, academic and applied research are essential to make all that happen



Reinforce global Internet and European infrastructure

Global Internet



Questions?



To what extent will you be able to 
impress your friends with your 

knowledge on Internet security and 
where it might be going?

🙂😐☹



www.sidnlabs.nl | stats.sidnlabs.nl 

Cristian Hesselman
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