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T3.2 objective

* Pilot a DDoS Clearing House with European
industry for Europe to proactively and
collaboratively protect European critical
infrastructure against DDoS attacks

* Contributes to increased European digital
sovereignty thru better insight in and
control over DDoS attacks

* Key outputs: pilots in NL >> IT, DDoS
clearing house blueprint

Key challenge: increase to

TRL 5-7 and grow
deployment
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DDoS Clearing House Concept

e Continuous and automatic sharing of “DDoS fingerprints” buys
providers time (proactive)

* Extends DDoS protection services that critical service providers
use and does not replace them
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Main Components and Data Flow
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Today’s Demo
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Collecting and Sharing the most important information
of DDoS attacks

1. Full cycle process (generation, upload, storage)
2. Dashboard for fingerprint visualization

3. Fingerprint enrichment

CONCORDIA 2™ Review, 22.09.2020
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Fingerprint generation, storage, enrichment

Overview of all

CONCH

https://www.youtube.com/watch?feature=oembed&v=1QIC3SwwYAU
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Fingerprint visualization (not integrated yet)
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https://www.youtube.com/watch?feature=oembed&v=50iCStFuerg
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Next steps

* Aim to deploy system at other partners
* Dutch pilot and CONCORDIA partners
* Exchange fingerprints on a regular basis

* Improve software components
 Dissector: improve DDoS fingerprints
* Supplementary services on top of DDoS-DB

* Continue demo-driven approach

CONCORDIA 2™ Review, 22.09.2020
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Further reading
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Increasing the Netherlands'
DDoS resilience together

First lessons learned from setting up a national anti-
DDoS initiative, part | of Il

The Dutch Anti-DDoS$ Coalition is a national consortium of seventeen organisations from various sectors (e.g. ISPs, banks,
government agencies and law enforcement) committed to fighting DDoS attacks together. In this series of three blogs, we'll
first discuss the rationale behind our initiative, then describe a technical facility called the DDoS clearing house that enables
coalition members to automatically measure and share the properties of DDoS attacks (e.g. attack duration and source IP
addresses), before finally reviewing our key challenges, the lessons learned and the way forward. Our lessons learned are an

important input for a “cookbook” to set up anti-DDoS coalitions elsewhere in Europe.

Note: we’re using two types of reference in this blog series: hyperlinks refer to more high-level background
information, while numbers between straight brackets ([]) link to in-depth technical material such as academic

papers.
DDoS attack landscape

A Distributed Denial-of-Service (DDoS) attack overwhelms a network with traffic, thus denying servers connected to the
network the ability to service legitimate requests from their clients. The attacker typically accomplishes this by
simultaneously transmitting traffic from a large number of machines distributed across the internet to the target, for
example by infecting those machines with malware that carries out the attack. Another type of DDoS attack is when the

attacking machines exhausts a server’s resources (rather than swamping the network) [DDOS13]. For example, the
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Dutch Anti-DDoS Coalition:

https://www.nomoreddos.org/en/

Clearing house on GitHub:

https://github.com/ddos-clearing-house/

Cristian Hesselman (T3.2 lead)
cristian.hesselman@sidn.nl
@hesselma

+3162507 87 33

Contact

Research Institute CODE
Carl-Wery-StralRe 22
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Germany
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