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Abstract. The Network Time Protocol (NTP) is the Internet’s default
time synchronization protocol and it is used daily to synchronizes the
clocks of billions of devices. Prior work has studied the protocol and its
servers; how clients respond to incorrect time has received little attention.
Yet the client decides whether to adopt a server’s time. NTPv4 specifies
two safeguards for this decision, a panic threshold and cross-validation
across servers; SNTP omits both, and SNTP clients are the defaults on
macOS, Windows, and many Linux distributions. We evaluate eight NTP
and SNTP clients, including these three defaults, in normal operation
and against a malicious or faulty time source. All three defaults adopt
incorrect time: timesyncd and macOS accept a two-year offset within
13 min and 2 h, respectively, and W32Time accepts offsets up to two weeks.
An end-to-end attack shifts an unmodified macOS client by 30 years. All
five NTP clients reject every offset, including when only one of three
servers is honest. Their Kiss-o’-Death handling, however, deviates from
the standards: none stops querying a server after a DENY, and one sends
1,800 queries/s. We disclosed nine issues to vendors and, with Ubuntu’s
operators, quantified the 25x traffic increase of their switch to Chrony
with Network Time Security.

Keywords: NTP - Clock synchronization - Time-shift attacks - NTP
clients

1 Introduction

Clock synchronization underpins the security of the Internet. TLS certificate vali-
dation [17], DNSSEC signatures [3], RPKI [9], Kerberos [48], and DNS caches [45]
all rely on synchronized clocks to establish freshness [40,31,59,16].
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Hardware clocks drift over time, as their crystal oscillators run slightly fast
or slow relative to true time swing to temperature fluctuations, manufactur-
ing tolerances, and power variations [36]. To keep this drift from accumulating,
clients run time synchronization protocols that periodically query time servers
and realign the local clock with a reference.

The Network Time Protocol (NTP) [40] is the Internet’s default protocol for
clock synchronization. It is designed to absorb the variable network latency be-
tween client and server, achieving accuracy of tens of milliseconds across the pub-
lic Internet. Clients synchronize by exchanging timestamps with NTP servers,
estimating the clock offset, and precisely adjusting the local clock accordingly.

Protocols: NTPv4 [40], standardized in 2010, specifies the wire format to-
gether with client-side algorithms for server selection, timestamp filtering, and
clock discipline. SNTP [39] retains the packet format but omits these algorithms.
NTPv4 traffic is unauthenticated in practice; Network Time Security (NTS) [19]
authenticates servers and packets with keys derived from a TLS handshake [58].
NTPv5 [29] is under standardization.

NTP Clients: Client implementations differ in how closely they follow these
specifications; Chrony [55], for example, omits broadcast and multicast client
modes [13]. Because the client decides whether to adopt a server’s time and
adjust its clock, its behavior determines whether incorrect time propagates.

Incorrect time may propagate to every service that depends on the clock.
In November 2012, the US Naval Observatory (USNO) NTP servers returned
timestamps 12 years in the past; routers and Active Directory servers that ac-
cepted them failed [35,5]. In July 2026, the GPS receiver of a single NTP timing
device at Telstra, Australia’s largest telecommunications operator, computed a
date 1,024 weeks in the past (November 2006). The date propagated through
Telstra’s mobile core, whose nodes and applications accepted it; core elements
reset, and access from about 30,000 IP prefixes was blocked. Restoring most
services took more than nine hours, and some users could not place emergency
(000) calls [68,67,65]. In both incidents, a single faulty source caused an outage
because clients applied a multi-year offset. An adversary that controls a client’s
time source can induce the same failure.

The client is thus the last line of defense. NTPv4 specifies two safeguards:
a panic threshold, which rejects offsets above 1,000s, and cross-validation of
multiple servers before the clock is adjusted [40]. SNTP specifies neither [39].
Nonetheless, SNTP clients are the defaults on macOS and Windows; timesyncd,
an SNTP client, was the default on Ubuntu until October 2025 and remains the
default on many other systemd-based distributions. Whether these clients, or
the NTP clients that could replace them, reject incorrect time has not been
measured. Prior work has studied NTP servers [46,59,61,4,23] and server-side
attacks [16,14,28,53]. On the client side, Mahlous [30] attacked four NTP clients
through a man-in-the-middle, but evaluated neither the OS defaults nor SNTP.

We evaluate eight NTP and SNTP clients (Table 1): the defaults of Windows
Server (2025.02.13), mac0S, and Ubuntu, and five NTP implementations—ntpd
(closest to the reference implementation), NTPSec (a hardened ntpd fork with
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Client (version) User base OS Release
mac0S (15.4.1) 2.2B* [1] macOS Sept 2024
W32Time [3§] 1.4B [37] Windows April 2025
timesyncd (255.4) (2] - Ubuntu Sept 2024
NTPSec (1.2.2) [51] - Ubuntu Nov 2024
NTPD-RS (1.1.2) [50] - Ubuntu Jan 2025
ntpd (4.2.8p18) [47] - Ubuntu June 2023
OpenNTPd (1:6.2p3-4.2) [21] - Ubuntu Oct 2022
Chrony (4.5) [55] - Ubuntu Oct 2024

Table 1: Evaluated NTP/SNTP clients. Clients highlighted are their OSes’
defaults and SNTP-based. (*2.2B devices running MacOS and iOS combined).

NTS), Chrony (Ubuntu’s default since October 2025, with NTS [34]), OpenNTPd
(OpenBSD), and NTPD-RS (Rust, with NTS). The adversary, or a fault, controls
the time source a client queries. We study the two decisions this source influences:
whether the client adopts the served time (time-shift attacks, §4) and whether it
continues to query the source (Kiss-o’-Death (KoD) attacks, §5). Off-path packet
injection [31] is out of scope. We address three research questions:

RQ1 How many servers do clients query in normal operation, and how often (§3)?
The answer determines the load on time services and the number of servers
an adversary must control.

RQ2 Can a malicious or faulty time source shift each client’s clock, by how much,
and how fast (§4.1, §4.2)7

RQ3 Do implementations enforce the safeguards the standards specify: the panic
threshold, multi-server cross-validation, KoD handling, and era handling (§4,

§5, §6)7
Our contributions are:

— All three OS default clients adopt incorrect time (RQ2, §4.1). timesyncd and
mac0S accept every offset tested, up to two years, within 13 min and 2 h,
respectively. W32Time bounds adjustments to two weeks but accepts a one-
week offset within 36 h. An end-to-end attack with in-path spoofing shifts an
unmodified mac0S client by 30 years.

— All five NTP clients reject incorrect time (RQ2, RQ3, §4.1, §4.2), whether
the adversary controls all servers or all but one. Client-side defenses are thus
effective; the OS defaults do not implement them.

— Query volume differs by up to two orders of magnitude across clients, and
clients range from querying a single server to querying all servers concurrently
(RQ1, §3). With Ubuntu’s operators, we quantified the cost of their switch
from timesyncd to Chrony with NTS before the 25.10 release: 11x more
queries and 25x more bytes per client (§3.4).

— Implementations enforce safequards inconsistently (RQ3, §5, §6): no NTP
client stops querying a server after a KoD DENY, one sends 1,800 queries/s,
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and the OpenNTPd package in Ubuntu and Debian mishandles the 2036 era
rollover.

— We disclosed nine client issues and two operational findings through coordi-
nated vulnerability disclosure (CVD) [44], and classify each as specification-
permitted, a specification deviation, or an implementation bug (§7).

2 Background

Clock synchronization: NTP organizes time sources into strata. Stratum 0 com-
prises reference clocks—atomic clocks, radio signals (e.g., DCF77 [7]), and Global
Navigation Satellite Systems (GNSS) such as GPS and Galileo—which are not
reachable over the network. Stratum 1 servers obtain time from these clocks out
of band. Stratum n servers (n > 2) synchronize over NTP with stratum n—1
servers. An NTP client queries one or more servers, estimates its clock offset 6
to each from the exchanged timestamps, and adjusts its clock by the combined
estimate.

NTP and SNTP: Besides the wire format, NTPv4 [40] specifies client algo-
rithms for server selection, timestamp filtering, and clock discipline. Two of them
are relevant here. The panic threshold forbids adjusting the clock by an offset
larger than 1,000s. Server selection combines the responses of multiple servers
and discards outliers before the clock is adjusted.

SNTP [39] retains the packet format but omits these algorithms; RFC 5905
intends it for “clients with a single upstream server and no dependent clients” [40].

Authentication: NTS [19] authenticates the server through a TLS [58] hand-
shake and derives keys that protect each NTP packet. It prevents on-path tam-
pering and redirection to an impostor server, but not incorrect time from a faulty
server or from a malicious server with valid credentials.

NTPv5 [29], under standardization, retains only client and server modes,
supports NTS, and leaves client algorithms out of scope. PTP [25] and White
Rabbit [60] achieve higher accuracy but are confined to local and specialized
networks.

3 Baseline Client Behavior

We first measure how clients use their servers when all servers are honest. This
behavior matters for security and for operations. A client that queries several
servers concurrently can cross-validate them, whereas a client that queries one
server must trust it; the number of servers in use is the number an adversary
must control. Query volume determines the load that time-service operators
must provision for (§3.4). The measurements also serve as the baseline for the
KoD experiments (§5). We measure query frequency and the number of servers
queried concurrently.
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3.1 Expected behavior

SNTP does not prescribe a query interval but bounds it: a client must not query
more often than every 15s (§10 in [39]) and should wait at least one minute
between queries (§5 in [39]). A client configured with multiple servers should use
only one (§7 in [39]).

NTP clients must wait at least 16s between queries and apply exponential
back-off as servers prove stable (§5 in [40]). At start-up, they may send a burst
of queries to accelerate the first clock update; Chrony, for instance, sends four
queries at intervals of at most 2s [12]. NTP clients should query all configured
servers (85 in [40] and §3.2 in [57]). We test whether clients conform to these
requirements.

3.2 Experimental setup

NTP servers: Our setup runs on a single physical machine (mac08), except for the
Windows client (W32Time). We configure three Ubuntu VMs (24.04.3 LTS) with
Multipass [66] to serve as our NTP servers, all running Chrony. We synchronize
these three servers against external references, namely Apple’s and Ubuntu’s
NTP servers (time.apple.com and ntp.ubuntu.com).

Clients: Each client in Table 1 runs in its own VM: Ubuntu VMs under
Multipass and the mac0S VM under UTM [71]. Each VM maintains its own
clock, independent of the host. Each client is configured with our three NTP
servers. Because servers and clients share one physical machine, network delay
and jitter are minimal; we discuss the effect of this below. We capture all traffic
and run each experiment for more than 60 h, which spans several back-off cycles
of every client and suffices to reach steady state (Figure 1). The W32Time client
runs on an AWS EC2 instance (Stockholm) and queries three NTP server VMs
configured as above.

3.3 Results

Table 2 lists, per client, the total number of queries, the hourly mean, and
the per-server breakdown. Although all clients run under identical, near-ideal
network conditions, the hourly query rate ranges from 1.77 to 250.8.

SNTP clients: SNTP clients send the fewest queries, as expected (§3.1). Only
timesyncd follows the SNTP recommendation to use a single server: it queries
one of the three and does not contact the others while that server responds.
It therefore cannot cross-validate its source. W32Time and macOS use all three
servers over time, but not concurrently (see Server usage, below). All SNTP
clients poll at a near-constant rate of 10-12 (17-68 min), visible as flat series in
Figure 1.
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Queries Per Server Per Server
Client Total Avg/h| S1  S2 S3| Poll Rate (avg)
Chrony 4,822  80.37 1,643 1,498 1,681 7.02
mac0S 309 5.15| 102 101 106 11.6
ntpd 739 1232 246 246 246 9.41
NTPD-RS 15,050 250.8|5,012 5,012 5,026 5.39
OpenNTPd 1,361  22.68| 425 473 463 8.85
NTPSec 1,009 16.82| 336 336 337 9.29
W32Time 213 3.55 80 7 56 10.1
timesyncd 108 1.77| 108 0 0 10.9

Table 2: Queries sent by each client (total and per server) in 60 hours in normal
operation. highlighted are SNTP clients.

NTP clients: NTP clients send between 12 (ntpd) and 250 (NTPD-RS) queries
per hour (Table 2). Figure 1 shows each client’s poll rate per server over time.
A poll rate n corresponds to a poll interval T = 2™s; n = 10 means one query
every 1,024s. NTP clients adapt T to network conditions and server stability.

ntpd: ntpd was long regarded as the NTP reference implementation; it no
longer is [27]. It polls frequently at start-up and then backs off exponentially to
a poll rate of 16 (18 h), within the maximum of 17 (§3.1; Figure 1).

Troubleshooting NTPD-RS: NTPD-RS never exceeds a poll interval of 256 s (rate
8), although its documentation specifies a range of 16-1,024 s (rates 4-10) and no
burst mode [50]. Its documentation describes back-off triggered by failures [56].
The traces show no packet loss or retransmissions (90th-percentile RTT: 2.6 ms).
The NTPD-RS developers confirmed the behavior as intended: for nearby servers,
the client favors accuracy over network load.

To verify if these claims were correct, we carried out an additional experi-
ment, configuring NTPD-RS to use a NTP server located in Japan, and the client
located in Europe. We do not observe a large volume of queries as in Table 2,
as can be seen in Figure 2, and did not exhibit the aggressive polling behavior
observed in our local experiments.

Effect of latency: Our testbed thus represents ideal network conditions, under
which at least one client queries more often than it would across the Internet.
Table 2 therefore reflects behavior under ideal conditions. We did not evaluate
packet loss or timeouts, which may trigger retransmissions.

Server usage: All clients except timesyncd use all three servers (Table 2). They
differ in how they distribute queries across them (Figure 3). ntpd and NTPD-RS
query all three concurrently. macOS queries two at a time and rotates among
them. W32Time queries one server and switches after long intervals (Figure 1).
These patterns determine resilience, which we evaluate in §4. A client that
queries several servers concurrently can cross-validate them; in our experiments,
one honest server out of three sufficed to defeat the attack (§4.2). A client that
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Fig.2: NTPD-RS time series from Japan.

relies on one server at a time—timesyncd always, W32Time between switches—
adopts that server’s time, so a single malicious or faulty server suffices.

Answer to RQ1: Hourly query volume differs by more than two orders of
magnitude across clients, and clients range from querying one server to querying
all servers concurrently. The OS defaults combine the lowest query volume with
the least redundancy.

Windows versions: besides Windows server, we cover in 77 how Windows
home behave, and how Windows Pro/Server Client behaves if part of a active
directory domain-controller (it uses many-cast mode [39]).

3.4 Ubuntu switch to Chrony

Ubuntu replaced timesyncd with Chrony and NTS as its default in October
2025 [34]. Chrony queries more often than timesyncd, and NTS extension fields
enlarge each packet [19]; we therefore expected increased load on Ubuntu’s time
servers. In September 2025, before the change, we raised this with Ubuntu’s
developers. To quantify the increase, we reproduced Ubuntu’s planned configu-
ration on two VMs in different data centers (AMS and SYD), captured 60h of
traffic, and repeated the measurement with timesyncd.

AMS VM SYD VM
queries/h bytes/h|queries/h bytes/h
timesyncd 1.83 201.3 1.83 201.3
Chrony 21.24 5213.10 20.38 5043.11
Ratio 11.6 25.1 11.1 25.05

Table 3: Ubuntu outgoing traffic compared (60h)

Table 3 shows the results: switching to Chrony with NTS increases queries
per hour 11x and bytes per hour 25x. The byte ratio exceeds the query ratio
because NTS adds extension fields to every packet. Robustness thus has a cost:
the client that resists the attacks in §4 sends an order of magnitude more traffic.
We shared these results with Ubuntu’s operators to inform the provisioning of
their time service; 77 details the experiments



Is the NTP client always right? 9

Server 3{ T— XX XX XX XX Server 37X < < < %
Server 2 Server 2
Server 1 XXX X X XXX Server 1 X X %
Q0000 (3320 1640 10000 91320 9460 39000 55320 00000 :3320 10640 14000 91320 946:40 59000 353:20
Duration (HH:MMSS) Duration (HH:MM:SS)
(a) ntpd (b) mac0S

LGA000 1320

) day. 0 O o130
Duration (HH:MM:SS) Duration (HH:MM:SS)

(c) W32Time (d) NTPD-RS

Fig. 3: Distinct server utilization patterns.

4 Time-Shift Attacks

A time source influences two client decisions: whether to adopt the time it serves
and whether to continue querying it. This section evaluates the first; §5 evaluates
the second.

In a time-shift attack, the adversary serves forged timestamps to shift a
client’s clock. A faulty server has the same effect; the USNO and Telstra incidents
(§1) required no adversary [52,31,35]. We first assume that the adversary controls
all of a client’s servers (§4.1) and then a subset of them (§4.2).

Expected client behavior: NTPv4 clients must reject offsets above the 1,000s
panic threshold and should combine the responses of several servers before ad-
justing the clock [40] (§2). SNTP requires neither safeguard [39], which may
explain the failures of Windows hosts in the USNO incident. SNTP does not,
however, preclude bounding accepted offsets; W32Time enforces such a bound

(§4.1).

4.1 All servers malicious

Threat model: The adversary aims to shift the target’s clock. The adversary
operates NTP servers that receive the client’s queries, through redirection or
interception, and answers them with forged timestamps. Because it observes the
queries, it can echo their origin timestamps, as a legitimate server does. Off-path
injection without observing the queries is out of scope; Malhotra et al. studied it
for ntpd [31]. The model also covers a faulty server, as in the USNO and Telstra
incidents.

Is this threat model realistic? For the OS defaults, controlling all of a client’s
servers requires controlling a single name or address. timesyncd queries one
server (§3), and mac0S and W32Time each resolve one vendor hostname; a single
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poisoned DNS response, hijacked prefix, or faulty server therefore reaches every
server the client uses. For clients of the NTP Pool, including timesyncd on
Debian, Beverly and Rye show that ten or fewer servers suffice to capture half of
the Pool’s traffic in about 90% of countries, and that clients continue to query
evicted servers for weeks to months [4]. §4.2 relaxes the assumption to a subset
of malicious servers, and §4.1 validates the attack end to end against macOS.

Prior work has demonstrated two vectors for redirecting NTP clients to
attacker-controlled servers and proposed a third. First, off-path DNS cache poi-
soning can redirect clients to malicious NTP servers [26] (e.g., pool.ntp.org —
192.168.1.1). Second, an attacker can join the NTP Pool [54], one of the largest
public time services [46], and serve manipulated timestamps while evading the
Pool’s monitoring [28]. Third, an attacker can hijack the BGP prefixes of legiti-
mate NTP servers and intercept their clients [24,26].

Countermeasures: DNSSEC [3] prevents cache poisoning only if the domain
is signed and the resolver validates; fewer than 20% of resolvers validate [49].
RPKI [8] lets routers reject hijacked BGP announcements. Few large time-service
providers deploy DNSSEC, RPKI, or NTS [23]. For the NTP Pool, detecting
malicious servers requires hidden monitors [28]. NTS [19] prevents redirection to
an impostor, but none of the three OS default clients enables it, and it does not
protect against a faulty server or a malicious server with valid credentials. The
client’s safeguards are thus the remaining defense; we evaluate them.

Experiments: Because these redirection techniques are documented and exe-
cuting them against production infrastructure would affect third parties, each
experiment starts with the client already querying the adversary’s servers. This
isolates the question we study: how the client handles incorrect time. §4.1 vali-
dates one complete attack path in a network under our control.

All clients use a domain name that resolves to three NTP servers under our
control. Each client first synchronizes correctly (hot start). All three servers then
answer with incorrect time. We run six experiments per client, with offsets from
900s (below the panic threshold [40]) to two years, in the setup of §3. Each
experiment lasts at least 8h; we record the client’s system clock against the
host’s reference clock. A client is vulnerable to an offset if its clock adopts the
adversary’s time, by stepping or slewing, within the experiment.

Results: Table 4 summarizes the results. No NTP client adopted the adversary’s
time, for any offset.

All three SNTP clients adopted it. They comply with the SNTP specification,
but they are the default clients of the three major OSes (Table 1).

macOS and timesyncd, which several other Linux distributions also use,
adopted every offset. W32Time adopted no offset larger than two weeks, con-
sistent with its documented two-week limit [38].

A panic threshold bounds each adjustment, not their sum: any client, includ-
ing the NTP clients, may remain vulnerable to time-skimming, which shifts the
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clock in steps below the threshold [31]. We did not evaluate time-skimming; the
two-week bound of W32Time makes it a practical target.

Time to compromise: The attacks succeeded after 13 min against timesyncd
and 2 h against mac0S (8 and 13 queries, respectively; Figure 4a).

Against W32Time, a one-week offset succeeded after 36 h and 136 queries
(Figure 4b).

Client Offset

900s 1 month 2 months 3 months 1 year 2 years

mac0S v v v v v v
W32Time v

timesyncd v 4 v v 4 4
NTPSec

NTPD-RS

ntpd

OpenNTPd

Chrony

Table 4: Client behavior to time shift attacks. (/) shows vulnerable clients. (M
= month, Y = Year).

End-to-end validation against mac0S: To show that the attack does not
require reconfiguring the client, we attacked an unmodified mac0S client in a
network under our control. DNS cache poisoning failed: mac0S resolves some
names over DNS-over-HTTPS (DoH) and applies further heuristics. We therefore
acted as the client’s first-hop router, forwarded its NTP queries to our server,
and answered with Apple’s server address as the source. The client accepted the
responses; we shifted its clock by up to 30 years. An adversary in this position,
such as a compromised home router, a rogue Wi-Fi access point, or a malicious
network operator, requires no access to the device.

Disclosure: We followed coordinated vulnerability disclosure (CVD) guide-
lines [44]. We disclosed the attack to Apple in March 2025; Apple tracked it as
issue OE1100520849262. Apple initially responded that changing the configured
time source is not a realistic attack vector; after we reported the end-to-end at-
tack, it deemed an attacker-controlled router outside the scope of mac0S security
and did not fix the issue. We notified the timesyncd (systemd) and Debian [15]
developers on 2025-09-25; Debian is particularly exposed because it combines
timesyncd with the NTP Pool. The timesyncd developers replied that NTS
support is in progress [64]; NTS would prevent redirection but not incorrect
time from a server with valid credentials. Debian has not responded.
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timesyncd

macOS Time Shift Attack
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timesyncd
macQOS{ e ° . . . . .
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(a) timesyncd and macOS (2 years offset)

Time Shift Attac
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Fig. 4: Queries sent during the time-shift attack; each marker is one query, and
the dashed lines mark when the client’s clock adopted the adversary’s time.
timesyncd adopted a two-year offset after 13 min (8 queries) and macOS after
2h (13 queries); W32Time adopted a one-week offset after 36 h (136 queries).

Other findings: NTPD-RS crashes about 30 min into the experiment, when its
computed offset exceeds its panic threshold. We reported this to the developers,
who have not responded.

Answer to RQ2 (all servers malicious): The default clients of the three major
OSes adopt incorrect time from a malicious or faulty source within minutes to
hours; all five NTP clients reject it. Ubuntu’s switch to Chrony in October 2025
removes this exposure for Ubuntu; other systemd-based distributions that retain
timesyncd remain exposed. Ubuntu has since announced plans to replace Chrony
with NTPD-RS as its default client and server [10].

4.2 A subset of servers malicious

§4.1 assumed that the adversary controls all of a client’s servers. We now con-
figure three servers per client, of which one (first scenario) or two (second sce-
nario) are malicious. We test the NTP clients. The question does not apply
to timesyncd, which queries one server (§3). mac0OS and W32Time query several
servers; we did not test how they combine honest and malicious responses. Each
client first synchronizes; after 10 min, the malicious servers serve a one-week
offset. Each run lasts 8 h.

No NTP client adopted the adversary’s time in either scenario: with at least
one honest server, every client rejects the one-week offset. The clients differ only
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in how they treat the malicious servers. All except OpenNTPd continue to poll
them as in §4.1.
OpenNTPd polls the honest servers at rate 5 and backs the malicious servers
off to rate 12 (about once per hour) without dropping them (Figure 5).
Answer to RQ2 (subset of servers malicious): With one honest server out of
three, no NTP client adopted the adversary’s time.

4
) 2 . L3 . L] . . . .
"{e’ 10
o 8
o
C s
= - - . ot B s o - o 1A% -
35
g1

2 s+ Benign Server Benign Server e Malicious Server

320 2aba0 3600 s320 b4 2000
Duration
(a) 1 malicious server (Server 3)

1

2
2
s
o 8
o
C s
3 -
o

2 - Benign Server Malicious Server = Malicious Server

3600
Duration

(b) 2 malicious servers (Server 3 benign)

Fig. 5: Timeseries of polling rate for OpenNTPd clients under the time-shift attack
with one and two malicious servers.

5 Kiss-o’-Death Attacks

RATE DENY
Chrony Reduced Reduced
ntpd  Reduced but stopped Increased
NTPD-RS Reduced Increased (bug fixed)
NTPSec Reduced Reduced
OpenNTPd Reduced Reduced

Table 5: Change in query rate after a server starts answering with KoD packets,
relative to normal operation. No client stops querying after DENY, as RFC 5905
requires; ntpd and NTPD-RS query more. Table 6 and Table 7 give hourly rates.
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This section evaluates the second client decision: whether to continue query-
ing a time source. Kiss-o’-Death (KoD) packets are NTP’s only server-to-client
control messages: a RATE packet asks the client to reduce its query rate, and
a DENY packet asks it to stop using the server. Spoofed KoD packets can stop
clients from synchronizing, causing clock drift [31,57]; a client that mishandles
them may instead flood the server.

Ezpected behavior: RFC 8633 (§5.4) [57] recommends, without mandating,
that a client receiving a RATE packet increase its poll interval, up to a poll rate
of 13, and notes that many clients ignore such packets. RFC 5905 states that a
client should stop using a server after receiving a DENY packet (§7.4 [40]).

Threat model: We ask whether a time source can stop a client from synchro-
nizing by sending KoD packets. We use the threat model of §4.1: after a hot start,
all three servers answer every query with a KoD packet instead of a timestamp.

FEzxperiments: We run one experiment with RATE packets and one with
DENY packets. We test only the NTP clients; SNTP clients are not required
to handle KoD [39].

Table 5 summarizes the results. Under RATE, all clients reduced their query
rate (Figure 8). ntpd stopped querying after 3.3 h.

Under DENY, no client stopped querying, contrary to RFC 5905. All except
ntpd and NTPD-RS reduced their query rate; ntpd polled at a fixed interval of 8
(Figure 8a).

Figure 6 and Figure 7 show the poll rate of every client under RATE and
DENY, respectively; the dashed red line marks the first KoD response after
the hot start. Compared with normal operation (Figure 1), ntpd polls at a
fixed rate under both RATE and DENY, whereas Chrony reduces its query rate
under both. The Chrony developers confirmed that Chrony honors KoD and
temporarily reduces its query rate [43].

Table 6 and Table 7 list queries per hour in normal operation and under
RATE and DENY, respectively, and their ratio (Amp.). Under RATE, only
NTPSec largely ignores KoD packets; the other clients reduce their query rate.
Under DENY, ntpd and NTPD-RS increase their query rate; the ratio for NTPD-RS
exceeds 10,000 because of the bug described below. Ref. is the 60-h mean of
Table 2, which includes each client’s steady-state back-off, whereas each KoD
run lasts about 8 h; the ratios therefore overstate increases relative to the same
period of normal operation, which Table 5 and Figure 8 use.

NTPD-RS bug: Instead of ignoring DENY packets or ceasing to query the
server, NTPD-RS sent 541,613 queries in five minutes (1,800 queries/s). We stopped
the experiment after five minutes; Figure 8b shows this interval, and Figure 9
the intervals between consecutive queries. We reported the bug to the NTPD-RS
developers [62], who have fixed it.

The ntpd developers acknowledged its DENY behavior: ntpd “tests for the
incoming RATE code” only, a deliberate choice that avoids clock drift by never
ceasing to query a server.
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Fig. 6: Poll rate per server under KoD RATE; the dashed red line marks the first
KoD response. ntpd stops querying after 3.3 h.

Ref. RATE Amp. Ref. DENY Amp.
NTPSec 16.82 27.83 1.65 NTPSec 16.82 35.25  2.09
NTPD-RS 250.8 136.7 0.54 NTPD-RS 250.8 2691993.8 10733
NTPD 12.32 1125 9.13 NTPD 12.32 1350.1 109.5
OpenNTPD 22.68 3.48 0.15 OpenNTPD 22.68 4.33 0.19
Chrony 80.37 12.72 0.15 Chrony 80.37 33.11 041

Table 6: Queries per hour in normal op- Table 7: Queries per hour in normal op-
eration (Ref.) and under KoD RATE, eration (Ref.) and under KoD DENY,
and their ratio. and their ratio.
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Fig. 9: Intervals between consecutive NTPD-RS queries in the first minutes of the
KoD DENY experiment; most queries follow the previous one within milliseconds

(1,800 queries/s).
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Answer to RQS (KoD): No NTP client conforms to RFC 5905 for DENY:
none stops using the server, and two increase their query rate, one by four orders
of magnitude.

6 Era Rollover

NTP timestamps have 64 bits: 32 for seconds and 32 for fractions of a second.
The seconds field wraps every 232 s, about 136 years; each such period is an era.
Era 0 began at 00:00:00 UTC on 1 January 1900, and era 1 begins on 7 February
2036. A client that does not account for the wrap interprets timestamps from
era 1 as dates in 1900. RFC 5905 therefore requires the era to be “derived from
external means, such as the file system or dedicated hardware” [40].

We test whether each client handles the rollover. In the setup of §3, we set
the client’s clock to one hour before the end of era 0, let it synchronize across
the rollover, and monitor its clock.

Table 8 shows the experiment results. From the clients we manage to bring
the clock to the end of era 0, only OpenNTPd was not era aware: it computed a
large offset (136 years) but refused to update its clock, likely assuming it was a
time shift attack (as in §4.1). We notified the OpenNTPd developers in May 2025
and the issue was fixed in May 2026 [63].

Client Clock set before rollover Era-aware
ntpd Yes Yes
NTPD-RS  Yes Yes
NTPSec Yes Yes
OpenNTPd Yes No
timesyncd Yes Yes
Chrony Yes Yes
mac0S No n/t
W32Time No n/t

Table 8: Era rollover. Clock set before rollover: whether we could bring the
client’s clock to the end of era 0. Of the six clients we could test, only OpenNTPd
(as packaged in Ubuntu) is not era-aware. n/t: not testable.

7 Discussion and recommendations

Is a malicious server a client vulnerability? One may object that a client can-
not be faulted for trusting its server, since NTP cannot distinguish a malicious
server from an honest one. This objection does not hold, for three reasons. First,
the standards anticipate incorrect time: RFC 5905 specifies the panic threshold
and multi-server cross-validation because servers can be faulty or malicious [40].
Second, client design determines the outcome. All five NTP clients rejected the
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forged responses, and W32Time, an SNTP client, rejected offsets beyond two
weeks; only mac0S and timesyncd adopted every offset (Table 4). Third, bound-
ing offsets is inexpensive: W32Time does so within SNTP, and OpenNTPd validates
NTP time against the dates reported by HTTPS servers [69]. No client can pre-
vent every shift, since an adversary can skim the clock below any threshold, but
a client can bound the damage; two of the three OS defaults do not.

Classification of findings. Table 9 lists eleven findings: nine client issues and
two operational findings. We classify each as spec-permitted (the client complies
with a specification that permits unsafe behavior), a deviation from the speci-
fication, or an implementation bug. The time-shift findings are spec-permitted,
because SNTP does not require a panic threshold. Fixing them requires replac-
ing or hardening the client, not patching a bug. The KoD findings are deviations;
the crash and the query flood are bugs. OpenNTPd, however, has fixed their era
bug [63] one year after our initial contact.

# Software Finding Type Vendor response

1 NTPD-RS Queries surge to nearby Design choice Intended behavior
servers (§3.3)

2 Ubuntu 25x traffic growth with Operational Acknowledged
Chrony and NTS (§3.4)

3 mac0S Adopts any time shift (§4.1) Spec-permitted “Not a bug”

4 timesyncd Adopts any time shift (§4.1) Spec-permitted NTS support in progress

5 W32Time Adopts time shifts up to two Spec-permitted Acknowledged, not a bug

weeks (84.1)
6 Debian Linux timesyncd with the NTP Pool Spec-permitted No response
by default (§4.1)

7 NTPD-RS Crashes during time-shift Bug No response
attacks (§4.1)

8 NTPD-RS Floods servers after KoD Bug Fixed [62]
DENY (§5)

9 ntpd Stops querying after repeated Deviation Acknowledged
KoD RATE (§5)

10 ntpd Keeps querying every 8s after Deviation Acknowledged
KoD DENY (§5)

11 OpenNTPd Not era-aware in Bug (outdated) Fixed [63]

Ubuntu/Debian package (§6)
Table 9: Findings, their type, and vendor responses as of November 2025.
Rows 1-2: operational findings; rows 3-11: client issues. One issue has been
fixed in a deployed release.

Cost of robustness. The NTP clients that resisted every attack send 7 to
142 times more queries than timesyncd (Table 2), and Chrony with NTS sends
25 times more bytes (Table 3). Per host, the overhead is small (Chrony with
NTS sends about 5 KB per hour), but providers serving billions of devices must
provision for it, as Ubuntu did. We did not measure CPU or memory overhead.

7.1 Recommendations

We make the following recommendations:
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1. Apple and Microsoft: deploy NTP clients. mac0S and Windows ship SNTP
clients, although RFC 5905 intends SNTP for “clients with a single upstream
server and no dependent clients” [40]. Both vendors should replace them with
NTP clients that enforce the panic threshold and cross-validate multiple servers.
Until then, mac0S should bound accepted offsets, as W32Time already does.

2. Linuz distributions: replace timesyncd. Distributions that ship timesyncd
should replace it with an NTP client such as Chrony or NTPD-RS, as Ubuntu did
in October 2025. This applies to server, desktop, and container distributions,
including Flatcar Linux [18]. Debian is particularly exposed, because it combines
timesyncd with the NTP Pool (§4.1).

8. OS vendors and time-service providers: enable NTS. NTS prevents redirection
to impostor servers (§2). OS vendors should enable it by default, as Ubuntu has,
and time-service providers should support it. NTS does not protect against a
faulty server or a malicious server with valid credentials; it complements client-
side safeguards rather than replacing them.

4. SNTP implementers: reject implausible offsets. SNTP does not preclude
bounding accepted offsets (§4.1). Implementations should enforce such a bound,
for instance by validating server time against the dates reported by trusted
HTTPS servers, as OpenNTPd does [69].

Limitations. Our testbed has near-zero latency and no loss (§3.2); as the
NTPD-RS experiment with a server in Japan shows, query volumes on the Internet
may differ. We evaluated one version of each client, in virtual machines. We
did not evaluate time-skimming, off-path injection, or how mac0S and W32Time
combine honest and malicious responses.

8 Ethics

All experiments ran on machines under our control: a local machine and cloud
VMs rented in Amsterdam, Sydney, and Stockholm. All NTP servers queried
were our own, except a public server in Japan that NTPD-RS queried at its normal
rate (§3.3). No third-party users or production time infrastructure were affected.
We did not execute DNS cache poisoning, NTP Pool injection, or BGP hijacking
against production infrastructure; the end-to-end attack against macOS ran in a
network under our control (§4.1).

The principal ethical consideration is the disclosure of the vulnerabilities.
We followed coordinated vulnerability disclosure (CVD) [44] for every issue in
Table 9 and gave all affected vendors and operators time to respond before pub-
lication. At the time of writing, one issue has been fixed; the others are pending
or were not classified as vulnerabilities by the vendor. Apple, for example, de-
clined to classify the time-shift attack as a vulnerability, stating that “Users are
allowed to point to the time server of their choosing in System Settings after au-
thenticating and should always consider care when overriding system defaults”.
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We consider publication warranted: the affected clients run on billions of devices,
and users and operators need this information to assess their exposure.

9 Related Work

NTP client security. The work closest to ours is by Mahlous [30], who ran time-
shift attacks against four NTP clients (Chrony, ntpd, OpenNTPd, and NTPSec).
Their attacker is a man-in-the-middle, while our threat model assumes the client
is already being served by a malicious server (§4.1). They shifted clocks by multi-
ples of 1000s; we shifted them by years. We also go further in scope: we evaluate
eight clients, including the defaults of the three most popular OSes, both under
normal operation and under attack. Malhotra et al. [31] showed that unauthen-
ticated NTP traffic enables time-shift and DoS attacks, and that clients are
especially vulnerable during initialization, when spoofed or fragmented packets
can manipulate them. They evaluated only ntpd; we cover eight NTP/SNTP
clients.

Prior studies show that clients are susceptible to malicious time servers [16,20]
and to third-party attacks [31,33,6], including attacks on broadcast mode [32,70].
Off-path attackers can also redirect clients through DNS cache poisoning or
BGP hijacking [26,31]. NTS [19] authenticates the server, which defeats on-path
tampering and redirection to an impostor, but not a faulty server or a malicious
one with valid credentials; moreover, the NTP Pool and the three OS default
clients do not use it.

Time server infrastructure. Several studies look at the server side instead
of the clients; they complement our work. Beyond its use in DDoS amplifica-
tion [14], the NTP Pool has been studied extensively [59,53,46,28], including its
architecture and client-to-server mapping [46]. Beverly and Rye [4] measured
the Pool over nine months and found that only about a fifth of its active servers
are fully independent, and that a small number of cloud providers host much
of it. They show that an attacker with ten or fewer servers could capture half
of the Pool’s traffic in most countries, and that clients keep querying evicted
servers for weeks to months. That persistence is a client-side behavior, and it
echoes the server-selection differences we observe in §3. Huppert et al. [23] char-
acterized seven large time service providers that are the defaults for most OSes,
including Microsoft, Apple, Google, and Ubuntu. They found wide variation
in how these providers replicate their service and map clients to servers, poor
accuracy and single-address assignments at Microsoft, and limited deployment
of NTS, DNSSEC, and RPKI. Rytilahti et al. [59] had covered several of the
same providers earlier. Other studies map NTP servers across the whole IPv4
space [22,59,42,41] or measure the accuracy of stratum-1 servers [11]. These
studies share a premise: the servers decide what time is offered. We study the
other half, namely how the clients those providers serve decide whether to ac-
cept it. Our findings also matter to providers themselves: Ubuntu’s switch from
timesyncd to Chrony [34] changes the load on its servers, which we quantify in
§3.4.
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10 Conclusion

Research on the security of network time has focused on the protocol and its
servers: authenticating servers, hardening the NTP Pool, and detecting malicious
time sources. Our results show that the decisive link is the client’s acceptance
policy. The default clients of macOS, Windows, and many Linux distributions
adopt multi-year offsets from the servers they query, within minutes to hours.
NTP clients that already exist reject the same responses, even when only one of
three servers is honest, at a traffic cost that is negligible per host. The exposure
of billions of devices is therefore primarily a deployment problem: the defenses
exist but are not shipped.

Two further lessons follow. First, server authentication and client-side valida-
tion are complementary. NTS authenticates the channel, not the time: it prevents
redirection to an impostor, but a client without a panic threshold still adopts
incorrect time from a faulty or compromised server with valid credentials; NTS
would not have prevented the USNO or Telstra incidents. Second, the specifi-
cations permit the unsafe behavior. The time-shift findings are spec-permitted,
because SN'TP requires no offset bound, and NTPv5 leaves client algorithms out
of scope. Minimum client safeguards—an offset bound and validation against
more than one source—should be specified normatively, so that new implemen-
tations do not repeat SNTP’s omissions.

Future work. Four directions remain open. (i) Time-skimming: a panic thresh-
old bounds each adjustment, not their sum; how far an adversary can move a
bounded client such as W32Time over time is unmeasured. (ii) Clients beyond
desktop and server OSes: mobile, embedded, and IoT devices often rely on SNTP
clients, which we did not evaluate. (iii) Exposure in the wild: server-side traces
could estimate which clients, and how many, query public time services, and
thus how many hosts each finding affects. (iv) Continuous testing: client be-
havior changes across releases; an open, automated test suite that runs each
release against faulty and malicious servers would detect regressions and make
our evaluation reproducible.
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