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DDoS Examples

TY - COMPUTER BUSINESS REV

AWS Hit With a Record 2.3 Tbps
DDoS Attack

Read the original article: AWS Hit With a Record
2.3 Tbps DDoS Attack

Mirai botnet attackers are trying to knock

an entire country offline

Mirai botnet: Dyn, OVH
(hosting provider), Krebs
On Security (website),
Deutsche Telecom (ISP)
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DDoS Clearing House Concept

e Continuous and automatic sharing of “DDoS fingerprints” buys
providers time (proactive)

* Extends DDoS protection services that critical service providers
use and does not replace them
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T3.2 Objectives

* Pilot a DDoS Clearing House with
European industry for Europe to
proactively and collaboratively
protect European critical
infrastructure against DDoS attacks

Key challenge: increase to
TRL 5-7 and grow
deployment

* Key outputs: pilots in NL >> IT, DDoS
clearing house cookbook

* Build on existing components
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Starting Point: Pilot in the Netherlands
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Advance #1: DDoS Clearing House-in-a-Box

All-the-components together (ready-to-deploy)

First step towards more distributed deployment model

</>
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Enables quick prototyping
— Shared development E

— Easy to test/audit

“*“| DDosbB
®_ | in-a-box

— Attack samples [1]
* Improvements will be merged into our repository [2]

[1] https://www.simpleweb.org/wiki/index.php/Traces#Booters_- An_analysis_of DDoS-as-a-Service_Attacks
[2] https://github.com/ddos-clearing-house/
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Advance #2: Pilot in the Netherlands

 Basic sharing of FPs through ddosdb.nl (non-production)
* Improved software (Dissector and Converter)

* Processing DDoS attacks on a regular basis

* Translated data sharing agreement from Dutch to English

ddosdb@ddosdb: ~$

PEDB

b Logir _mmn

Collecting and Sharing the most important information

of DDoS attacks

What is DDoSDB?
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Advance #3: Cross-dataset Platform

* Layer that combines
e MISP and Incident Clearinghouse (T3.1)
e DDoS Clearinghouse (T3.2)

e —_——————_——_—_—_————— — ————————— — — — —

/ k= b 3
CONCORDIA Platform for Threat Intel.
I
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. -.. ® Threatlntel Services (. } ... COF’,‘;,CTSﬁ”A i

e Defined several use cases, such as .= ; S | . ¥
* Booter detection g l“"sﬂ.g'ief""i |
) V|rtual Labs | E‘ Trainings | |

* Incident response automation R /

\_______________________________

One pager on our T3.1/T3.2 “Liaison” Page:
* \Wo rk INn progress https://confluence.lrz.de/pages/viewpage.action?pageld=159886496
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Advance #4: Blog Series
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April 23,2020

Dutch Anti-DDoS Coalition: lessons learned and the way forward

Increasing the Netherlands’ DDoS resilience together, part Il of Il In parts | and Il of this blog series, we
introduced the concept of the Dutch Anti-DDoS Coalition and described the status of one of its pillars, the
DDoS clearing house. Today, we’ll discuss the lessons we’ve learned and how...

April 16,2020

Setting up a national DDoS clearing house

Increasing the Netherlands’ DDoS resilience together, part Il of Il Last week, we spoke about the Dutch
Anti-DDoS Coalition, how it came about and its goal of realising a cooperative DDoS mitigation strategy

by using a combination of five instruments. This week, we’ll take a closer look at one of...

April9, 2020

Increasing the Netherlands' DDoS resilience together

First lessons learned from setting up a national anti-DDoS initiative, part | of Il The Dutch Anti-DDoS
Coalition is a national consortium of seventeen organisations from various sectors (e.g. ISPs, banks,
government agencies and law enforcement) committed to fighting DDoS attacks together. In this series of

three blogs, we'll first...
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Dutch Anti-DDo$ Coalition: lessons
learned and the way forward

Increasing the Netherlands’ DDoS resilience together,
part il of Il Cristian Hesselman (SIDN and University
of Twente), Remco Poortinga-van Wijnen (SURF),
Gerald Schaapman (NBIP) and

Read More»

Setting up a national DDoS clearing house

Netherlands' DDoS
part Il of Ill Cristian Hesselman (SIDN and University
of Twente), Remco Poortinga-van Wijnen (SURF),
Gerald Schaapman (NBIP) and

Read More s

@A

(@ SION Labs speedt.. @ DeepL Transiator

About the coalition =

Partners

Increasing the Netherlands’ DDoS
resilience together

The Dutch Anti-DDoS Coalition is a national
consortium of seventeen organisations from various
sectors (e.g ISPs, banks, government agencies and law
enforcement) committed to fighting DDoS attacks
together.

ReadMore s

Z start [DACS-wiki]
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Advance #5: Demo-driven Way of Working

Task

Demo v1.0

Demo v2.0

Demo v2.1

Demo v2.2

Demo v2.3

Demo

Demo

Demo

Due
Jan 2020
Apr 2020
Jun 2020
Sep/Oct 2020
Jan 2021
Jan 2022
Jun 2022

Jan 2023

Short description
Run the current software in offline setup

DDoSDB-in-a-Box

Interconnection between member's database

Status

-
O

WORKING

EC Review Plan

M12 (interim review)

M18 (reporting period 1)

M36 (reporting period 2)
M42 (interim review)

M48 (final review)
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Next steps: demo v2.2 (Sep/Oct)

* Deploy system at other partners | rvice addeons |
: . . . —1! fl
* Establish fingerprint exchange in a DDoSDB
. central database ™~ p
regular basis — —{—
(o) .
local database #:{#servnces ‘
* Improve software components 4 —4
* Dissector — improve DDoS dissector ‘
characteristics fingerprints
* Add-ons components on the top of M as
database e )+ ,fi:
= _central | i

: = v
e ¥ b 4 . =18
] ‘:‘4 "a‘ o
et peer-to-peer g

DDoSDB DDoSDB
in-a-box in-a-box
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Follow us
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www.linkedin.com/in/concordia-h2020
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