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High-impact DDoS Examples
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Mirai botnet, 2016

The Netherlands, January 2018

Estonia, 2007

Liberia, 2016

The Netherlands, September 2020

Belgium, May 2021

House of Representatives of 
The Netherlands, Oct 2020
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Problem

• Mature DDoS mitigation services (e.g., scrubbing), routinely handling 
large numbers of DDoS attacks

• BUT no sharing of DDoS data and expertise across organizations
• Longer responses: same learning curve multiple times, errors under pressure
• Reduces innovation of mitigation processes and systems at ecosystem level
• DDoS data “stuck” in systems of (US-based) DDoS mitigation providers

• Increases probability of societal disruptions, reduces digital autonomy
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DDoS Clearing House Concept
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Extends DDoS protection services that service 
providers use and does not replace them 
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DDoS Clearing House: Use-inspired research

• Using CONCORDIA’s results
• Sharing of operational experience
• Large-scale multi-party DDoS drills
• DDoS clearing house operations
• Operational ADC organization

• DDoS clearing house R&D
• Clearing house distributed testbed
• Technical evaluation through pilots in 

the Netherlands and Italy
• DDoS clearing house cookbook

CONCORDIA is funded by the European Union’s Horizon 2020 Research and Innovation program under Grant 
Agreement No 830927. Project website: https://www.concordia-h2020.eu/

https://www.nomoreddos.org/en/

https://www.concordia-h2020.eu/%C2%A0
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Dutch Anti-DDoS Coalition (NL-ADC)
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CONCORDIA partner CONCORDIA partner CONCORDIA partner
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NL-ADC Overview
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• Objective: further improve the resilience of Dutch critical services

• Strategies: sharing of DDoS measurements (clearing house), large scale 
collaborative drills, sharing expertise

• Organization: structure of WGs, clearing house operator and software 
developer, “core team” governing the initiative
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DDoS Clearing House Testbed (5 mins)
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From testbed to pilot to production
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• DDoS fingerprint experiment at next NL-ADC DDoS drill
• A-B testing with different blue teams
• Collaborate with UT for methodological support

• Scale up testbed to pilots in the Netherlands and Italy

• Transition to production
• Hire product owner using Dutch gov’t subsidy
• Move s/w engineering from CONCORDIA to NL-ADC
• DDoS-DB operation from SIDN Labs to NBIP
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Further reading
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https://www.sidnlabs.nl/en/news-and-blogs/reducing-the-economic-impact-of-ddos-attacks-through-
anti-ddos-coalitions
https://www.sidnlabs.nl/en/news-and-blogs/developing-and-running-a-testbed-for-the-ddos-clearing-
house

https://www.sidnlabs.nl/en/news-and-blogs/new-ddos-classifiers-for-the-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/work-in-progress-the-concordia-platform-for-threat-
intelligence
https://www.sidnlabs.nl/en/news-and-blogs/new-version-of-the-ddos-clearing-house-core-components

https://www.sidnlabs.nl/en/news-and-blogs/dutch-anti-ddos-coalition-lessons-learned-and-the-way-
forward
https://www.sidnlabs.nl/en/news-and-blogs/setting-up-a-national-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/increasing-the-netherlands-ddos-resilience-together

https://www.sidnlabs.nl/en/news-and-blogs/new-ddos-classifiers-for-the-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/new-ddos-classifiers-for-the-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/new-ddos-classifiers-for-the-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/work-in-progress-the-concordia-platform-for-threat-intelligence
https://www.sidnlabs.nl/en/news-and-blogs/new-version-of-the-ddos-clearing-house-core-components
https://www.sidnlabs.nl/en/news-and-blogs/dutch-anti-ddos-coalition-lessons-learned-and-the-way-forward
https://www.sidnlabs.nl/en/news-and-blogs/setting-up-a-national-ddos-clearing-house
https://www.sidnlabs.nl/en/news-and-blogs/increasing-the-netherlands-ddos-resilience-together
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Contact

Research Institute CODE
Carl-Wery-Straße 22

81739 Munich
Germany

contact@concordia-h2020.eu

Follow us

www.concordia-h2020.eu

www.twitter.com/concordiah2020

www.facebook.com/concordia.eu

www.linkedin.com/in/concordia-h2020

www.youtube.com/concordiah2020

Dutch Anti-DDoS Coalition: 
https://www.nomoreddos.org/en/

Clearing house on GitHub: 
https://github.com/ddos-clearing-house/

Cristian Hesselman
cristian.hesselman@sidn.nl
@hesselma
+31 6 25 07 87 33

Thijs van den Hout
thijs.vandenhout@sidn.nl
@thijsvandenhout

This work was funded by the European Union’s Horizon 2020 Research and Innovation program under Grant Agreement No 
830927. Project website: https://www.concordia-h2020.eu/

https://www.concordia-h2020.eu/
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