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1. Introduction

Thi s docunment describes a new EPP Protocol Extension and a mapping of
[ RFC5730] XM.-conmands to a [ REST] interface which, in contrast to
the current EPP specification, is stateless. It ains to provide a
mechanismthat is nore suitable for conplex, high availability
environnments, as well as for environments where TCP connecti ons can
be unreliable.

The newly defined protocol extensions described in this neno | everage
the HTTP protocol [RFC2616] and the principles of [REST]. Conformng
to the REST constraints is generally referred to as being "RESTful "
Hence we dubbed t he new protocol extension: "RESTful EPP' or "REPP"
for short.

RFC 5730 [ RFC5730] Section 2.1 describes that EPP can be | ayered over
mul tiple transport protocols. Currently, the EPP transport over TCP
[ RFC5734] is the only widely deployed transport mapping for EPP

This sanme section defines that newy defined transport nappi ngs nust

preserve the stateful nature of EPP.

Wth REPP, no session is created on the EPP server. Each request
fromclient to server will contain all of the information necessary
to understand the request. The server will close the connection
after each HTTP request.

Wth a statel ess mechani sm sonme drawbacks of EPP (as mentioned in
Section 5) are circunvent ed.

A good understandi ng of the EPP base protocol specification [ RFC5730]
is advised, to grasp the extension and nmapping described in this
docunent .
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].

2. Term nol ogy

In this docunment the followi ng terninology is used.

REST - Representational State Transfer ([REST]). An architectura
style.

RESTful - A RESTful web service is a web service inplenented using
HTTP and the principles of [REST].
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3.

EPP RFCs - This is a reference to the EPP version 1.0
speci fications [RFC5730], [RFC5731], [RFC5732] and [ RFC5733].

Stateful EPP - The definition according to Section 2 of [RFC5730].

Statel ess EPP or REPP - The RESTful EPP interface described in
this docunent.

URL - A Uniform Resource Locator as defined in [ RFC3986].

Resource - A network data object or service that can be identified
by a URL.

Interface mappi ng - The mappi ng of [RFC5730] XML comands to
St at el ess EPP.

Conventions Used in This Docunent

XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this document MJST be interpreted in the
character case presented to develop a conforning inplenmentation

St at el ess EPP or REPP

REPP is designed to solve, in the spirit of [RFC3375], the drawbacks
as nmentioned in the next paragraph and yet maintain conpatibility
with existing object mapping definitions.

The design intent is to provide a clear, clean and self-explanatory
interface that can easily be integrated with existing software
systenms. On the basis of these principles a [REST] architectura
style was chosen. A client interacts with a REPP server via HITP
requests.

A server inplenenting REPP, MJUST NOT keep any client state and is not
compatible with [RFC5730], Section 2, which explicitly states that
EPP is stateful

REPP cannot be classified as an EPP transport mapping as defined in

[ RFC5730], Section 2.1. Wth REPP, the EPP [ RFC5730] XM. commrands
are mapped to a REST interface and as such, RESTful EPP is regarded
as an interface mapping. Since REPP relies on a newy defined XSD
schema with protocol elenments, RESTful EPP can also be referred to as
an [ RFC5730], Section 2.7.1 protocol extension
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5. Drawbacks Associated with Stateful EPP

[ RFC5734] requires a stateful TCP session between a client and the
EPP server. Oten this is acconplished by setting up a session with
a <login> and keeping it alive for sone tinme before issuing a

<l ogout>. This may pose chall enges in | oad-bal anced environments,
when a running session for whatever reason suddenly has to be
switched fromone EPP server to another and state is kept on a per
server basis.

[ RFC5734] EPP sessions can wind up in a state where they are no

| onger linked to an active TCP connection, especially in an

envi ronnment where TCP connectivity is flaky. This nmay raise problens
in situations where session |linits are enforced.

REPP i s designed to avoid these drawbacks, hence naking the
interaction between an EPP client and an EPP server nore robust and
efficient.

6. EPP Ext ensi on Franewor k

According to [ RFC3735], Section 2, EPP provides an extension
framework that allows features to be added at the protocol, object,
and conmand-response |levels. RESTful EPP (REPP) affects the

foll owi ng | evels:

Prot ocol extension: RESTful EPP defines a new nanespace
"urn:ietf:parans:xm :ns:restful-epp-1.0". It declares new
el ements, which MJUST be used for RESTful EPP. The root el enent
for the new namespace is the <rest> elenent. This el ement MJST
contain an object mapping defined by the object mappi ng schenas.

bj ect extension: RESTful EPP does not define any new object |eve
extensions. The existing object |evel extensions can be reused.
However, any existing object mapping el enment, including any added
extension elenments it mght contain, SHALL be added as a child to
the new <rest> el enent.

Conmand- Response extension: RESTful EPP does not use the "command"
concept, because the 'comand concept is part of a RPC style and
not a RESTful style. A REST URL and HTTP met hod conbi nati on have
replaced the conmand structure. Al conmand extensions can be
reused as a rest extension.

RESTf ul EPP reuses the existing response nessages defined in the

EPP RFCs. The EPP response MJST be added to the standard <epp>
el ement and SHALL NOT be part of any <rest> el ement.
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The DNSSEC [ RFC5910], E. 164 nunber [RFC4114] and ENUM vali dation
i nformati on [ RFC5076] extension mappi ng el enents can be added as
children of the <rest> el enent.

7. Resource Nam ng Convention

A resource can be a single unique object identifier e.g. a domain
nane, or a collection of objects. The conplete set of objects a
client can use in registry operations MJST be identified by {context-
root}/{version}/{collection}

o {context-root} is the base URL which MJST be specified by each
registry.

o {version} is a label which identifies the interface version. This
is the equival ent of the <version> elenent in the EPP RFCs.

0 {collection} MIST be substituted by "domai ns", "hosts" or
"contacts", referring to either [RFC5731], [RFC5732] or [RFC5733].

o Atrailing slash MAY be added to each request. |Inplenentations
MUST consi der requests which only differ with respect to this
trailing slash as identical

A specific object instance MJIST be identified by {context-root}/
{version}/{collection}/{id} where {id} is a unique object identifier
described in EPP RFCs.

An exanpl e domain name resource followi ng this nam ng convention
woul d | ook Iike this:

/rest/vl/ domai ns/ exanpl e. com

The | evel below a collection MIUST be used to identify a object
i nstance, the |l evel below an object instance MJST be used to identify
attributes of the object instance.

Wth RESTful EPP the object identifiers are enbedded in URLs. This
makes any object identifier in the request nmessages superfl uous.
However, since the goal of RESTful EPP is to stay conpatible with the
exi sting EPP object mapping schemas, this redundancy is accepted as a
trade off. Renobving the object identifier fromthe request nessage
woul d require new obj ect mappi ng schenas.

The server MJUST return HTTP Status-Code 412 when the object

identifier (for exanpl e <domai n: name>, <host:name> or <contact:id>)
in the HTTP nessage- body does not match the {id} object identifier in
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8.

8.

8.

8.

1.

2

2

the URL.

Message Exchange
A [ RFC5730] request includes a command- and object mapping to which a
command rust be applied. Wth RESTful EPP, sone of the request
messages are expressed by a conbination of a resource and an HITP
met hod.

Data (payl oad) belonging to a request is put into the HTTP nessage-
body or into an HTTP request-header, depending on the nature of the
request as defined in Section 9.
An HTTP request MJST contain no nore than one EPP nessage. HITP
requests MJUST be processed i ndependently of each other and in the
sane order as the server receives them
HTTP Met hod Definitions

The operations on resources MJST be perforned by an HTTP net hod. The
server MJST support the follow ng "verbs" ([ REST]).

GET: Request a representation of a resource or a collection of
resour ces

PUT: Update an existing resource.
POST: Create a new resource
DELETE: Del ete an existing resource.
HEAD: Check for the existence of a resource.
OPTI ONS: Request a greeting.
REPP Request
1. Payl oad Data

The payl oad data of a RESTful EPP request can be transnitted to the
server using the POST, PUT and GET HTTP net hods.

POST and PUT: Payl oad data, when required, MJST be added to the
message- body.
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GET: \Wen payload data is required, it concerns <authlnfo>  This
SHALL be put in the "X-REPP-authinfo" HITP request-header.

8.2.2. Request Headers

HTTP request-headers are used to transnit additional or optiona
request data to the server. Al RESTful EPP HTTP headers mnust have
the "X-REPP-" prefix.

X-REPP-cltrid: The client transaction identifier is the equivalent
of the <cl TRID> element in the EPP RFCs and MJUST be used
accordingly. Wen this header is present in a client request, an
equi val ent elenent in the nessage-body MAY al so be present, but
MJST than be consistent with the header.

X- REPP- aut hi nfo: The X- REPP-aut hi nfo request-header is the
alternative of the <authlnfo> elenent in the EPP RFCs and MJUST be
used accordingly. It MJST contain the entire authorization
i nformati on el enent as nentioned in Section 11.1

8.2.3. GCeneral Headers

Gener al - headers MAY be used as defined in HITP/ 1.1 [ RFC2616]. For
REPP, the followi ng general -headers are REQU RED in HTTP requests.

Accept - Language: This request-header is equivalent to the <l ang>
el ement in the EPP <l ogi n> command, expect that the usage of this
header by the client is OPTIONAL. The server MJST support the use
of HTTP Accept-Language header in client requests. The client NAY
i ssue a <hello> to discover the | anguages known by the server
Mul tiple servers in a | oad-bal anced environment SHOULD reply with
consistent <lang> elenments in a <greeting> Cdients SHOULD NOT
expect that obtained <l ang> information remai ns consi stent between
different requests. Languages not supported by the server default
to "en".

8.3. REPP Response
The server response is nmade up out of a HITP Status-Code, HTTP
response- headers and it MAY contain an EPP XM. nessage in the HITP
message- body.

8.3.1. Response Headers
HTTP response-headers are used to transmt additional response data

tothe client. Al RESTful EPP HTTP headers nust have the "X- REPP-"
prefix.
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X-REPP-svtrid: This header is the equivalent of the <svTRI D> el enent
in the EPP RFCs and MUST be used accordingly. |If an HTTP nmessage-
body with the EPP XM equi val ent <svTRI D> exi sts, both val ues MJST
be consistent.

X-REPP-cltrid: This header is the equivalent of the <cl TRI D> el enent
in the EPP RFCs and MUST be used accordingly. |If an HTTP nessage-
body with the EPP XM. equi val ent <cl TRI D> exists, both val ues MJST
be consi stent.

X- REPP- eppcode: This header is the equivalent of the <result code>
element in te EPP RFCs and MJUST be used accordingly.lf an HTTP
message-body with The EPP XML equi val ent <result code> exists,
both val ues MJST be consi stent.

X- REPP-avail: The EPP avail header is the alternative of the "avail"
attribute of the <object:nane> elenent in a check response and
MUST be used accordingly.

8.3.2. GCeneral Headers

Gener al - headers MAY be used as defined in HITP/ 1.1 [ RFC2616]. For
REPP, the follow ng general -headers are REQUI RED i n HTTP responses.

Cache-Control: This general-header... [TBD: the idea is to prohibit
caching. Even though it will probably work and be useful in some
scenario’s, it also conplicates matters.]

Connection: The server MJST add the "Connection: close" general -
header to each HTTP response

8.4. FError Handling

RESTful EPP is designed atop of the HITP protocol, both are an
application layer protocol with their own status- and result codes.
The val ue of an EPP result code and HTTP Status-Code MJST renain

i ndependent of each other. E.g. an EPP result code indicating an
error can be combined with an HTTP request with Status-Code 200.

HTTP St at us-Code: MJST only return status information related to the
HTTP protocol, Wen there is a m snatch between the object
identifier in the HITP nessage-body and the resource URL HTTP
St at us- Code 412 MJST be returned.

The following EPP result codes specify an interface-,

aut hori zation-, authentication- or an internal server error and
MJUST NOT be used in RESTful EPP. Instead, when the related error
occurs, an HTTP Status-Code MJUST be returned in accordance to the
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mappi ng shown in Table 1.

EPP result code: MJST only return EPP result information relating to
the EPP protocol. The HTTP header " X- REPP-eppcode" MJST be used
for EPP result code information.

EPP result code and HTTP Status-Code mappi ng.

o m e e e e e e e e e e e e e e e e e e ee— o Fom e e e e e +
| EPP result code | HTTP Status-Code
S NN e +
| 2000 unknown command | 400
| 2201 authorization error | 401
| 2202 Invalid authorization information | 401
| 2101 uni npl emented command | 501
o e m e e e e e e e e e e e e e e e e e ao oo e e e e oo oo +
Table 1

9. Interface Mapping

This section describes the details of the REST interface by referring
to the [RFC5730] Section 2.9 Protocol Conmands and defining how t hese
are mapped to a REST request.

Each RESTful operation consists of four parts: 1) the resource, 2)
the HTTP nethod 3) the request payload, which is the HITP nessage-
body of the request, 4) the response payl oad, being the HITP nessage-
body of the response.

The following table lists themall and the subsequent sections

provi de details for each request. Each URL in the table is prefixed
with "/rest/vl/". To nake the table fit we use the follow ng
abbrevi ati ons:

{c}: An abbreviation for {collection}: this MJST be substituted with
"domai ns", "hosts", "contacts" or "nessages"

{i}: An abbreviation for {id}: a donmin nanme, host nanme, contact id
or a nessage id.

(opt): The itemis optional
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Command mapping from Stateful EPP to Statel ess EPP.
e e e o B S S +
| EPP command | RESTful EPP | Request | Response [
| | resource | payl oad | payl oad |
o e oo e e e e oo o a oo o +
| Hello | OPTIONS / | NA | <greeting> |
| Login | NA | NA | NA [
| Logout | NA | NA | NA [
| Check | HEAD {c}/{i} | NA | NA [
| Info | GET {c}/{i} | AUTH( opt) | <info> |
| Poll request | GET nessages | NA | <poll> |
| Poll ack | DELETE | NVA | <poll> ack [
I | nmessages/{i} I I I
| Transfer | GET | AUTH( opt) | <transfer> |
| (query) | {c}/{i}/transfer | [ [
| New password | PUT password | password | NA |
| Create | POST {c} | <create> | <create> |
| Delete | DELETE {c}/{i} | NA | <del et e> |
| Renew | PUT | <renew> | <renew> |
[ | {c}/{i}/validity | [ [
| Transfer | POST | <transfer> | <transfer> [
| (create) | {c}/{i}/transfer | | |
| Transfer | DELETE | NA | <transfer> [
| (cancel) | {c}/{i}/transfer | | |
| Transfer | PUT | NA | <transfer> |
| (approve) | {c}/{i}/transfer | | |
| Transfer | DELETE | NA | <transfer> [
| (reject) | {c}/{i}/transfer | | |
| Update | PUT {c}/{i} | <update> | <update> |
T Fom e e e e oo o e oo oo +
Table 2

9.1. Hello
0 Request: OPTIONS /
0 Request payload: NA
0 Response payl oad: <greeting>
The <greeting> (Section 2.4 RFC 5730) MJST NOT be automatically
transmitted by the server with each new HITP connection. The server
MUST send a <greeting> elenent in response to a OPTIONS net hod on the
root "/" resource.
A stateless EPP client MJUST NOT use a <hell o> XM. payl oad.
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9.2. Password
0 Request: PUT password/
0 Request payl oad: New password
0 Response payload: NA

The client MJST use the HITP PUT met hod on the password resource.
This is the equival ent of the <newPWs el enent in the <l ogi n> command
described in [RFC5730]. The request nessage-body MJUST contain the
new password whi ch MJST be encoded usi ng Base64 [ RFC4648].

After a successful password change, the HITP header "X- REPP-eppcode”
must contain EPP result code 1000, otherw se an appropriate 2xxx
range EPP result code.

9.3. Session Managenent Resources

The server MUST NOT create a client session. Login credentials MJST
be added to each client request. This SHOULD be done with any of the
wel | known HTTP aut hentication nmechanisns. Basic authentication MAY
be used but MUST be conbined with TLS [ RFC5246] for added security.

To protect infornmation exchanged between an EPP client and an EPP
server [RFC5734] Section 9 |level of security is REQU RED.

9.3.1. Login

The <l ogi n> conmmand MJST NOT be inplenented by a server. The <newPWs
el ement has been replaced by the Password resource. The <l ang>

el ement has been replaced by the Accept-Language HITP request - header.
The <svcs> el enent has no equivalent in RESTful EPP, the client can
use a <hell o> to discover the server supported nanmespace URI's. The
server MJST check every XM. nanespace used in client XM requests.

An unsupported namespace MJST result in the appropriate EPP result
code.

9.3.2. Logout
The <l ogout> comand MUST NOT be inplenented by the server. The
server MJST add the "Connection: close" HITP general -header to each

response.

9.4. Query Resources
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9.4.1. Check
0 Request: HEAD {collection}/{id}
0 Request payload: NA
0 Response payload: NA

The HTTP header X-REPP-avail with a value of "1" or "0" is returned,
dependi ng on whet her the object can be provisioned or not.

A <check> request MJST be linited to checking only one resource {id}
at a time. This nmay seem a step backwards when conpared to the check
command defined in the object nmapping of the EPP RFCs where multiple
object-ids are allowed inside a check command. The RESTful version
of the check is however nore efficient.

The server MJST NOT support any <object:reason> el enments described in
t he EPP object mappi ng RFCs.

9.4.2. Info
0 Request: GET {collection}/{id}

0 Request payl oad: OPTI ONAL X- REPP-aut hi nfo HTTP header with
<aut hl nf o>.

0 Response payl oad: bject <info> response.

A obj ect <info> request MJST be performed with the HTTP GET net hod on
a resource identifying an object instance. The response MJST be a
response nmessage as described in object mapping of the EPP RFCs,

possi bly extended with an [ RFC3915] extension el enent (<rgp

i nf Dat a>) .

9.4.2.1. Domain Nane

A domain nanme <info> differs froma contact- and host <info> in the
sense that EPP Domai n Name Mapping [ RFC5731], Section 3.1.2 describes
an OPTIONAL "hosts" attribute for the <domain: name> elenent. This
attribute is nmapped to additional REST resources to be used in a
domai n nane info request.

The specified default value is "all". This default is mapped to a
shortcut, the resource object instance URL wi thout any additiona
| abel s.
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o default: GET dommins/{id}
0 Hosts=all: GET domains/{id}/al
0 Hosts=del: GET donuins/{id}/de
0 Hosts=sub: GET donmains/{id}/sub
0 Hosts=none: GET domai ns/{i d}/none
The server MAY require the client to include additional authorization
information. The authorization data MUST be sent with the "X- REPP-
aut hi nf 0" HTTP request - header.
9.4.3. Pol
9.4.3.1. Poll Request
0 Request: GET nessages/
0 Request payload: NA

0 Response payl oad: Poll request response nessage.

A client MJST use the HTTP GET method on the nessages collection to
request the nessage at the head of the queue.

9.4.3.2. Poll Ack
0 Request: DELETE nessages/{id}
0 Request payload: N A
0 Response payl oad: Poll ack response nessage

A client MJST use the HTTP DELETE nethod on a nessage instance to
renove the nessage fromthe nessage queue.

9.4.4. Transfer Query Op
0 Request: GET {collection}/{id}/transfer

0 Request payl oad: Optional X-REPP-authinfo HTTP header with
<aut hl nf o>

0 Response payl oad: Transfer query response nessage.

A <transfer> query MJST be perforned with the HTTP GET nmethod on the
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transfer resource of a specific object instance.
9.5. (bject Transform Resources
9.5.1. Create

0 Request: POST {collection}/

0 Request payl oad: Object <create>.

0 Response payl oad: (bject <create> response.

A client MJIST create a new object with the HTTP POST nethod in
combi nation with an object collection

9.5.2. Delete
0 Request: DELETE {collection}/{id}
0 Request payload: N A
0 Response payl oad: bject <del ete> response.
Del eting an object fromthe registry database MJST be perforned with
the HTTP DELETE net hod on a REST resource specifying a specific
obj ect instance.
9.5.3. Renew
0 Request: PUT {collection}/{id}/validity
0 Request payl oad: Object <renew>.

0 Response payl oad: (bject <renew> response.

Renewi ng an object is only specified by [RFC5731], the <renew>
command has been nmapped to a validity resource.

9.5.4. Update
0 Request: PUT {collection}/{id}
0 Request payl oad: bject: update.
0 Response payl oad: Update response nessage

An obj ect <update> request MJST be perforned with the HTTP PUT net hod
on a specific object resource. The payload MJST contain an <object:
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updat e> described in the EPP RFCs, possibly extended wi th [ RFC3915]
<updat e> ext ensi on el enents.

9.5.5. Transfer

Transferring an object fromone sponsoring client to another is only
specified in [RFC5731] and [ RFC5733]. The <transfer> command has
been mapped to a transfer resource.

The semantics of the HTTP DELETE nethod are determined by the role of
the client executing the nmethod. For the current sponsoring

registrar the DELETE nmethod is defined as "reject transfer". For the
new sponsoring registrar the DELETE method is defined as "cance
transfer"”.

9.5.5.1. Create Op
0 Request: POST {collection}/{id}/transfer
0 Request payl oad: <object:transfer>.
0 Response Payl oad: Transfer start response.
Initiating a transfer MJST be done by creating a new "transfer"
resource with the HTTP POST met hod on a specific domain nane or
contact object instance. The server MAY require authorization
information to validate the transfer request.

9.5.5.2. Cancel Op
0 Request: DELETE {collection}/{id}/transfer
0 Request payload: NA

0 Response payl oad: Transfer cancel response nessage.

The new sponsoring client MJUST use the HITP DELETE nethod to cancel a
requested transfer.

9.5.5.3. Approve Op
0 Request: PUT {collection}/{id}/transfer
0 Request payload: N A
0 Response payl oad: Transfer approve response nessage.

The current sponsoring client MJUST use the HTTP PUT nethod to approve
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a transfer requested by the new sponsoring client.

9.5.5.4. Reject Op
0 Request: DELETE {collection}/{id}/transfer
0 Request payload: N A
0 Response payl oad: Transfer reject response nessage
The current sponsoring client MJST use the HTTP DELETE nethod to
reject a transfer requested by the new sponsoring client.

10. Transport Considerations
Section 2.1 of the EPP core protocol specification [ RFC5730]
descri bes considerations to be addressed by protocol transport
mappi ngs. Thi s docunent addresses each of the considerations using a
combi nation of features described in this docunent and features

provi ded by HTTP as foll ows:

0o HITP is an application |layer protocol which uses TCP as a

transport protocol. TCP includes features to provide reliability,
flow control, ordered delivery, and congestion control. Section
1.5 of RFC 793 describes these features in detail; congestion

control principles are described further in RFC 2581 and RFC 2914.
HTTP is a statel ess protocol and as such it does not nmintain any
client state or session.

o The stateful nature of EPP is no | onger preserved through nanaged
sessions. There still is a controlled nmessage exchanges because
HTTP uses TCP as transport |ayer protocol

0o HTITP 1.1 allows persistent connections which can be used to send
mul tiple HTTP requests to the server using the sane connection
The server MJUST NOT al |l ow persi stent connections.

0 The server MUST NOT allow pipelining and return EPP result code
2002 if pipelining is detected.

0 Batch-oriented processing (conbining nultiple EPP commands in a
single HTTP request) MJST NOT be permitted.

0 Section 8 of this docunent describes features to frame EPP request

data by adding the data to an HITP request nessage- body or
request - header.
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0 A request processing failure has no influence on the processing of
other requests. The stateless nature of the server allows a
client toretry a failed request or send another request.

11. Fornmal Syntax

The extension used by RESTful EPP is specified in XM. Schema
notation. The formal syntax presented here is a conplete schem
representation of RESTful EPP suitable for autonmated validation of
EPP XML instances. The schema is based on the XM. schenmas defined in

[ RFC5730]. [RFC3735] Section 2.3 states that it MJST be announced in
the <greeting> el ement.
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11.1. RESTful EPP XML Schema
The RESTful EPP Schenma.

<?xm version="1.0" encodi ng="UTF-8"?>
<schema xm ns:repp="urn:ietf:parans: xm :ns:restful -epp-1.0"
xm ns: epp="urn:ietf:parans: xnl:ns:epp-1.0"
xm ns: eppcon¥"urn:ietf:parans: xm : ns: eppcom 1. 0"
xm ns="HTTP: / / www. W3. or g/ 2001/ XM_Schema"
t ar get Nanespace="urn:ietf: parans: xm : ns:restful -epp-1.0"
el ement For mDef aul t ="qual i fi ed">

<!-- Inport conmon el enent types. -->

<i nport nanespace="urn:ietf:parans: xm :ns:eppcom 1. 0"
schemalLocati on="eppcom 1. 0. xsd"/ >

<i nport nanespace="urn:ietf:parans: xnl:ns:epp-1.0"
schenalLocati on="epp- 1. 0. xsd"/ >

<annot at i on>
<docunent ati on>
RESTf ul EPP schenm.
</ docunent ati on>
</ annot ati on>

<l-- The rest elenent should be used as extension root. -->
<el enent nanme="rest" type="epp: ext AnyType"/>

<!-- A request which requires auth info can use this
aut hori zati on shortcut wthout an object id. -->

<el enent nanme="aut hori zati on" type="re: authl nfoType"/>

<!-- The authinfo elenent. For use with domain and host info
and domain transfer. -->
<conpl exType nane="aut hl nf oType" >
<choi ce>

<el enent nane="pw' type="eppcom pwAut hl nf oType"/ >
<el enent nanme="ext" type="eppcom ext Aut hl nf oType"/ >
</ choi ce>
</ conpl exType>
</ schema>

Figure 1
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12.

13.

14.

15.

16.

| ANA Consi der ati ons

[TBD: This draft defines three resource collections; domains,
contacts, hosts. This may require an | ANA RESTful EPP collection
protocol registry. RFC3688 defines an | ANA XM. Regi stry and
"restful -epp-1.0" defined here would have to be added to that:
http://ww i ana. or g/ assi gnnment s/ xm -regi stry-index. htm ]

I nternationalizati on Considerations

[TBD: Do we need then? ]

Security Considerations

RFC 5730 describes a <login> command for transmitting client
credentials. This comand MJUST NOT be used for RESTful EPP. Due to
the statel ess nature of REST clients MJST transnit their credentials
with each request. The validation of the user credentials nmust be
performed by an out-of-band nechanism This could be done with Basic
and Di gest access authentication [RFC2617] or with the use of QAuth

[ RFC5849] .

EPP does not use XM. encryption to protect nmessages. Furthernore,
RESTful EPP HTTP servers are vul nerable to common deni al - of -service
attacks. Therefore, the security considerations of [RFC5734] al so
apply to RESTful EPP.

bsol ete EPP Result Codes

The following result codes specified in [ RFC5730] are no | onger
meani ngful in RESTful EPP and MUST NOT be used.

The | ogout command is not used anynore.

| | |
| 2002 | Commands can now be sent in any order. [
| 2100 | The protocol version is enbedded in the base URL of the |
| | interface. |
| 2200 | The login command is not used anynore. [
Fomm - - - o m mm e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e am o +
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Appendi x A, Exanpl es

In these exanples, lines starting with "C." represent data sent by a
protocol client and lines starting with "S:" represent data returned
by a REPP protocol server. Indentation and white space in exanples
are provided only to illustrate elenent relationshi ps and are not

REQUI RED features of this protocol
A. 1. X-REPP-authinfo
A.1.1. Domain Info with Authorization Data

The X- REPP-authinfo header in a Domain Info Request might |ook |ike
t hi s:

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<ext ensi on>
<re:rest xnmns:re="urn:ietf:parans: xnm :ns:restful-epp-1.0">
<re:aut horization>
<re: pw>passwor df or donmai n</r e: pw>
</re:authorization>
</re:rest>
</ ext ensi on>
</ epp>

So this HTTP header MJST contain the entire authorization infornation
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el ement as nentioned in Section 11.1

A 2.

A 2. 1.

000000000

A 2.

N

DONDLLWOLOHDLDWLWH®D®N

A 3.

>
w
=

000000000000

Hel | o Exanpl e
RESTf ul <hel | 0> Request:

OPTIONS /rest/vl/ HITP/ 1.1

Host: repp. exanpl e. com
Cache-Control : no-cache

Aut hori zation: Basic anRvZTp0ZXNO
Pragnma: no-cache

Accept: application/epp+xm
Accept - Encodi ng: gzip, defl ate
Accept - Language: en
Accept - Charset: utf-8

RESTf ul <hel | 0> Response:

HTTP/ 1.1 200 K

Date: Sun, 10 Apr 2012 12:00: 00 UTC
Server: Acnme REPP server v1.0
Content-Length: 799

Cont ent - Type: application/epp+xn
Connection: cl ose

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<greeting>
<!-- rest of the greeting elenents -->
</ greeting>
</ epp>

Passwor d Exanpl e
RESTf ul Change Password Request:

PUT /rest/vl/ password/ HTTP/ 1.1
Host: repp. exanpl e. com
Cache-Control : no-cache

Aut hori zation: Basic anRvZTp0ZXNO
Pragnma: no-cache

Accept - Language: en
Accept - Charset: utf-8
X-REPP-cltrid: ABC 12345
Cont ent - Type: text/plain
Content-Length: 44

bWFpbGLl YXQ@bWFhcnRI bi 53dWsaWsr QHNpZGAubnma=
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A 3. 2.

WOHLLWLWLWHOON®N

A 4.

A 4. 1.

00000000000 00000000000

RESTf ul Change Password Response:

HTTP/ 1.1 200 K

Date: Sun, 10 Apr 2012 12:00: 00 UTC
Server: Acne REPP server v1.0

Cont ent - Language: en

Content-Length: O

X-REPP-cl trid: ABC- 12345

X- REPP-svtrid: 54321- XYZ

X- REPP- eppcode: 1000

Connection: cl ose

Domai n Create Exanpl e
RESTf ul Domai n Create Request:

POST /rest/vl/domains/ HTTP/ 1.1
Host: repp. exanpl e. com

Cache- Control : no-cache

Aut hori zation: Basic anRvZTp0ZXNO
Pragma: no-cache
Accept - Language: en
Accept - Charset: utf-8

Accept: application/epp+xm
X-REPP-cltrid: ABC-12345
Cont ent - Type: text/plain

Cont ent - Lengt h: 543

<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: domai n="urn:ietf:parans: xm : ns: dormai n-1. 0" >
<ext ensi on>
<re:rest xmns:re="urn:ietf:parans: xm :ns:restful -epp-1.0">
<donai n: cr eat e>
<!-- (bject specific elenents-->
</ domai n: cr eat e>
</re:rest>
</ ext ensi on>
</ epp>

2012
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A . 4.2. RESTful Domain Create Response

HTTP/ 1.1 200 K

Date: Sun, 10 Apr 2012 12:00: 00 UTC
Server: Acne REPP server v1.0

Cont ent - Language: en

Content - Lengt h: 642

X-REPP-cltrid: ABC 12345

X- REPP-svtrid: 54321- XYZ

X- REPP- eppcode: 1000

Cont ent - Type: application/epp+xn
Connection: cl ose

:<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>

<r esDat a>
<donmi n: creDat a
<!-- (bject specific elenents-->

</ donmmi n: cr eDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</trl D>
</ response>
</ epp>

DODLLODLDLODDLODNDYL DOLDLODDWLND®

A.5. Domain Delete Exanple
A.5.1. RESTful Dormain Del ete Request:

DELETE /rest/vl/ domai ns/ exanmpl e.com HTTP/ 1. 1
Host: repp. exanpl e. com

Cache-Control : no-cache

Aut hori zation: Basic anRvZTp0ZXNO

Pragnma: no-cache

Accept - Language: en

Accept - Charset: utf-8

X-REPP-cltrid: ABC 12345

00000000
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A 5.

DLONDLLONDLLLOL LVODLWLODUNWWY

2

RESTf ul Donmai n Del ete Response:

HTTP/ 1.1 200 K

Date: Sun, 10 Apr 2012 12:00: 00 UTC
Server: Acne REPP server v1.0

Cont ent - Language: en

Cont ent - Lengt h: 505

X-REPP-cltrid: ABC 12345

X- REPP-svtrid: 54321- XYZ

X- REPP- eppcode: 1000

Cont ent - Type: application/epp+xn
Connection: cl ose

:<?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
</result>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54321- XYZ</ svTRI D>
</trl| D>
</ response>

: </ epp>
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