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l. |dn5 m v] Expression... +  Test
Mo. Time Source Destination Protocol | Length Info
4 @.786990 94.198.158.3 16.28.7.48 DNS 83 Standard query ©x4983 AAAA example.nl OPT
5 8.788696 16.208.7.48 94,198.158.3 Standard query response 8x4983 AAAA example.nl AAAA 2.
6 ©.83483@ 94.198.158.3 106.20.7.40 DNS 84 Standard query ©xa@3d AAAA sidnlabs.nl OPT
7 8.842772 10.208.7.48@ 94.198.158.3 DNS 108 Standard gquery response @xa@3d AAAA sidnlabs.nl AAAA ..
8 8.887276 94.198.158.3 10.28.7.48 DNS 81 Standard query Bx1d23 AAAA pkic.org OPT
9 @.895848 16.206.7.48 94.198.158.3 DNS 153 Standard query response @8x1d23 AAAA pkic.org AAAA 260..
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Questions: 1
Answer RRs: 1
Authority RRs: @
Additional RRs: 1
Queries
example.nl: type AAAA, class IN
Answers
example.nl: type AAAA, class IN, addr 2a@@:d78:0:712:94:198:159:35
Mame: example.nl
Type: AAAA (IPv6 Address) (28)
Class: IN (@x@@81)
Time to live: 3367
Data length: 16
AAAL Address: 2a@@:d78:0:712:94:198:159:35
Additional records

o4 ©99 81 89 @9 8d 27 @98 18 2a @9 6d 78 90 @8 &7 12 @ ----- GO S RO
pR5e @@ 94 @81 98 81 59 @@ 35 @@ @@ 29 @4 do ee 6@ @@ - - Yeb ce)onenn l
O tal Response Length (dns.resp.len), 2 bytes Packets: 44 - Displayed: 6 (13.6%) - Dropped: 0 (0.0%) Profile: Default
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DoH, DoT, DNScrypt DNSSEC
https://dnsgall.eu

X25519Kyber768



https://dns4all.eu/
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#1
#2
#3
#4

Requirement Good Accepted Conditionally
Signature Size —

Validation Speed —

Key Size > 64 kilobytes

Signing Speed

Table 2: Requirements for quantum-safe algorithms.

A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.

M. Miiller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: S E‘ 5' LABS
vd



Scheme Parameterset NIST level Pk bytes Sig bytes pk+sig

EdDSA &: Ed25519 Pre-Q 32 64 96
MAYO two 1 5,488 180 5,668
RSA & 2048 Pre-Q 272 256 528
SNOVA (24, 5, 16, 4) 1 1,016 248 1,264
SNOVA (25, 8, 16, 3) 1 2,320 165 2,485
SNOVA (28,17, 16, 2) 1 9,842 106 9,948
SQlsign I 1 64 177 241
VOX 128 1 9,104 102 9,206
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https://pqshield.github.io/nist-sigs-zoo S E\




Scheme
EdDSA !
MAYO
RSA !
SNOVA
SNOVA
SNOVA
SQlsign

VOX

Parameterset
Ed25519

two

2048

(24, 5, 16, 4)
(25, 8, 16, 3)
(28, 17, 16, 2)
I

128

NIST level

Pre-Q

1

Pre-Q

Sign (cycles)
42,000
563,900
27,000,000
19,681,409
12,408,096
10,964,945
5,669,000,000

664,265

https://pqshield.github.io/nist-sigs-zoo

Verify (cycles)
130,000
91,512
45,000
8,086,815
3,959,869
3,161,199
108,000,000

168,567

sﬁ}'ﬁ% Las



210198 105555

2k

-

Jiirgen Henn — 11foot8.com



(72
(aa]
<<
-




S £
R l\ll,ly — 7
ol 'H.. - 4
< == =
.

SR, 5 1A

>
N
- A\

O
m =
=~
FR-E-L=
ahaS
utg.m
e 8 5,
AN AEE
P-4
Ad= <A



PATAD testbed: plan and experiment

1) Test infrastructure N .
(W
b A 4

example

2) The PQC algorithm that
we want to test

3) The measurements we want e.g. sign .nl zone
to perform




PATAD testbed: building a testbed
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Post-quantum Algorithm Testing and Analysis for the DNS

[ * patad.sioniabs.ns MR-, J 1 3 ewn =

To empirically investigate the impact of quantum-safe algorithms on DNSSEC, started the project PATAD (Post-
quantum Algorithm Testing and Analysis for the DNS). its goal is 10 develop a testbed that enables us to protype, evaluate,

and benchmark various quantum-safe algorithms in DNSSEC, nat just for SIDN, but for other organisations as well.
s the project evolves we will continue to publish more information. Meamwhile you can read about our work on quantum-
.'. safe DNSSEC in the following publications:
(] "
Publications
- Internet-Draft: " NSSEC
* Presentation: “A It i s for th ", 24th TR R&D, Feb 2024
« Blog:“Aq togzaphy. DNSS 1 (SID) PE, APNIC), Dec 2023
« Presentation: s . & ( ). . Nov 2023
+ Blog:"Adding cx. talsupport 176810, Sep 2023 b
2 ] M .
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PATAD testbed: experiment with MAYO-2

Authoritative
Resolvers nameservers
~
—d
S
- /
——
= \ exp1-root
expl-resolver =
example_mayo_examplenet —
S
exp1-nl

L

expi-resolver-dnssec

Supported PQC algorithms:

expi1-sidnlabs
251: Falcon-512

: o L)
lapt 250: SQISign-1 SE‘ LABS
ptop 249: MAYO-2 “'




Next steps

PATAD blog appeared on:
©RIPELabs  C)APNIC

Develop more PQC DNSSEC
components

Research partners:

m UNIVERSITY

Improve testbed infrastructure

OF TWENTE.

Perform experiments on our testbed

Encourage others to use testbed and to
work together
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Running PQC testbed yourself
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https://patad.sidnlabs.nl
https://github.com/SIDN /pgc-testbed s‘ﬁjg LABS



https://patad.sidnlabs.nl/
https://github.com/SIDN/pqc-testbed

Open discussion




We are open for collaboration




Follow us

€) sIDN.nl
) @siDN Thank you for your time!

@ sipN
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