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Smart Devices

“A smart device is an electronic device, [snip],
that can operate to some extent interactively
and autonomously.”

Source: Wikipedia
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This is GeniCan.




Measures:
* How long it took to eat your meal.
* The amount of "fork servings" taken per minute.
* Intervals between "fork servings".
This information is then uploaded via USB or Bluetooth to

your Online Dashboard
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With “Waistline Trend Analysis”!
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What does i.Con do with its data? Can I use it anonymously?

Absolutely! All data will be kept anonymous but users will have the option to
share their recent data with friends, or, indeed the world. You will be able to
anonymously access stats that you can compare with i.Con users worldwide.
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Finally, You Can Preheat Your Shower From a Phone - Mozilla Firefox wioal X

/'t Finally, You Can Prehea... x | +
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SMART HOME > NEWS

Finally, You Can Preheat Your
Shower From a Phone

ANDREW E. FREEDMAN

00606000

Gone are the days of having to test the temperature of vour shower by sticking your hand in the stream! Now, yvou
can get that perfect, precise temperature just by using vour phone. The Moen U smart shower, which the company
showed off at CES 2017 in Las Vegas, lets you heat up the water to an exact temperature, activate presets, and even

start the shower from vour smartphone. But, vou have to pay a lot for a luxury; it starts at $1,160.
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These Flip Flops Are 'Smart' for the Dumbest
Possible Reason

Christina Warren
3/28/17 5:58pm « Filed to: WHO NEEDS THIS? v
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Bring the flavor

SMALT dispenses salt with
a shake/pinch of your
smartphone screen



Bring the flavor

SMALT dispenses salt with
a shake/pinch of your
smartphone screen or
simply turning the dial
manually.



SMALT with voice

Connect SMALT with
Amazon Echo and simply
say “Alexa, dispense half a
teaspoon of salt".
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8.4 Billion

Devices connected to the Internet in 2017

Source: Gartner (January 2017)
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20 Billion

1In 2020




So, about that IoT
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What is the IoT?
Wikipedia definition:

“The Internet of things (IoT) is the inter-networking of physical
devices, vehicles (also referred to as "connected devices" and "smart
devices"), buildings, and other items embedded with electronics,

software, sensors, actuators, and network connectivity which enable
these objects to collect and exchange data.”
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What is the IoT?

Global Standards Initiative definition:

“a global infrastructure for the information society, enabling
advanced services by interconnecting (physical and virtual) things
based on existing and evolving interoperable information and
communication technologies"[3] and for these purposes a "thing" is
"an object of the physical world (physical things) or the information
world (virtual things), which is capable of being identified and
integrated into communication networks".”
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What is the IoT?

* IEEE published a document:
« “Towards a definition of the IoT”

* Only 86 pages!
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What is the IoT?

A simpler definition:

“Stuff that did not use to be networked”
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What is the IoT?

An even simpler definition:

“One big mess”
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So, about that IoT

SLIDESHOW

The internet of insecure things: Thousands of
internet-connected devices are a security
disaster in the making

G‘ By Josh Fruhlinger, CSO '~ Oct 12, 2016 4:00 AM PT
y
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The *S” in IoT
stands for

SECURITY

Attributed to @tkadlec




The S in IoT

 Devices with security holes

 Devices are not updated

 Devices have no, or bad passwords

 Devices don’t encrypt data

* Devices leak sensitive data such as wifi passwords
* The list goes on and on
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Why is that?

 Security is hard
* Security is expensive
 In some cases: security is not ‘userfriendly’

* Security is not a feature that sells devices
« Time to market and price are

 Security is invisible
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The effects of lack of security
threat(posd)

Welcome > Blog Home > Hacks > New Mirai Variant Carries Out 54-Hour DDoS Attacks

b i

NEW MIRAI VARIANT CARRIEg OUT 54-HOUR DDOS ATTACKS

LABS

'y Tom Spring



The 2016 Dyn attack
Mirai s o Dyn
1.2 Tbps

From ‘only’ 100.000 devices
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Just let the market fix it!

The Pearl river delta: a special report
Th e Hospitals of the future
ECO nomlst Jacob Zuma must go

Parking, wrong on so many levels

Why computers will
never be safe

Computers will never be secure. To manage the
risks, look to economics rather than technology

D
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But will it?
“The market can't fix this because neither the buyer nor the seller cares.

The owners of the webcams and DVRs used in the denial-of-service attacks don't care.
Their devices were cheap to buy, they still work, and they don't know any of the victims
of the attacks.

The sellers of those devices don't care: They're now selling newer and
better models, and the original buyers only cared about price and
features.

There is no market solution, because the insecurity is what economists
call an externality: It's an effect of the purchasing decision that
affects other people. Think of it kind of like invisible pollution."

https://www.schneier.com/blog/archives/2017/02/security_and_th.html c EN% .



Some users may care a bit

This guy's light bulb performed a DoS attack on his
entire smart house

ﬂ Kashmir Hill
> : 0. REAL FUTURE
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Some users may care a bit

dl'S TECHNICA «

RISK ASSESSMENT —

BrickerBot, the permanent denial-
of-service botnet, is back with a
vengeance

New botnet squadrons wage fiercer, more intense attacks on unsecured IoT devices.

DAN GOODIN - 4/24/2017,10:43 PM




Some users may care a bit

[{] Hacker hijacks wireless... x

4 v [ € ) () www.computerworld.com

DONT MISS: Excel 2016 cheat sheet - Do T certifications matter? -

COMPUTERWORLD

Bl c | S¢ O 3 d ¢ v 2 =

Microsoft pulls plug on Win 10's debut version - Newsletters -

Signin | Register

FROM IDG

Home > Security > Cybercrime & Hacking

'-1 SECURITY IS SEXY

By Darlene Storm, Computerworld

NEWS ANALYSIS

About

Most security news is about insecurity, hacking
and cyber threats, bordering on scary. But when
security is done right, it's a beautiful thing...sexy
even. Security IS sexy.

Hacker hijacks wireless Foscam baby monitor, talks

and freaks out nanny

This is the third time news has circulated about some jerk hijacking a wireless Foscam
camera/baby monitor and made his virtual intrusion known by talking. Please change

the default password!

O6ODOCOOOO

—— MORELIKETHIS ——

Hacker strikes again: Creep hijacks baby
monitor to scream atinfantand...



What should we do?

* Better practices for manufacturers?
* Free secure software stacks?
* International policy, regulation, certificiation?

* Clear up accountability issues? “Y 2

* Generate market demand for secure products? e S

* Quarantine bad actors (e.g. at ISP)? .

« Educate users? We need to do it all

 Empower users?
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Focus on one today:

Protect home networks
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How to protect home networks?

* Home networks notoriously insecure
» Many different devices and device types
 There will always be bad devices and computers
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« “Reinstall Windows” ()
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 15-20 devices connected at any tim¢

e None of them run windows.
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How to protect home networks?

e Lowest common denominator: IP
¢ SO, firewall? ' -jéite@&ragon: /rhome/j-é»I‘tAe

Bired = "em1"
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The SPIN project at SIDN Labs

 Security and Privacy for In-home Networks

* Research and prototype SPIN functions:
* Visualise network traffic
« Automatically block unwanted traffic/infected devices
 Allow ‘good’ traffic
 Scan devices
 Sharing platform for device info
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The SPIN project at SIDN Labs

* Open source in-home router/AP software that

» Helps end-users control their security and privacy in the IoT

» Helps protecting DNS operators (like SIDN!) and other service
provides from IoT-powered DDoS attacks

« All processing done locally, no VPN, no enforced cloud
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High-level view
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Demo!

THE TECHNOLOGY DEMO

THE SOFTWARE
ISNT 1003
COMPLETE.

www.dilbert.com scottadams@acl.com

INTERFACE YOU
WOULD SEE SOME-
THING HERE. ..
HERE. . .AND SOME-
TIMES HERE.

IF I UE:E

AND THEN YOU'D
BE SAYING, "I
GOTTA GET ME
SOME OF THAT."

a{wifos ©2000 United Fasture Syndicate, Ing.

ANY

QUESTIONS?
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Status

% Lockview || Showfilterlist || Show blocked list || Show allowedlist || Conneci ted

5@“‘55 SPIN Traffic monitor prototype

* Running prototype
 ‘Vertical slice’ of the concept
» Visualises basic traffic -
» Blocks specified traffic i

* Open source:

https://github.com/SIDN/SPIN
 Full (GL-Inet) images at

https://valibox.sidnlabs.nl
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Current high-level topics of interest

Standardization

Pilot for large scale evaluation

Business models based on SPIN platform
SPIN as a platform for IoT research projects
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Deployment
* We cannot do this alone!
* Get it into deployed devices?
» Maybe even standard home routers at ISPs?

* Free software, go get it ;)
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Visualiser
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Questions/

1deas/suggestions?

The JD}I’ of Tech-. by Mitrozac & Snaggy

The Internet of ransomware things...

ON STRIKE

HUNGRY? UNTIL YOU
PAY UP AND SEND MONEY

20 BUCKS

I'LL UNLOCK TO MY
witis. )W I ENTEAL
I'LL BE
OR I'LL ONLY || [BURNING THE
; BREW TOAST IF YOU
A DONT GET

DISHES CAM

PLACE/

I'LL START
YOUR CAR, BUT
ONLY TO TAKE
¥YOU TO YOUR
BANK TO MAKE
IF YOU DON'T A TRANSFER.
SEND US CASH,
YOUR REPUTATION
WILL BE IN THE

TRASH.

30 BUCKS IN
BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU

SLEEP.

THE NEXT TIME

YOU LEAVE, IT’LL MY ALARM

EXCUSE Us
WHILE WE

WIRE MY WAIT, I'M N
HACKER $100 BUSY MINING Pﬁlcmge I ng ;‘ggr: Ige
OR I'LL REVERSE BITCOINS. ATTADO‘-"CK_ i
?LUH D?r!'aj'ﬁ Yo:wwm (§]=]
BANK
OVER THIS Jweank

COST YOU 100 SYSTEM IS
BUCKS TO GET GOING TO GO
BACK INTO THE OFF RANDOMLY
HOUSE, UNLESS THROUGHOUT
YOU GIVE ME THE NIGHT,
475 NOW! UMLESS YOU
*DOMNATE®".
[

SEND ME #25 OR
I‘LL TELL EVERYONE
ON YOUR SOCIAL
NETWORK THAT YOU
WERE STUPID ENOUGH
TO BUY AN INTERNET-
CONNECTED BROOMS
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