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SIDN 

• Domain name registry for .nl ccTLD 

 

• > 5,5 million domain names 

 

• 2,4 million domain names secured with DNSSEC 

 

• SIDN Labs is the R&D team of SIDN 
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Domain Name System (mini)tutorial 
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Root operator 
(.) 
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DNS (big) data @SIDN 

 

• > 3.100.000 distinct resolvers 

 

• > 1.300.000.000 query's daily 

 

• > 300 GB of raw data daily 

 

• ~10% of this data is captured and  stored 

 

Traffic increase over the last 10 months  
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ENTRADA 

• ENhanced Top-level domain Resilience through Advanced Data Analysis 

 

• Big data platform used for research by SIDN Labs & partners 

 

• Goal: Increase the security and stability of  the .nl zone and the internet as a whole 
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ENTRADA highlevel architecture 
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ENTRADA technology 

• Requirements: 

• Performance 

• Scalability 

• Fault tolerance /redundancy 

• SQL compatibility 

 

• Choices: 

• Apache Parquet as storage format 

• Apache  Hadoop HDFS as storage 

• Cloudera Impala as Query engine 

 

SQL 

Interactive query interface 
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ENTRADA workflow 

Query data available for analysis in under 15 minutes 
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ENTRADA status 

• Stored 1 year of data from a single .nl name server 

 

• > 48.000.000.000 (48 B) rows 

 

• > 7 TB data 

 

• Cluster capacity ~150 B rows ( easy to expand to trillions of rows) 
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Privacy framework 

CollectionPEP-C

Security and stability 
services and dashboards

PEP-U

Data analysis
algorithms

PEP-A

StoragePEP-S

.nl name servers

DNS packets (PCAP)

Database queries

DNS queries and responses

Resolvers

Privacy 
Board

Author 
(Application 
Developer)

Adjustments

Draft
Policy

PolicyTemplate

R&D 
licence

ENTRADA data platform (technical)Legal and organisational

ENTRADA privacy framework

Policy elements: 
• Purpose 
• Data that is used 
• Filters on the data 
• Retention period 
• Access to the data 
• Type of application (Research vs. Production) 

Download paper: 
http://goo.gl/GvsfzQ 
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Example applications 

 

• DNS security scoreboard 

 

• Resolver reputation 



DNS security scoreboard 

Goal: Visualize DNS patterns for malicious activity  

 

How: Combining external phising feeds with 

passive DNS data 
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Volumetric pattern 

Phish feed alert 



100% tekst 

TEXT LEVELS 

Plain text 1 

2 

3 

• Eerste bullet niveau 

• Tweede bullet niveau 

4 Titel 

Network pattern 
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GEO pattern 
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VOEG EEN FOTO IN: 

1. Verwijder de bestaande foto en klik op het icoon, om 
een foto in te voegen: 
 
 
 
 
 

2. Zoek de gewenste foto en dubbelklik hierop. 
 

3. Staat de afbeelding er niet goed in? Selecteer de foto, 
klik ‘Format’ in het lint en selecteer ‘Crop’. 
 
 
 
 
 
 

4. De afbeelding is nu te verschuiven, door met een 
linkermuisklik vast te houden op de afbeelding en de 
muis naar de gewenste richting te bewegen. 
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Resolver reputation 

Goal: Find out if malicious activity can be mittigated by assigning reputation scores to resolvers 

 

How: “fingerprinting” resolver behaviour 
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Concept 

Malicious activity: 

• Spam-runs 

• Botnets like Cutwail 

• DNS-amplification attacks 

 

ISP Resolvers 

DNS questions 
 and responses 

Authoritative 
DNS .nl 

.nl Registry 
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Architecture 

Resolvers 

Root operator 

Child operator 
(example.nl) 
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Conclusion 

Technical: 

• Hadoop HDFS / Parquet / Impala is a winning combination! 

 

Contributions: 

• Data used for research by SIDN Labs and universities 

• Identified malicious domain names and botnets 

• Data feed to Abuse Information Exchange (soon) 

• Insights into the DNS query data 
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Questions 

 

Maarten Wullink 

Research Engineer 

maarten.wullink@sidn.nl 

      @wulliak 

www.sidnlabs.nl 

 


