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SIDN Labs is the research arm of SIDN

 Goal: further increase the security of the Internet,
with a special focus on .nl and the Netherlands

 Applied technical research: large-scale Internet
measurements, prototyping new Internet systems,
evaluating them, contributing to standards

* Results are public and generic (e.g., measurement
methods and insights, designs, software) plus
SIDN-specific adaptations for SIDN teams
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Requirement Good Accepted Conditionally
Signature Size —

Validation Speed —

Key Size > 64 kilobytes

Signing Speed

Table 2: Requirements for quantum-safe algorithms.

A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.

M. Miiller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: S E‘ 5' LABS
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Time to deploy new algorithm in DNSSEC, +- 10 years
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Timeline showing deployment of ECDSA256, from ‘Making DNSSEC Future Proof by dr. Moritz Miiller.
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PATAD testbed: building a testbed
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Post-quantum Algorithm Testing and Analysis for the DNS

[ * patad.sioniabs.ns MR-, J 1 3 ewn =

To empirically investigate the impact of quantum-safe algorithms on DNSSEC, started the project PATAD (Post-
quantum Algorithm Testing and Analysis for the DNS). its goal is 10 develop a testbed that enables us to protype, evaluate,

and benchmark various quantum-safe algorithms in DNSSEC, nat just for SIDN, but for other organisations as well.
s the project evolves we will continue to publish more information. Meamwhile you can read about our work on quantum-
.'. safe DNSSEC in the following publications:
(] "
Publications
- Internet-Draft: " NSSEC
* Presentation: “A It i s for th ", 24th TR R&D, Feb 2024
« Blog:“Aq togzaphy. DNSS 1 (SID) PE, APNIC), Dec 2023
« Presentation: s . & ( ). . Nov 2023
+ Blog:"Adding cx. talsupport 176810, Sep 2023 b
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The free app that makes
your Internet safer.
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Signing
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Validation
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Demo
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Thanks for your attention

Elmer Lastdrager
elmer.lastdrager@sidn.nl

https://www.sidnlabs.nl
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