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SIDN Labs is the research arm of SIDN

• Goal: further increase the security of the Internet, 
with a special focus on .nl and the Netherlands

• Applied technical research: large-scale Internet 

measurements, prototyping new Internet systems, 
evaluating them, contributing to standards

• Results are public and generic (e.g., measurement 
methods and insights, designs, software) plus 

SIDN-specific adaptations for SIDN teams
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stats.sidnlabs.nl – DNS Traffic



M. Müller et al, “Retrofitting Post-Quantum Cryptography in Internet Protocols: 
A Case Study of DNSSEC”, ACM SIGCOMM Computer Communication Review, vol. 50, no. 4, 2020.



Jürgen Henn – 11foot8.com





DoH, DoT, DNScrypt DNSSEC
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Time to deploy new algorithm in DNSSEC, +- 10 years

Timeline showing deployment of ECDSA256, from ‘Making DNSSEC Future Proof’ by dr. Moritz Müller.
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PATAD testbed: building a testbed
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Thanks for your attention

Elmer Lastdrager

elmer.lastdrager@sidn.nl

https://www.sidnlabs.nl
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